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ABTOpCKOE npaBo

ABTOpCKOe npaBo

HI/IKaKyIO 4acTb JAHHOTO JOKYMEHTA HEJIb3A BOCIIPON3BOANTD, XPaHUTD B IIOMCKOBBIX CUCTEMAX MJIN II€PpEABATDH
B 06011 popme 1 TOOBIMY CIOCOOaMM (37IEKTPOHHBIMY, MEXaHIYECKMMI, ITyTeM KOIIMPOBAHMs, 3aIIUCY U/IN
MHBIMI) 6e3 IpeaBapyUTeIbHOTO MucbMeHHoro paspemenns Seiko Epson Corporation. ITo oTHOmIeHMI0
VICIIO/Ib3OBAHUA conepmameﬂca 30€Chb I/IH(I)OpMaLU/H/I HMKAKUX IHATEHTHBIX 0043aTeNIbCTB He IIpefyCMOTpPEHO.
PaBHO kak He IpenycCMOTpE€HO HUKAKOW OTBETCTBEHHOCTH 3a IIOBPEXAEHNA, IIPON3OILIENIIVIE BCIIENCTBUE
UCIIONb30BaHMsA Ccofiep)Kalierics 3ech MHpopmarym. Comeprkamasicsa 3fech MHGOPMAIA IpefHa3HaYeHa TOMTbKO
[/ MCTIONIb30BAHMA C 3TUM npoaykroM Epson. Epson He HeceT OTBeTCTBEHHOCTH 3a TI060€ MCIOTb30BaHMeE ITOM
MHGPOPMAIVH 110 OTHOLIEHNIO K APYTUM IIPOTYKTaM.

Kommanns Seiko Epson Corporation u ee ¢unansl He HeCyT OTBETCTBEHHOCTH ITepef IIOKyIaTesieM FAHHOTO
IIPOAYKTA MM TPETBUMIY CTOPOHAMM 32 IIOHECEHHBIe MM IIOBPEX/eHN A, II0Tepu, COOPBI MM 3aTPaTh,
MIpOM3OILIeIINe B pe3y/IbTaTe HeCYaCTHOTO CIy4asd, HENPaBUIbHOTO MICIIO/Ib30BAHNA WIN HAPYLIEHNA
SKCIUTyaTaly JaHHOTO IIPOAlyKTa U/IM €0 HECAHKLIMIOHMPOBAHHOI Iepefie/IK/, PEMOHTA M/ BHECEHUS
M3MeHEeHMII B JaHHBIIT IIPOAYKT, viu (3a uckmodeHueM CIIIA) HeBO3MOXXHOCTY CTPOTOTO C/IeTOBAHMUSA
MHCTPYKLVAM II0 SKCIUTyaTalluM M TeXHU4eckoMy obcmyxupanmio Seiko Epson Corporation.

Seiko Epson Corporation He HeceT OTBETCTBEHHOCTHU 3a JII00OBIe MOBPEXICH W/IM IIPO6IeMbI, BOSHUKIINE U3-32
VCIIO/Ib30BaHMSA JII0ObIX GYHKIUIL VI PACXOIHBIX MaTepPUajIOB, He AB/IAOMINXCA OPUTMHAIbHBIMU IPOXYKTaMM
EPSON (Original EPSON Products) win npogykramu, ogobpensasimu EPSON (EPSON Approved Products).

Seiko Epson Corporation He HeceT OTBETCTBEHHOCTH 3a /TI00bIe MOBPEXEHMs, IPOU3OLIEAIINEe B pe3y/IbTaTe
B/IMSIHIS 97IEKTPOMArHUTHBIX [TOMeX IIPYU MCIIONb30BAHMUM IIOOBIX COENVHUTEIbHBIX Kabesiell, He COTep>KalliXcs B
peectpe ofobpenHbIx Seiko Epson Corporation npogykros (EPSON Approved Products).

© 2018 Seiko Epson Corporation

Vndopmarnys, cogepxaliasics B JaHHOM PYKOBOJCTBE, ¥ TEXHMYECKIE XapaKTePUCTUKI IIPORYKIMM MOTYT OBITh
M3MeHeHBI 6e3 NpeiBapUTeIbHOTO YBEOMICHNA.
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ToBapHble 3HaKun

ToBapHble 3HaKMN

1 EPSON® sBnsercs saperncTpuposanHbeiM ToBapHEIM 3HakoM. EPSON EXCEED YOUR VISION n EXCEED
YOUR VISION sssitorcst ToBapHbsiMU 3HakaMu Seiko Epson Corporation.

(d Google Cloud Print, Chrome, Chrome OS, and Android are trademarks of Google Inc.

d Microsoft®, Windows®, Windows Server®, and Windows Vista® are registered trademarks of Microsoft
Corporation.

(d Apple, Macintosh, macOS, OS X, Bonjour, Safari, AirPrint, the AirPrint Logo, iPad, iPhone, iPod touch, and
iTunes are trademarks of Apple Inc., registered in the U.S. and other countries.

] YBe,HOMTIeHI/IeZ IIpoYMe Ha3BaHMA NPOAYKTOB YIIOMMHAIOTCA B JOKYMEHTE TO/IBKO B LIETIAX I/IJIeHTI/ICI)I/IKaL[I/II/I n
MOTYT ABIATbCA TOBAPHBIMU 3HaKaMI1 COOTBETCTBYIOLINX B/IaJ€/IbIICB. Kommnanus EpSOD oTpunaeT nM00bIe
IIpaBa Ha BIajieHNE€ NaHHbIMY 3HaAKaMU.
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06 sTom pyKoBOACTBE

06 3TOoM pyKoBoAacCTBe

MapKkunuposka n o0603HaueHuA.

& IIpedocmepencerue:

Hncmpyxyuu, xomopole Heo6x00umo cobnodamn 60 usbexrcanue Mmpasm.

g Baxcno:

Hnempyxyuu, komopole Heo6x00umo cobm00ams 60 u3bexanue nospexoeHus 060py008aHUL.

Ipumeuanue:
Hncmpyxyuu, codepicauue nosnesHvie CO8emvl U 02panuveHus no pabome npunmepa.

CooTBeTcTBYIOWAA MHpopmaLus

» H_ICIIKHI/ITC 9TOT 3HAYOK /1A IIONTy4Y€HUA ﬂOHOHHI/ITe}'IbHOﬁI I/IH(I)OpMaLU/H/I.

Onuncauns, ncnoJibdyemblie B AaHHOM pyKoBoACTBe

1 B 3aBucumocTn ot MoA€en CHUMKI 3KpaHOB U MJUTIOCTpaluM MOTYT OT/IMYATbCA, OJHAKO NHCTPYKIMN
OCTAKTCA TEMHI XKE.

[J CumuMmku skpana caenansl B OC Windows Server 2012 R2.B saBucumoctu ot Bepcun OC feTanyt MOTyT
OT/INYATHCA.

| HeKOTOpI)Ie ITYHKTbI MEHIO Ha CHUMKAaX 3KpaHa MOTYT OT/INYAaTbCA B 3aBYICUIMOCTU OT MOJIE/IN.

O603HaYeHne onepayoHHbIX CUCTEM

Windows

B manHOM pyKOBOJCTBe Takue TepMuHBL, kak Windows 10, Windows 8.1, Windows 8, Windows 7, Windows Vista,
Windows XP, Windows Server 2016, Windows Server 2012 R2, Windows Server 2012, Windows Server 2008 R2,
Windows Server 2008, Windows Server 2003 R2 u Windows Server 2003, 1CIIO/Ib3YIOTCS ITO OTHOLICHMUIO K
CTIeAYIOLYIM OllepalilMOHHBIM cucTeMaM. KpoMe Toro, Tepmud Windows 1CIOIb3yeTcst IO OTHOIICHNUIO KO BCeM
BepCUSAM.

(d Omepannonnas cucrema Microsoft® Windows® 10
(d OmepannonHas cucrema Microsoft® Windows® 8.1
[d OmnepannonHnas cucrema Microsoft® Windows® 8

A Omnepaunonnas cucrema Microsoft® Windows® 7

(4 Omnepaunonnas cuctema Microsoft® Windows Vista®

(4 Omnepaunonnas cuctema Microsoft® Windows® XP
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06 3Tom pyKoBOACTBE

[d OmnepannonHnas cucrema Microsoft® Windows® XP Professional x64 Edition
[d OmneparnuonHas cucrema Microsoft® Windows Server® 2016

[d Omepanuonnas cucrema Microsoft® Windows Server® 2012 R2

[d OmepannonHas cucrema Microsoft® Windows Server® 2012

A Omnepaunonnas cucrema Microsoft® Windows Server® 2008 R2

(4 Omnepaunonnas cucrema Microsoft® Windows Server® 2008

(4 Omnepaunonnas cucrtema Microsoft® Windows Server® 2003 R2

(4 Omnepaunonnas cucrema Microsoft® Windows Server® 2003

Mac OS

Kpowme Toro, repmun Mac OS ncnionb3syercs o orHomenuto Kk macOS Sierra, OS X El Capitan, OS X Yosemite, OS
X Mavericks, OS X Mountain Lion, Mac OS X v10.7.x u Mac OS X v10.6.8.
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BBepeHune

BBepeHune

9T0 0b1Iee PYKOBOACTBO /I aAMIHUCTPATOPA IO UCIIOIb30BAHNIO JAaHHOTO IIPMHTEPA U YIPABICHIIO VM.

ITockombKy 3T0 061Iiee PyKOBOACTBO, B HEM He OIMICAHbI HEKOTOPble (PYHKIVIM 1 He IOKa3aHbl HEKOTOPbIe
MeH10.IToaToMy mpefocTasisercs MHGOPMAaLVA O HACTPOJKE CXOXKIX IIapaMeTPOB WV MEHIO.

CBeHeHI/IH 00 MCII0NIb30BaHMA Cl)YHKLU/IIZ CM. B TOKYMEHTE Pykosobcmso nonv3osamern-.

PykoBoacTtBo

I1apame1'pb| ne4yaTuv n ynpasieHne

371ech IPUBOANTCS OIMCAHME BCETO IIPOLecca OT CETeBOTO IOKIIOYEHNA O HACTPOIKY BceX QyHKIMIL 1
yIIpaByIeHN s IPUHTEPOM.

MopknioueHne

3nech 00BACHSETCSA, KaK TIOAKITIOUNTD YCTPOICTBO K ceTn. TakKe 00bSICHSETCS MCIIO/Ib30BaHNMe TIOPTa IPUHTEPA,
DNS-cepBepa 1 mpoxcu-cepsepa.

Hacrpoiikn pyHKuun

31ech 0ODBACHAIOTCS HACTPOVIKY JIA MCIIONb30BAHNA BCeX (PYHKIMIT IPUHTEpa.

HacTpoiiku 6e3onacHOCTM NPOAYKTa

31ech OMUCHIBAIOTCA 6a30Bble HACTPOIKM 6€30IIaCHOCTH, TaKye KaK HaCTPOKI apojist afMUHUCTPATOPA.

I1apame1'pb| ne4yaTuv n ynpasneHna

OmnucaHne paboTHI M yIIpaB/IeHNU [IOC/Ie Hayayla UCIIONb30BaHMs IIPUHTEpPa, HAIpYMep IIpoBepKa MHpOpMaLum
IpUHTepa U IapaMeTphl YBeJOM/ICHNIT O COOBITHAX.

PeweHne npo6nem

3]1er 00BACHAIOTCS HaCTpOJ‘/'IKI/I VHUOann3auyn ' yCTpaHeHNA HeI/ICHpaBHOCTeﬁ B CETNU.

PaCI.lIIlIPEHHbIe HaCTpOﬁKM 6e3onacHOCTN AnAa npeagnpuaTtna

Ommcanne pacIMpeHHBbIX HACTPOEK 0€30IIaCHOCTH, UCTIONb3YeMBbIX B CeTH, Takux Kak cBA3b SSL/TLS u IPsec/
¢unprpanms IP.

TepMI/IHbI, ncnoJibdyembie B AaHHOM PYKOBOACTBE

TepMuHbI

B JaHHOM PYKOBOJCTBE MCIIO/Ib3YIOTCA CIEAYIOIINE€ TEPMIHBI.
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BBepgeHune

ApMuHNcTpaTop

JIu1o, OTBETCTBEHHOE 3a YCTAHOBKY M HACTPONKY YCTPOMCTBA WU CeTH B oduce min opraHusanyn.B Hebonpimx
OpraHM3alyAX 3TO JINL0 MOXKET HECTM OTBETCTBEHHOCTD 3a a/IMUHNUCTPUPOBAHNE U YCTPOIICTB, 1 ceTn.B
KPYIIHbIX OPTaHM3ALMAX AIMIHICTPATOPHI YIIPAB/IAIOT CETDIO MM YCTPOVICTBAMI B OT/I€/IE VTN IIOJpas/ie/IeHNM,
a ceTeBble aIMMHNUCTPATOPhI HECYT OTBETCTBEHHOCTD 32 HACTPOMKM CBA3M 3a IIpeJe/laMy OpraHMU3aL U,
HaIpyuMep 3a BbIXo[, B VIHTepHeT.

CeTeBOll agMUHUCTPATOP

JInijo, oTBETCTBEHHOE 3a YIIPaBJIeHNe CeTeBOIl CBA3bI0./InI0, KOTOpOe HacTpauBaeT MapIIPyTU3ATOP, IPOKCH-
cepBep, DNS-cepBep 11 IOUTOBBIN cepBep [Ji yIIpaBIeH) CBA3bI0 Yyepe3 VIHTepHeT W CeTb.

Monb3oBaTtenb

JIn1io, KOTOpOE MCHONb3YeT TaKle YCTPONCTBA, KaK IPUHTEPDI MM CKaHEePBhIL.

MopknioueHne cepBep/KNNEHT (06K AOCTYN K NpuHTEpY Yepes cepBep Windows)

[TopxmoueHne, KOTOpOe YKa3bIBaeT, YTO IPUHTEP, HOAKIIOYEeHHDI K cepBepy Windows 110 ceTu mm 1o kabeto
USB, n ouepenp neyaty Ha cepBepe MOTYT OBITh CAenanbl 001 Mu.CBA3b MEXAY IPUHTEPOM ¥ KOMIBIOTEPOM
IIPOXONT Yepe3 CepBep, a IPUHTEP YIPaBIAETCA CEPBEPOM.

OpHopaHroBsoe nogkiueHue (Npsamasn neyarb)

[TopxmodeHne, KOTOpOe YKa3bIBaeT, YTO IPUHTEP M KOMIIBIOTEp MOAKIIOYEHBI K CETH Yepe3 KOHIIEHTPATOP WIIN
TOYKY OCTYTIa, a 3a[jaHNe IIe9aTV MOXKEeT BBIIIOMHATHCA HETIOCPeNCTBEHHO Ha KOMIIbIOTEpE.

Web Config (Be6-cTpaHuLia ycTponcTsa)

Be6-cepBep, BCTpOeHHBII B ycTpolicTBO,HasbiBaeTcss Web Config. B HeM ¢ moMobio 6paysepa MOXHO IIPOBEPUTD
COCTOSIHNE YCTPOICTBA.

Ouepean neyaTun

B Windows 3Hauok kaXxjoro nopra, oro6pa’kaeMoro B pasjieinie YCTpOIICTBO U IIPUHTEP, HAIIpUMep
npuHTepa.JJaxke U1 OGHOTO YCTPONCTBA CO3MAIOTCA ABa 3HAUKa U 60JIee, €C/IU 3TO YCTPOIICTBO IOK/IIOYCHO K
ceTy 4epes [Ba IopTa 1 6osee, HanpuMep depes crangapTHble cetu TCP/IP u cetu WSD.

UHcTpymeHT

OO61mit TepMUH, CBSI3aHHBII ¢ IPOrPaMMHBIM obecniedeHeM Epson [/1s1 HaCTPOKY YCTPOIICTBA M YIIPaB/IeHUSA
nm, Haripumep Epson Device Admin, EpsonNet Config, EpsonNet SetupManager u T. .

ASCIl (AMepuKaHCKUIA CTaHAAPTHDbIN Kog AnA o6meHa nHopmaumeii)

OpHa 13 cTaHaPTHBIX KOAMPOBOK cMBO/IOB.OmpesesieHo 128 cMBOJIOB, BK/IIOYast TaKue CUMBOJIBL, KaK andaBut
(a-z, A-Z), apabckne nudpsr (0-9), 0603HaYeHNs], TyCThle CUMBOJIBL 1 YIIpaBIIsoLie CuMBO/bLIIpn



PYKOBO,EI,CTBO AaAMUHNCTPATOpPa

BBepgeHune

ucnonb3oBanuy tepmuHa ASCII B 3TOM pyKOBOJICTBE MMEIOTCA B BUJiE YKa3aHHbIE HIDKe CUMBOBI OT 0x20 o
0x7E (B mecTHafguaTepuuHOM opMare), yIpaBIsIoOLIyie CUMBO/IBI He yIUTHIBAIOTCS.

00 | OF |02 | O3 ) O |05 | 0 | 0F | 08 ) 02 |04 | 0B | &0 | 0D | OE | OF
.HS}"!"#S-%&'{:I"+-,'-.-"
M oli1(2]3lals|6l|7[elo]:];:[<[=>]?
wlelale|C|DlE[FIG|H|I|J[K|L|M[N]O
swilPlalrR[s|T|[ulv[w[x[¥Y[z]Ti[v]1]A]_
w| |alblc|[d{e[fla[n|ilj[k[1]{m[n]e
ollplg|r|s|t|u|lv|iw/x|y|lz|{|]]|)}]~

* O603HauaeT npoben.

IOHunkog (UTF-8)

MexxpyHaponHas CTaHAAPTHASA KOAMPOBKA, KOTOPast OXBATHIBAET OOTIBIINHCTBO I106aIbHBIX s13bIKOB.IIpu
UCIIONIb30BaHNM B 3TOM pykoBopcTBe TepmyuHa UTF-8 nmerorcs B Buay cuMBoibl KopyupoBku B popmate UTF-8.

NMpumep ceTeBon cpeabl

3T0 IIpuMeEp NPOAYKTOB /I MOJK/ITIOYEHNS K CeTeBOI cpege. MOI‘YT 6BITDH I[O6aBHeHbI (i)YHKIH/II/I nycmnyru,
HEJOCTYIIHbIE B MICIIO/Ib3YEMOM BaMU IIPOAYKTE.

10



PyKOBO,EI,CTBO AAMUHNCTPATOpPa

BBepeHune

Mpumep cpeaHen n KPynHom ceTeBom cpeabl NpeanpuATUA

—_——— -

- N — = — -
P 7 ~ \\h
= -
~
TN A) -
~—
\ - ~
’/
\ y -
~
~ - =< AL _ —_ > _—_—— =

e

(A): UntepHet
Ecny npuHTep MOXET IHOAK/II0YAThCs K VIHTepHETY, JOCTYIIHbI CIeAYIOLIIe CITY>KOBI.

(A Epson Connect

IleyaTn COO6III€HI/II7[ SHGKTPOHHOIZ IIOYTDL, YNa/I€EHHAA I1€49aTb U JpyTue

(J O6maunble CTyXKObI

Google Cloud Print, Evernote u T. .

(4 Carit xommannu Epson

3arpyska fpaiiBepoB 11 IPOrPaMMHOTIO obecredeHst, 0OHOB/IEHIe MUKPOIIPOrpaMMBI IIPMHTepa U T. I.

1



PyKOBOﬂ,CTBO AAMUHNCTPATOpPa

BBepeHune

(B): DMZ (meMunurapusoBaHHas 30Ha)

ITO 30Ha MEX[Y BHYTPEHHEI CeThI0 (MHTpaceThI0) 1 BHelIHeil ceTbio (VIHTepHETOM); 00€e CeTu M30/IMPOBaHbI
6pangMayspom.HacTo 3TOT cepBep OTKPHIT A1 BHelIHeit ceTi. TauM 06pa3oM MOXHO 3aLUTUTBCS OT
IPOHMKHOBEHNA YTPO3bl BO BHYTPEHHIOI0 CeThb.KpoMe TOro, MO>XXHO 3all[UTUTb 3TOT OTKPBITBIiL CEpBep OT
HEaBTOPM30BaHHOTO IOCTYTIA I3 BHYTPEHHEN CETH.

(1 DNS-cepBep

(d ITpokcu-cepsep

[J Cepsep nepepatin 51eKTPOHHOI TOYTHI
(d Be6-cepBep

[ FTP-cepsep

(C): moBepenHas 30Ha (MHTpaceTh)
ITO KoBepeHHas ceTh, 3aupyienHas 6panamayspom i UTM (Unified Threat Management).
(4 (C)-1: cepBep B MHTpaceTn
9TO cepBep A/ BCeX CMYXX6 HA KOMIIBIOTEPAX OpTaHM3ALNI.
(d DNS-cepsep
(d DHCP-cepsep
(1 CepBep 97eKTPOHHOI ITOYTHI
(d Cepsep Active Directory/LDAP
[ ®daitoBbIit cepBep
(A (C)-2: cepBep mpunoKkeHmit
9T0 cepBep A1 pabOTHI BCeX MIPUIOXKEHNMIT cepBepa.
(d Epson Print Admin
(4 Document Capture Pro Server

(d (C)-3: mpoBopnnas nokanbHas cetb (Ethernet), (C)-4: 6ecnpoBopHas mokanbHast cetb (Wi-Fi)

ITpuHTEpBI, CKAHEPBI, KOMIIBIOTEPHI U APYTHE YCTPOICTBA, TOAK/II0YEHHbIE K TOKAIBHOI CETH C IIOMOLIbI0
KabeJIst WK 110 PafOCBS3M.

(D): ppyroe nmogpasperne

3T0 ceTb Apyroro noapaspencHua.OHa coefHeHa Yepe3 VIHTepHeT, BbI/ICHHYIO JIVMHYIO U T. .

CereBble yCTpOJiCTBa

[ a: 6pangmaysp, UTM

d b: MmapupyTusarop

[d c: KOMMYTaTOp JIOKaIbHOI CeTH

[d d: koHTpO/IEp 6ECIIPOBOAHOI TOKATBbHOI CeTH

[d e: Touka focryma
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PyKOBOﬂ,CTBO AAMUHNCTPATOpPa

BBepeHune

Mpumep He6GoNbLIOK CceTV NpPeaANPUATUA

(A): nTepHeT
(4 Epson Connect
(d O6naynble CTy>KOBI

(4 Cepsep snekTpoHHOI 04Thl, FTP-cepsep

(B): moBepenHast 30Ha (MHTpaceTsh)
(4 (B)-1: mpoBogHas nokanbHas cethb (Ethernet)

(A (B)-2: 6ecipoBopHast nokanbHas cetb (Wi-Fi)

Tunbl NOAK/IOYEHVI K NPUHTEPY

CyIecTBYIOT C/IeyIoye [Ba METOMa IIOAK/TIOYEeHN IIPUHTEPa K CeTH.
[ TTopxroueHne cepBep/KaneHT (06LINMIT ZOCTYI K IPUHTEPY Yepes cepBep Windows)

(A OpgHOpaHroBOe NOAKIIIOYeHMe (IpsIMast TeYaTh)

HacTpoiku noagkniouyeHns cepeepa/KnmeHTa

3t0 TIOJK/II0YCHNE, IPENOCTABIAEMOE CEPBEPOM /1A JOCTYIIA HPI/IHTCPY.,HTIH 3alrpeTa IIOOK/IIYeHNA 6e3
VICITIO/Ib30BaHMA CEPBEPA MOJKHO IIOBBICUTD YPOBEHD 6€30IacHOCTH.
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PyKOBOﬂ,CTBO AaAMUHNCTPATOpPa

BBepeHune

ITpu ucnonb3oBanuu USB Kk mpuHTepy 6e3 QYHKIMU CETH TaKKe MOXKeT OBITh IIPEefOCTaB/IeH 00N JOCTYIL.

Cnoco6 nogknioueHuns
HOI[K)'[IO‘{I/ITC HPI/IHTep K CeTn '~I€p€3 KOMMYTaTOp JIOKQJIbHOW CeTH VAN TO‘{KY HOCTYHa.

MO>KHO TaKXe MOIK/ITIYNTD IPUHTEP K CEpPBEPYy HAIpsAMYIo yepe3 Kabenp USB.

ApaiiBep npnHTepa
YcraHoBuTe ApaiiBep npuHTepa Ha cepBepe Windows B 3aBucumocTyt oT OC KIMEHTCKUX KOMIIBIOTEPOB.

[Tocne monyyenus goctyna K ceppepy Windows v npuBsA3ky IpyHTepa fpaiiBep IpUHTepa yCTaHaBIMBaeTCA Ha
K/IMEHTCKOM KOMIIbIOTepe U TOTOB K VICIIOTIb30BaHMIO.

QOyHKLUN
(d VmpasnsaiiTe IpUHTEPOM U ApaliBepoM HpUHTEpA.

(J B 3aBMCHMOCTH OT XapaKTEPUCTUK CepBepa MOXKET MOHAZOOUTHCs BpeMst 1A 3aITyCKa 3afjaHus [IedaT, TaK
KaK BCe 3afIaHNA TIeYaTy IPOXOAT Yepe3 cepBep MedaTi.

[ ITevyats npu oTKIIOYeHHOM cepBepe Windows HEBO3MOXKHA.

CooTBeTcTBYIOWAA nHpopmaLus

= (TepMuHBI» Ha CTp. 8

HacTpoiikn ogHOpaHroBbIX NOAK/IOUEHUNI

3T0 TIOJK/IIOYEHIE NCIIONIB3YETCA 1A IIOAK/IIOYEHNA IIPUHTEPA K KOMIIBIOTEPY HAIIPAMYIO I10 cetn.Mo>XXHO
IMOAKIIOYUTD TOJIBKO MOJEIb C nonnepmxoﬁ CETN!.

Cnoco6 nogknioueHuns

HOJIK)'[IO‘-II/ITe IIPMHTEP K CETU HETIOCPEACTBEHHO Y€PE€3 KOHIEHTPATOP MINM TOYKY AOCTYIIA.

OpaiiBep npuHTepa
YcranoBuTte npaﬁ[Bep IIpMHTEpa Ha Ka’XKJOM KIMEHTCKOM KOMIIbIOTEPE.

[Tpn ucnonbsosanuu EpsonNet SetupManager MOXXHO NpeJOCTaBUTb MAKeT [ipaiiBepa, B KOTOPbII BXOAAT
napaMeTpbl IpMHTEpa.

OyHKUMN

(d 3amaHue meyaTy HaYMHAETCsI He3aMeINTEIbHO, TAK KaK 3aJjaHle [eYaTy IepeaeTcsi HelOCPeNCTBEHHO Ha
IIpUHTEP.

(d Mo>XHO BBITIOTTHATH [1€YaTh, II0Ka PabOTAET IPUHTED.

CooTBeTcTBYIOWAA nHpopmaLus

= (TepMuHBI» Ha CTp. 8
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PyKOBOD,CTBO AaAMUHNCTPATOpPa

MapameTpbl neyaTu 1 ynpasnieHne

NapameTpbl neyaT n ynpassieHUne
npuHTepa

(A)
o —

Pa6ounin npouecc HaCTPOMKMN N 06CNyKnBaHNA

:ﬂlﬂﬂﬁl

.)))
(B)

(C)

(D)

Il

(E)

G

MogknioueHe NpuHTEpPa K ceTn B HacTpoliika dyHKUMM neyatn
HacTpolika cepBepa D HacTpoiikn 6e3onacHocTr
MapameTpbl NeyaTn 1 ynpasBneHns
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PyKOBOﬂ,CTBO AAMUHNCTPATOpPa

MapameTpbl neyaTu n ynpasnieHne

MopknioueHMe NpUHTEpa K ceTn

Hacrpoiite Ha npunTepe IP-afipec u MofcoegMHNTE €T0 K CETH.
[ Ycranoska IP-agpeca

1 TTopkmrouenue k cetu (kabenbHoe nmopxaodenne LAN/Wi-Fi)

CooTtBeTtcTBYIOLAA MHopMaLua

= «CeTeBoe MOAK/IIOYEHNE» Ha CTP. 18

HacTpomnka ¢pyHKuMM neyatn

Hacrpoiite mapameTps! /i MCIOb30BaHUs PYHKUNM IT€YATH.
[ ITapameTps! mevaTy Ay MOAKITIOUEHNS CepBepa/KIMeHTa

] HapaMeprI nevJaTy g1 OGHOPAHTOBOTO ITIOJK/ITI0YEHNA

CooTtBeTcTBYIOULAA MHPOpMaLuA

= «Vcnonb3oBanue GpyHKIMIT IPUHTEPa» HA CTp. 28

HacTtpoika noutoBoro cepsepa

Hacrpoiite mo4TOBBIN cepBep A/ Nepeagpecanui 37IeKTPOHHOM MOYTHI U OTIIPABKM YBEOMIEHUI IO
37IEKTPOHHOI ITOYTE.

(A SMTP-cepBep
(A Cepsep POP3

CooTBeTcTBYIOWAA MHpopmaLus

= «HacTpoiika MOYTOBOrO cepBepa» Ha CTp. 36

HacTpoliiku 6e3onacHoCTH

(d YcTaHOBKA MaposA aiIMMHUCTPATOPA
(d VipasreHye UCIIOIb30BaHMEM IIPOTOKOIOB

(d PacmmpeHHbIe HACTPOTKY 6€30IMacCHOCTI
CootBeTcTBYIOLIaA NHPpopmauns

= «HacTpoitkn 6€30macHOCTY IPOYKTa» Ha CTp. 44

= «PacipeHHble HACTPOIKM 6€30MaCHOCTY /s TPEANPUATHS» Ha CTP. 85

MapameTpbl neyaTu n ynpaBneHus

[ IIpoBepka cOCTOAHNA YCTPOIICTBA
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PyKOBOD,CTBO AaAMUHNCTPATOpPa

MapameTpbl neyaTu 1 ynpasnieHne

[ Peaknus Ha co6bITUA

[d PesepBHOe KOMpOBaHME HACTPOEK YCTPOIICTBA

CooTtBeTcTBYIOLAA MHOpMaLuA

= «HacTpoitku paboThl 1 yIIpaBIeHNs» Ha CTp. 52
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PyKOBOD,CTBO AaAMUHNCTPATOpPa

CeTeBoOe nogknoueHne

CeTeBoOe nogknioyeHme

B 57011 rimaBe onuchiBaeTca npouenypa iid NOAK/IIOYEHNS IIPUHTEPA K CETH.

Mepep ycTaHOBKOI CETEBOro NOAK/MIOUEHNA

Hepen TIIOAK/IIOYEHMEM K CETI ITPOBEPHTE METO, IIOAKITIOYEHNA U €T0 ITapaMEeTPhI.

C60p nHpopmaLnm o HaCcTpoliKe NoAKIIOYEHUA

ITepen MOAKITIOYEHMEM IIOTOTOBbTE HEOOXOAUMYIO MH(OPMALIIO 0 IapaMeTpax ceTu. [IpeaBapuTeIbHO y3HailTe
CIeAYIOLYI0 MH(POPMALINIO.

Pazpenbi MapameTtpbli MpumeuyaHne
MeTop nogknoueHns [ Ethernet BblbepunTe cnocob nogKnoUeHnsa NPUHTEPA K CETU.
yCcTpoWncTBa — . .
d Wi-Fi [Mpu ncnonb3oBaHMM NPOBOAHON NOKaNbHOW CETN NOACOeANHNTE
NPUHTEP K KOMMYTaTOpPY /TIOKanbHON CeTu.
Mpw ncnonbsosaHum Wi-Fi nogkntoumntech K cetn (SSID) Toukm
gocryna.
CBepeHuA o [ IP-apgpec BbibepuTe cnocob HasHaueHus IP-agpeca npuHTepa.
NOAKIOYEHNM K
(1 Macka nogcetn Mpw Ha3HaueHun ctatudeckoro IP-agpeca TpebyloTca 3HaueHWs Bcex

NoKanbHoOM cetn

CraHOapTHBbIN W03

napameTpoB.

Mpw Ha3zHauyeHWM AMHamuueckoro IP-agpeca c ncnonb3oBaHVeM
dyHKUmn DHCP 31a uHdopmauma He TpebyeTca, NOCKONbKY
HaCTpoWiKa MPOUCXOANT aBTOMATUYECKU.

CBepgeHuA o d SSID 310 npgeHTudurkatop SSID (Mms ceTn) 1 Naponb TOUKM JOCTYNa, K
nogkntoueHnn K Wi-Fi KOTOPOW NOAK/IIOYAETCA MPUHTEP.
A A Maponb P A P P
Ecnu yctaHosneHa dunbrpauus MAC-agpecoB, nepes peructpauuen
NPUHTEpPa 3aperncTpupymnTe Ha Touke goctyna ero MAC-agpec.
MNopfepxunBaemble CTaHAAPTbI CM. B PyKOBOACTBE NONb30BaTenN .
CBepeHunA o DNS- A IP-apgpec gna OHM TpebytoTcA Npr Ha3HauYeHNW NpUHTepY ctatudyeckoro IP-agpeca.

cepsepe ocHoBHoro DNS JononHutenbHbii DNS-cepBep ycTaHaBnuBaeTcA, eciv B
opraHv3auuy Ncnonb3yeTca pesepBHan KOHGUrypaLua n umeetca
1 IP-apgpec gna .
pononHutenbHbli DNS-cepaep.
BCMOMOraTesIbHOro
DNS Ecnu opraHunsauus He6onblas n DNS-cepBep He ycTaHaBnMBaeTcs,
ycTtaHoBuTe IP-agpec mappyTmsaTtopa.
CBefieHnA o0 NpoKcn- d Vma npokcu- YcTaHOBUTE NPY NCNONb30BaHMKM B CETEBOW Cpefe NPOKCM-cepBepa
cepBepe cepBepa AnA goctyna K VIHTepHeTY U3 MHTPaceTh 1 UCMoMb30BaHUN GyHKLUMN,

I'IpVIMeHHEMOI;I NPUHTEPOM AN1A [OCTYyNa K MHTepHeTy.

MpuHTep HanpaAmyto NoaknoyaeTca K IHTepHeTY AnA BbINOHEHWA
cnepyiowien GyHKUNN.

(1 OG6HOBNEHNE MUKPOMPOrpPaMMbl
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PyKOBOﬂ,CTBO AaAMUHNCTPATOpPa

CeTeBOe nogknoueHne

Paspenbi MapameTpbl MpumeyaHune
NHdopmaumsa o (J Homep noprta ana [poBepbTe HOMEpP NOPTa, MCNOMNb3yeMbl TPUHTEPOM Y
HoMepe nopTa 0CBOGOXAEHMA KOMMbOTEPOM, 3aTeM Npu HEOOXOANMOCTN OTKPOITE STOT MOPT Ha

6paHagmayape, ey OH 3ab/I0KMPOBaH TaM.

Homep nopta, ncnonb3yemoro NpuHTEPOM, CM. B MPUAOKEHNN.

HasHauyeHue IP-agpeca

Cy1iecTBYIOT clefyolue TUIIbI Ha3HayeHus IP-agpecos.

Cratnueckun IP-agpec
Hasnavenne BpyuHnyto npunrepy (y3ny) ¢puxcuposanHoro IP-agpeca.

JlaHHbIe 7151 HOJKII0YeHNs K ceTy (Macka IMOfCceTH, LIUI03 10 yMondanuio, DNS-cepBep 1 T. A.) JO/DKHBI ObITh
3aJlaHbl BPYYHYIO.

Taxoit IP-agpec He MeHAETCA fake IIPY BBIKTIOUEHUY YCTPOICTBA. DTO MOJIE3HO IPY YIIpaB/IeHNM YCTPOICTBAaMU
B CETU, B KOTOPOI1 He/lb3s M3MeHATD [P-aipeca, W Ipu ynpasieHUM yCTPOIICTBaMM € UCIIONIb30BaHMeM ux IP-
agpecoB. MBI peKOMeH/jyeM HacTpauBaTh TaKMM 00pa3soM IIPUHTEPHI, CepBepbl 1 IPyTie YCTPOICTBA, K KOTOPLIM
HOJIK/TIOYaeTCsl MHOTO KOMIIbIoTepoB. [1pu vcnonbp3osanmy GyHKIMI 6€30IacHOCTH, TaKuX Kak IPsec/
¢unbrpanys IP, Taxoke HasHavaliTe pukcupoBaHHble IP-apeca, 4TOOBI OHM He MEHSIUCD.

ABTOMaTn4yecKoe HasHauyeHue c ucnonbzoBaHuem ¢pyHkuyun DHCP (auHamnueckuia IP-agpec):

ApromaTtuyeckoe HasHadeHue IP-agpeca npunTepy (y3ny) ¢ ucnonb3osanueM ¢yukuny DHCP
COOTBETCTBYIOIIIETO CEpPBepa MU MapIIPYTU3aTOPa.

[TapaMeTpsl OAKTIOUEHNS K ceTy (Macka IOfICeTH, T3 10 yMomdanuio, DNS-cepBep U T. [i.) ycTaHaBIMBAIOTCA
aBTOMATMYECKM, YTO MO3BOJLAET JIETKO MTOAK/TIOYATh YCTPOICTBA K CETH.

[Tpy BBIK/TIOYEHM N YCTPOIICTBA UM MApIIPYTU3aTOPa U B 3aBUCMMOCTH OT MapaMeTpoB DHCP-cepsepa npu
MMOBTOPHOM nopkaroYeHnnn IP-agpeca MOTyT M3MeHATHCA.

M5l peKOMeHAYeM YIIPaBIATh YCTPOiicTBaMu 6e3 MCIIonb3oBaHms IP-afpecoB 1 1CIONb30BaTh IPOTOKOIEL,
paspemaromue IP-agpeca.

Ipumeuanue:
Ipu ucnonvsosanuu pynxyuu DHCP ons pesepsuposanus IP-adpecos moxcHo HazHauump 00un IP-adpec Heckonvkum
YCMpoLicmeam 00HO8PeMEHHO.

DNS-cepBep n npokcun-cepsep
DNS-cepBep no3BossAeT CBA3bIBATD MM Y371a, MMeHa JOMeHa afipeca 37IeKTPOHHOII ITOYTHI U T. [I. ¢ JaHHbIMU IP-
ajpeca.

Ecnu KOMIIBIOTEP VI IIPUHTEP CBA3DBIBAIOTCA II0 IIPOTOKOITY IPc }IpYI‘Of/I CTOPOHOI7[, KOTOpasd ollMcaHa MMEHEM
Yy3/1a, MME€HEM JOME€HA N T. [i., TO TaKaA CBA3b 6YI[€T HEBO3MOJKHA.

3ampamnmBaet o1y nudopmanuio y DNS-cepsepa u nonyuaer IP-afpec apyroit CTOpOHBLITOT IIpoLiecc
Ha3bIBAETCs paspelleHneM MMeH.

[TosToMy ycTpolicTBa, TaKue Kak KOMIIBIOTEPBI U1 IIPUHTEPHI, MOT'YT 0OMEHMBATbCA JAHHBIMY, MCIONMb3Ys IP-
agpeca.

Paspemnrenne uMeH He06X0OAMMO, YTOOBI IPUHTEP MOT OTIIPABIIATD JIEKTPOHHYIO IIOYTY U HOAK/IIOYAThCA K
WurepHery.
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PyKOBO,El,CTBO AAMUHNCTPATOpPa

CeTeBOe nogknoueHne

ITpu ucnonb3oBaHmy 3TUX GyHKUMIT Heo6xoa1uMo HacTpoutb DNS-cepBep.

ITpu HasHayeHun npuHTepy IP-afpeca ¢ ucronpsopanueM ¢pynkiy DHCP cooTBeTCTBYIOLETO cepBepa Ui
MapUIPyTU3aTOPa 3TOT aipeC YCTaHAB/IMBAETCA ABTOMATUIECKU.

ITpokcu-cepBep pasMelaeTcs Ha ITI03e MEX/Y CeTbio U VIHTepHEeTOM, a TaK)Ke CBA3bIBAETCA C KOMIIBIOTEPOM,
HIpUHTEPOM U VIHTepHeTOM (IIPOTUBOIIONOXKHBIN CepBep) OT MMEHY KaX/0ro ycTporictsa. llpoTrBonIonIoXHbIil
cepBep CBS3BIBAETCS TONBKO C IpOKcK-cepBepoM.IloaToMy cBeileHMs o IpuHTepe, Takue Kak IP-agpec n Homep
IIOPTa, He MOTYT OBITh CYMTAHBI, YTO IIOBBIIIAET O€30MacCHOCTb.

[Tpn nopgktoueHnN K ceTn VIHTepHET Yepes MPOKCU-CepBep HACTPOITe Ha IPMHTepe IapaMeTphl 9TOTO cepBepa.

nOAKIIIO‘-IEHI/Ie KceTn Cc naHenn ynpasieHnA

HOI[KJIIO‘{I/ITC IIPMHTEP K CETU C IIOMOIIbIO MTaHE/IN YIIpAaB/I€HN A IIPUHTEPA.

JlononmHuTeIbHbIE CBELeHNS O TIaHe/Y YIIPaB/IeHNA IPUHTEpa cM. B Pyxosodcmeo nonvzosamerns.

HasHaueHne IP-agpeca

HaCTpOI?ITe 6a30BbIe 9JIEMEHTDI, TaKMeE KaK ajpec y3ia, Macka noxpceTu, [Ir03 Mo YMO/T9aHUIO.

B sToM paspene omuceiBaeTCs Mpoliefypa HaCTpOKM cTatudeckoro IP-agpeca.
1. Bxrounre mpuUHTEP.

2. Boibepute HacTp. Ha I/TaBHOM 3KpaHe MM Ha ITaHe/! yIpaBJIeHNs [IPUHTepa.

PR ER B B C 1] ]

@ Load paper.
Q

Paper Setting Printer Status Settings

3. Boibepure O6mme mapamerpst > Hacrpoiiku cetn > PacmpeHnHsie.
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PyKOBO,EI,CTBO AaAMUHNCTPATOpPa

CeTeBoOe nogknoueHne

4. Boibepure TCP/IP.

e Advanced

Device Name

TCP/IP Auto
Proxy Server Do Mot Use
IPv6 Address Disable

R
| \lp |
S Wl

5. Beibepure 3HaueHue Pyunoii qis mapamerpa Iomyunts IP-agpec.

Ecnu IP-afpec ompepenseTcst aBToMaTiuecKy ¢ momoibio gyukiyy DHCP mapiupyTusatopa, Boibepure
ABro0. B aTOM cnyyae napametps IP-agpec, Macka noaceru u Illmro3 mo ymon4aHuio Ha 1arax 6-7 Takxe
3aJal0TCsl aBTOMATUYECKH, TO9TOMY TIepeiiuTe K IIary 8.

TCP/IP

Obtain IP Address

Manual [

|P Address

0.0.0.0 .;:q,:j.
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PyKOBO,EI,CTBO AAMUHNCTPATOpPa

CeTeBOe nogknoueHne

6. Bsemure IP-agpec.

I[Tpu BoI6OpE 2 M 4 ¢boKyc nepeMeliaeTcsi K CIERAYIOLIEMY UM IPERBIAYILIEMY CETMEHTY, OTAE/IEHHOMY
TOYKOI.

192.000.002.111 4 >

Value: 0 to 255

1 2 3

4 5 6

7 8 9
0

[TpoBepbTe 3HaYeHME, OTOOPA)KEHHOE Ha NPEAbIAYILeM SKpaHe.

7.  Ykaxunre Macka nogceru u Illnros mo ymonvanuio.

[TpoBepbTe 3HaYeHME, OTOOPAKEHHOE Ha NPENbIAYILeM SKpaHe.

n Bascno:

Ecnu couemanue IP-adpec, Macka noocemu u In103 no ymonuanuio siensemcs HegepHuim, 3anyck
HACMPOTIKY CIMAHOBUMCS HeAKIMUBHBIM U NPOOOTIHUMb HACMPOTiKy 6ydem He803MOxHO. Ybedumecn, umo 6
3anucu Hem ouuOKuU.

8. Bsemure IP-agpec ocHoBHOro DNS-cepsepa.
[TpoBepbre 3HaUeHNUE, OTOOPAKEHHOE Ha IIPeAbIAYIeM SKpaHe.

Ilpumeuanue:

Ecnu 6 nacmpoiikax npuceausanus IP-adpeca ycmpoiicmay ucnonv3yemcs sHaderue Aemo, 0ns nacmpoex DNS-
cepsepa moxHo 8vibpamp 3Hauerue Pyunoii unu Aemo. Ecnu ne yoaemcst nonyuumo adpec DNS-cepsepa
asmomamuuecku, svibepume sapuarm Pyunoii u esedume adpec DNS-cepsepa. 3amem ssedume Hanpamyio aopec
dononnumenvrozo DNS-cepsepa. Ecnu 6ot 6vi6panu Aémo, nepeiioume x wazy 10.

9. Bsepure IP-agpec fononuurenbHoro DNS-cepsepa.

IIpoBepbTe 3HAUEHME, OTOOPAKEHHOE Ha IIPEAbIAYIIeM 9KpaHe.
10. Haxmure 3amycKk HaCTPOMKIL.

11. 3akpoiiTe 5KpaH IOATBEPXKIEHN.
Hac1'p0|‘/'|Ka MPOKCn-cepBepa

HacrpoifTe npokcu-cepBep, eCu BBIIOTHAKTCA 062 C/IeYIONINX YCTOBHA.

[ IIpokcu-cepsep mpefHa3HA4eH /1A HOAKIIOUeHNA K VIHTepHeTYy.
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(J BsI xoTnTe 06HOBUTD BCcTpoeHHOE I1O mpuHTepa yepes VIHTepHeT, MCII0/Ib3Ysl [TaHeNb YIIPAB/IeH sl IIPYHTepa
wm Web Config.

1. Boibepure HacTp. Ha Haua/IbHOM 3KpaHe.

ITpu npoBefeHUM HACTPOIIKM Mocyie HacTpoliku IP-anpeca Oyner BbiBefeH akpan Pacmmpennsie. [Teperianre
K mrary 3.

R EE B Bt C1 ]

@ Load paper.
Q) -

Paper Setting Printer Status Settings

2. Boibepure O6uiue napamerpsi > Hactpoiiku cetn > PacmmpeHHbie.

3. Beibepure IIpokcu-cepsep.

e Advanced

Device Name

TCP/IP Auto
Proxy Server Do Not Use
IPv6 Address Disable
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4. Boibepure 3Hauenne Mcm. o napamerpa Hact. mpokcu-cepsepa.

Proxy Server Settings

Proxy Server Settings

Use [

Proxy Server

Enter value oy
Enter values ()

5. Bsepure apjpec mpokcu-cepsepa B popmate IPv4 nnm B popmare IOMTHOTO JOMEHHOTO MMEHM.

'www.sample_proxﬂ ' >
16/252
q W e r t y u o 8]
a s d i g h j k |

v b n m {X]
I

IIpoBepbTe 3HAUEHME, OTOOPAKEHHOE Ha IIPEAbIAYIIeM 9KpaHe.

6. Bsemmre HOMep MOpPTa MPOKCHU-CEPBEPA.

IIpoBepbTe 3HAUEHME, OTOOPAKEHHOE Ha IIPEbIAYIeM 9KpaHe.
7.  Haxmute 3amyck HacTpOMKM.

8. 3akpoiiTe sKpaH NOTBEP>KAEHMS.

MoaknioueHne K NOKaNIbHOW ceTun

[Mopkmounte npunTep K cetu Ethernet mnn Wi-Fi.
CooTBeTcTBYIOWaA NHopMauna

= «[lonxnouenne k Ethernet» Ha crp. 25

= «[lopkmouenne K 6ecipoBoHOI TokanbHoit cetn (Wi-Fi)» Ha cTp. 25
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NopknioueHue K Ethernet

[Topx/mo4unTe IPUHTEP K CeTH ¢ IoMolIbio Kabesst Ethernet u mpoBepbTe MOAKIIOYEHE.
1. Tlomxao4uTe IpUHTEP U KOHIEHTPATOP (KOMMYTATOp JIOKaIbHOIL ceTy) kabeneM Ethernet.

2. Boibepure HacTp. Ha HauaTbHOM 9KpaHe.

R ER B Bt C1 ]

@ Load paper.

Paper Setting Printer Status Settings

3. Beibepure O6uie napametpsi > Hactpoiiku ceTn.

4. Boibepure IIpoBepka HOTKITIOYEHNA K CETIL.
OrobpakaeTcs pe3ynbTaT IMArHOCTUKM MOK/IIOUeHA. YOeuTeCh, 4TO HOAKIIOUEHNe YCTAHOBIEHO
IIPaBWIBHO.

5. Yro6sl 3aBepumnTh, Haxkmure OK.

ITpn naxxaTun IleyaTb 0TYETA O MPOBEPKE BBl MOXKETE HAIlEYaTaTh Pe3yAbTaThl AMArHOCTUKN. [l nevaTn
crepyiiTe MHCTPYKIUAM Ha 3KPaHe.

CooTtBeTcTBY0OWanA NHopmaums

=» «Ilepexon ¢ nopkouenns Ethernet va mogxmouenne Wi-Fi» Ha cTp. 82

MopknioueHne K 6ecnpoBogHomn nokanbHom cetnn (Wi-Fi)

Nupopmanmio, HeOOXORUMYIO /I TORK/TIOUEHNS K TOYKe JOCTYIIa, MOXKHO BBECTH BPYUHYIO C TaHETN
yIIpaBieHys DpuHTepa. [l pydHoit HaCTPOTKM BaM Heo6X0oaMo 3HaTh uaeHTudukaTop SSID 1 maponb ToYku
TOCTYyIA.

IIpumeuanue:
Ecnu mouxa docmyna nodoepucusaem WPS, moxcHo agmomamuyecku 3a0amv HAcmpotiku nodxmouerust k Wi-Fi no
Haxcamuio kHonku unu 6600y PIN-ko0a, ne yxasvisas udenmuguxamop SSID u naponv.

=
1. Haxmwure @ | B Ha [JTaBHOM 3KpaHe.

2. Boibepute MapmpyTusarop.
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3.  Haxmure HayaTb ycTaHOBKY.

Ecnu ceTeBOe IOAKITIOUEHME Y>Ke HACTPOEHO, 0TOOPAXKAIOTCS IOAPOOHbIE CBEIEHVS O IIOAK/IIOYeHUN.
Haxmute VIsMeHUTb HACTPOIKM, YTOOBI M3SMEHUTb HACTPOVIKI.

Ecnu npuHTep yxe mopkiodeH o cetu Ethernet, oro6passarcs cBefenns 06 sToMm nopknodennn. Haxmure
3smenute pexx. Ha nopkmodenne Wi-Fi., sarem Haxmute Jla 1I0C/Ie TOATBEPXK/IEHUS COOOIIEHNA.

4. Bnibepure Macrep HacTpoiiku Wi-Fi.

5. Boibepure unentudukarop SSID mys Touku focTyIma.
Ecnu tpebyembiit SSID He oTo6pakaeTcs Ha aHeMy IpUHTePa, BoiOepuTe IIoBTOP. MONMCK 17151 0OHOBIEHMS
criucka. Eciu oH Bce paBHO He oToOpaxkaeTcs, Haxxmute BBop Bpyunyto u BBefute SSID BpyuHYyIo.

6. Haxwmute BBemure Ilaponsp, 3aTeM BBeANTe NapOb.

IIpumeuanue:
A Iaponv wyscmeumenen x pecucmpy.

d Ecnu neobxo0umo esecmu SSID nanpsamyro, évibepume Jfocmynno ons napamempa Ilaponw, 3amem ssedume
naponv.

7. Ilo oxonuanum Haxxmute OK.
8. IIpoBepbTe HACTPOMKYU ¥ HAXKMUTE 3aNyCK HACTPOMKIL.

9. Yro6sl 3aBepumnTh, Haxkmure OK.
Ecnu nopx/roueHne He ycTaHaBmuBaeTcs, Bbibepute IleyaTs oTyera 0 mpoBepKe [IA IIeYaTyl OTYETa O

CETEBOM IIOAK/IIOYEHNN, 3aTEM IIPOBEPHTE HAIl€IaTaHHbIE PEIICHNA.

10. 3axpoiiTe 3KpaH HaCTPOEK CETEBBIX IOAKITIOYEHMIL.
CooTtBeTcTBYIOWaA MHpopmauua
= «Co061eHNs 11 BAPUAHTHI PelleHrs TPO6/IeEM B OTUYETE O CETEBOM TIOJIK/TIOUEHNI» Ha CTP. 63

= «V3menenne Hactpoek Wi-Fi Ha manenu ynpasnenus (WPS)» Ha ctp. 79

=» «ITepexon ¢ mopkmouenust Wi-Fi Ha mopkmouenne Ethernet» ua ctp. 83
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HacTponkn ¢pyHkuunn

B 37011 I/1aBe 06 bACHAIOTCS Hava/IbHbIe HaCTpOﬁKM, KOTOpbI€ CIIEAYET BBIIIOTHUTD, YTOOBI UCIIONIH30BATh KaXXayro

(bYHKLUIO yCTPOJICTBA.

NMporpammHoe ob6ecneyeHne gna HaCTPOMKM

B stom pasgmene 00bsACHIETCH IIponeaypa BHECEHNA HACTPOEK C KOMIIbIOTEPA alMMHUCTPpATOpa C

ucnonbsosanueM Web Config.

Web Config (Be6-cTpaHuua gna ycTrponcrea)

O nporpamme Web Config

Web Config — aro BcTpoeHHas BeO-cTpaHuUlla IPUHTepa /s HACTPOIKY ero napamerpos.IIpunTepom,
MOfK/TIOYEHHBIM K CETI, MOXKHO YIIPaB/LATh C KOMIIBIOTEPA.

Ins gocryna x npunoxxernio Web Config Heob6xofyumo BHavane mpucBouThb npunrepy [P-agpec.

IIpumeuanue:

Imu napamempot MOHHO 3aPUKCUPOBAMD NyeM HACMPOUKU HA NPUHMePe NAPONT AOMUHUCPAMOPA.
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AocTtyn K npunoxenunio Web Config

Beepurte IP-afpec npunTepa B Be6-6paysepe. JavaScript fomkeH 6b1Th BKodeH. [Ipu goctyne k Web Config
yepes npotokon HTTPS B 6paysepe nosBurcs npenynpexaeHne, IOCKOIbKY P COeANHEHNN OyeT
MCIIOIb30BAH CaMO3aBePSIOIMII cepTUUKAT, XPAHAIMIICA Ha IPUHTEpe.

A Hocryn mo HTTPS
IPv4: https://<IP-agpec npunTepa> (6e3 < >)
IPv6: https://[IP-agpec mpunrepal/ (c [ ])

1 HJocryn mo HTTP
IPv4: http://<IP-agpec npunTepa> (6e3 < >)
IPv6: http://[IP-agpec npunrepal/ (c [ ])

Mpvmepbl

1 IPv4:
https://192.0.2.111/
http://192.0.2.111/

4 IPveé:
https://[2001:db8::1000:1]/
http://[2001:db8::1000:1]/

IIpumeuanue:
Wms npunmepa, 3apesucmpuposannozo Ha DNS-cepsepe, moxcHo ucnonv3osams emecmo ezo IP-adpeca.

CootBeTcTBYloWan nHpopmauns
= «Csssb c npuntepom depes SSL/TLS» Ha ctp. 87
» «O undposom ceprudukare» Ha cTp. 87

Ucnonb3oBaHne PyHKLUMN NPUHTEpa

Paspemmaer ucnonpszoBanye GyHKIUY IIeYATHU IO CETH.

HIIH MCIIO/Ib30BaHNA IIPUHTEPA B CETU HCO6XOJII/IMO HaCTpOUTDb Ha KOMIIbIOTEPE MOPT /I CETEBOI'O
TIOAK/ITIOYEHN A, 4 TAK)KE CETEBOEC ITOIK/IIOYEHIE Ha IIPUHTEPE.

[ IlopximoyeHne cepBepa/KIMeHTa: HACTPOIITe IOPT Ha cepBepe

VHcTpyKumu /1 HaCTPOVIKY OPTa BPYYHYIO IIPY MOJKIIOYEHNY CEPBEPa/KIMEHTa.

([ OpgHOpaHroBOe NOAKITIOYEHNE: HACTPONTE IIOPT Ha KK/JOM KOMIIbIOTEpe

VHcTpyKumm [i/1s aBTOMaTUYECKOI YCTaHOBKY MTOPTA C MCIIO/Ib30BAaHMEM YCTaHOBIIMKA, JOCTYIIHOTO Ha JMCKE
C IpOrpaMMHBIM ObecIiedeHreM WM Ha Beb-caiite Epson, B cryuae OXHOPAHTOBOTO IOK/IIOYEHNA.

MapameTpbl NneyaTu 4Nna NogKNoYeHNA cepBepa/KNneHTa

YcranoBuTe 714 TI€9aTy Ha IIPMHTEPE, IIOAK/II0YEHHOM KaK CepBep/KHI/IeHT.

HTIH IMOAK/ITIOYCHU A cepBepa/K)meHTa CHa4aj/ia YCTAHOBUTE CEPBEP I€4YaT, 3aTEM IIpE€JOCTaBbTE O6I.LU/IVI AOCTYII K
IIPMHTEPY I10 CETN.
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ITpu ucnonb3oBanuu Kabens USB [/1s HORKIIOUeHNsI cepBepa TaKxKe CHaYajla yCTaHOBUTE CepBep Iedary, a 3aTeM
IIpefoCTaBbTe OO JOCTYII K IPUHTEPY IO CETH.

HacTponka ceTeBbIX NOPTOB
Ha cepBepe meuatu co3paiiTe ouepeqp meyaTy AjIs CETEBOI MeYaTy C UCIIONb30BaHIeM CTaH/JapTHOTO IIPOTOKO/IA
TCP/IP, saTeM 3apaiiTe ceTeBOiI OPT.

Hauusit npumep orHocutcs K Windows 2012 R2.

1. OTKpoiliTe OKHO «YCTPOJICTBa X IPUHTEPHI».

KoMmneiotep > CpoiictBa > [lanens ynpapnenns > O6opygosanue u 3Byk wim O6opyngosaHue >
YcrpoiicTBa 11 TPpUHTEPBL.

2. [obaBneHue mpuHTEpPA.

Ilenkunure Jo6aButh mpuHTep 1 BoibepuTe IIpUHTEP OTCYTCTBYET B CILUCKE.

3. [o6aBreHue TOKaIbHOTO IPUHTEpPA.

Bei6eprure I06aBUTH TOKATBHBIII IPUHTEP MU CETEBOI MPUHTEP C MApaMeTPaMu, 3aFaHHBIMU BPYIHYIO,
3aTteM wenkHute [Hanee.

4. Boibepure Co3aaTh HOBBIN MOPT, B KadecTBe Tua nopra Boibepure Cranmaprasiil mopt TCP/IP u
Hakmurte Jlamnee.

(«) = Add Printer

Choose a printer port

A printer portis a type of connection that allows your computer to exchange information with a printer.

(0 Use an existing port: LPT1: (Printer Port)

(®) Create a new port:

Type of port: Standard TCP/IP Port W

Epson_Print_Admin
EpsonMet Print Port

e ——
(Eer——|

5. Bsepmure IP-agpec munu nmsa npuHTepa B nosne Vimsa xocra nim IP-appec nnu Vima npunrtepa wm IP-appec,
menkHuTe Hanee.

ITpumep:
(d Vma npurTtepa: EPSONA1A2B3C
A IP-agpec: 192.0.2.111

He nsmensiite Vima nopra.
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lenxanuTte IIpogoKNUTD Ha 9KpaHe YIpaB/IeHNe YI€THBIMM 3aIIUCAMI IIO/Ib30BaTENIEe.

(«) = Add Printer
Type a printer hostname or IP address
Device type: TCP/IP Device
Hostname or IP address: | 192.0.2.111| |
Bort name: [19202111 |
[w] Query the printer and automatically select the driver to use
Ipumeuanue:

Ecnu ykasamo ums npunmepa 6 cemu, e0e UCHONb3Yemcs paspeuierue umen, IP-adpec npunmepa 6yoem onpedesnen,
Oance ecnu ox 6vin usmener DHCP. Bot mosceme nposepumo ums npuHmepa Ha sKkpane COCrOSHUA cemu HA NaHenu
YNPABAEHUS NPUHMEPA UL HA JIUCTNE COCIOAHUS NPUHMepaA.
6. Hacrpoiite gpaiiBep IpuHTEpa.
(4 Ecmu gpaiiBep mpuHTepa y>ke YCTaHOBJIEH:
Bri6epure IIpousBopurens u Ilpuntepsl. [llenkuute [anee.
(4 Ec/m npaiiBep npuHTEpa He YCTaHOBJIEH:

lenxkuute YcTaHOBKA € AMCKa U BcTaBbTe AucK ¢ [10, BXopAmuil B KOMIIZIEKT IIOCTaBKY IIPUHTEpa.
[Menkunute O630p 1 BbIOEpUTE HAIIKY Ha [[UICKe, COTEPIKAIYIO ApaiiBep NpyuHTepa. YOeauTeCh, 4TO BB
BBIOpasy MpaBUIbHYIO IAIIKY. PacrionoykeHne 9Toil MalKy MOXKET ObITb Pas3IMYHbIM B 3aBUCUMOCTH OT
BEPCUY OIEPAI[IOHHON CUCTEMBI.

32-paspsigHast Bepcust Windows: WINX86
64-paspsigHast Bepcust Windows: WINX64

7. CnepyiiTe MHCTPYKIUAM Ha 9KpaHe.

[Tpu ncrionb3oBaHMM IPUHTEpPa B paMKaX IOAK/IIOUeHNA cepBepa 1 KueHTa (001t JOCTYI K IPUHTEPY C
JICIIOZIb30BaHMeM cepBepa Windows) HacTpoiiTe cefyoliye IapaMeTphl 00Iero fOCTyIIa.

CooTtBeTcTBYIOWAA MHpopMaLua

= «O6muit focTyn K npunTepy (Tombko A Windows)» Ha crp. 31

MNMpoeepka konguzypayuu nopma — Windows

Y6enurecs, YTO A/ OYEPERH MedaTy BBIOpaH PaBU/IbHBII IOPT.

1. OrtkpoiiTe 3KpaH «YCTpOICTBa X IPUHTEPHI».

Komnbrotep > CBoiictBa > [laHens ynpasinenus > O6opygoBanue u 3Byk ni O6opyaoBaHue >
YcrpoiicTBa 11 IPUHTEPBL.
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OTKkpoiiTe 3KpaH CBOJICTB IPUHTEpa.

JBa>k/Ibl IIeIKHUTE 110 3HAYKy IpMHTepa 1 enkHuTe CBOIicTBa IpUHTEpa.
[Menxunre Bknanky Ioprsl, Boibepute Cranmaprablit nopt TCP/IP, menkunte HacTpouts mopr.

[TpoBepka KOHUryparyy IOpTa.
4 Ins RAW

Y6enutecs, uto B ojie Ilpotokon Bei6pano Raw, n Haxkmute OK.
1 Insa LPR

Y6enntecs, uto B none IIporoxon Bei6pano LPR.Beegnute PASSTHRU B nonie HazBaHue ovepenu B
Hacrpoiikax LPR.Bri6epure Paspemien nogcuer 6aiitos B LPR 1 naxxmute OK.

O6wumin goctyn K npuHTepy (ronbko ana Windows)

I[Tpu ncrionb3oBaHUM IPUHTEPA B paMKax IOAKIIOYEHNs cepBepa 1 KineHTa (001Mit JOCTYII K IPUHTEPY C
JICIIONIb30BaHMeM cepBepa Windows) onpegenyte o61uit JOCTYI K IPMHTEPY Ha cepBepe MevaTu.

1.

Bei6epure Ilanens ynpasnenus > IIpocMOTp YCTPOJICTB M IPUHTEPOB Ha CEPBEpE MeYaTn.

IlenxHMTE IIPaBOIl KHOIIKOI MBI 3HAYOK NIPUHTepa (0uepe/b IMeyari), K KOTopoMy Tpebyercs
IIPEOCTaBUTD OOIINIT JOCTYII, @ 3aTeM IlepeiiiuTe Ha BKIaKy CBoiicTBa mpuHTepa > OO61uii JocTym.
Bri6epute O6mumit OCTYN IPUHTEPA, a 3aTeM BBefuTe OfImee mMs.

s OC Windows Server 2012 naxmute VI3MeHNTH mapamMeTpbl 0011ero JOCTYIA U 3aTEM HACTPOIITE
IapaMeTpBl.

YcTaHOBKa AONONIHUTENbHbIX ApanBepoB (Tonbko ana Windows)

Ecmu Bepcuy Windows Aj1s1 cepBepa U KIMEHTOB Pas3IMyaTCs, PeKOMEHAYETCs YCTaHOBUTD HOIIOTHUTEIbHBIE
ApaiiBephl Ha cepBep MeYaTu.

Bei6epure Ilanens ynpasnenus > IIpocMOTp YCTPOJICTB M IPUHTEPOB Ha CEPBEpE MeYaTn.

IlenkHYTe IPaBOJ KHOIKOJL MBIIIN 3HAYOK IIPUHTEPA, K KOTOPOMY TpeOyeTCst IpefoCTaBUTh OOLINIT ZOCTYIL,
a 3aTeM HepeiianTe Ha BKIagKy CBolicTBa mpuHTepa > O6muii JocTyI.

Haxxmute JlomomHuTeNbHBIE APaiiBepPhI.

Ina Windows Server 2012 menkuute Change Sharing Options, 3aTeM HacTpoiiTe TapaMeTpBbl.
Bri6epure Bepcun OC Windows i xinenToB u 3aTeM Haxxmurte OK.

Bri6epure nHpopMarMoHHbIil aitn jia gpaiiBepa nedaru (*.inf), 3ateM ycraHoBuTe [ipaiiBep.

CooTBeTcTBYIOWAA nHpopmaLus

= «Vcnonb3oBanue obmiero npuHTepa — Windows» Ha cTp. 32
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Ucnonb3oBaHume o6wero npuHrtepa — Windows

AQMMHUCTPATOp KO/DKEH COOOLIUTD OTb30BaTeNAM KIMEHTCKMX KOMIIBIOTEPOB MM KOMIIBIOTEpa,
JICIIO/Ib3YeMOTO KaK CepBep IIeqaTy, X 0ObACHUTD MOPANOK ero JobaBIeHNs Ha KIMeHTCKIe KoMIIbIoTepbl. Eciu
IOTIOJIHNTETIbHBIE IPaiiBePBI ellle He HACTPOEHBI, 00BSICHUTE NT0Ib30BATE/NAM K/IMEHTCKIX KOMIIBIOTEPOB MOPSILOK
mobaBeHns 061ero MpMHTEpa B MEHIO YCTPOIICTBA M IPUHTEPBI.

Ecnu Ha cepBepe Ieyaty y>ke YCTaHOBJIEHBI HEOOXOVIMbIe TOIIO/THUTEIbHbIE IpaiiBepbl, BBIIOJTHNUTE CIefYIoLI/e
TIeICTBUA:

1. Boibepute nms, npucBoeHHoe ceppepy nevatu B IIpoBogauke Windows.

2. JIBaxppl IETKHUTE IPUHTEDP, KOTOPBI HY>KHO UCIIO/NIb30BaTh.

CooTtBeTcTBYIOWAA MHpopMaLua
= «O6umit goctyn K npunTepy (Tonpko ans Windows)» Ha crp. 31

= (YcTaHOBKA JOIOTHNUTENbHBIX npaitBepoB (Tonmbko it Windows)» Ha cTp. 31

MapameTpbl neyaTn 4NA OJHOPAHIrOBOro NOAK/IOUYEHUS

[Tpu ogHOpaHTrOBOM IOAK/IIOUEHMY (IIpsAMasd IleyaThb) IPUHTEP U KJIMEHT YCTAaHAB/IMUBAIOT CBA3b OIVH K OTHOMY».

Ha Bcex K/IMEHTCKMX KOMIIBIOTEPaX HO/DKEH ObITh YCTaHOBJIEH ipaiiBep IpUHTepa.

CootBetcTBYOWana MUHopMaLmA
= «Hactpoiika apaiiepa npuntepa — Windows» Ha ctp. 32

= «Hacrpoiika paiiBepa npuntepa — Mac OS» Ha cTp. 33

HacTtponka gpanBepa npuHtepa — Windows

B He6onmpmumx OpranmsanmnAax peKOMEHIYETCA YCTaHAB/INBAaTh )Ipaﬁ[Bep IIPYHTEPA Ha KaXXIOM KIIMEHTCKOM
KOMIIPIOTEPE. MCHO}II)SYI?ITQ YCTaHOBIMK Ha BeO-caiiTe EPSOH WM Ha IVCKE C ITPOTrpaMMHbBIM obecrieyeHmeM.

Ilpumeuanue:
Ecnu npunmep ucnonv3yemcs Ha 607bUIOM HUCTe KTUEHMCKUX Komnblomepos nocpedcmeom EpsonNet SetupManager ¢
YCMAHO8KOTL Opatisepa 8 kauecmae naxema, 8pems YCAHOBKU MOXem Obib 3HAUUMENLHO CHUMCEHO.

1. 3amycTuTe yCTaHOBLIMK.

[J 3amyck ¢ Be6-carita

OTkporiite cnepyromit BeO-caiiT u BBenuTe uMs npoaykra. [lepeiianre B pasgen Hacrpoiika, 3arpysute
IporpaMMHOe 00eCIIedeHNe I 3aITyCTUTE ero.

http://epson.sn

(1 3amyck ¢ gucka ¢ nporpaMMHBIM 06ecriedeHneM (TONbKO AJIsl MOJieiell, KOTOPbIe IOCTABISIOTCS C JUCKOM
C IIPOTPaMMHBIM OOecIiedeHIIeM, U I0/Ib30BaTEIeN, Yb/ KOMIIBIOTEPHI OCHAIIEHDI JUICKOBBIMM
IPUBOJAMN).

BcraBpTe B KOMIIPIOTEP KOMITAKT-AMCK C IPOTPaMMHbBIM obecrieueHmem.
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BoibepuTe MeTOR IIOKTIOUEHN S IIPUHTEPA, 3aTeM lenkHuTe Jaree.

I3 install Navi [XXXX Series] - *

Start Setup Connecting your
_ License Agreement — ® Wi-Fi Connection (Recommended)
- Establishes a wireless connection with the El o =y

.~ Systemn Check

© Ethernet Connection
+ Instalation Select this if you are using a wired network Ei_ﬁ_

and wish to connect with an Ethemnet cable.

) USE connection

- Connectthe © o to a computer using a E =
Additional USE cable.
Installation
Finish The computer is connected to the wireless network.
o You can use the » by selecting [Wi-Fi Connection).
Advanced configuration
Setup Complete
| Cancel Next
IIpumeuanue:

Ecnu omobpaxaemcs Botbpamp ycmanoexy npozpammnozo obecneuenus, svibepume Usmenumo unu
nepenacmpoumv cnocob nodxknrouenus u wenkuume Janee.

CrnenyiiTe MHCTPYKIIMAM Ha 9KpaHe.

CooTBeTcTBYOWasA NHoOpMaLuA

= «EpsonNet SetupManager» Ha cTp. 78

HacTtponka gpansBepa npuHtepa — Mac OS

3arpysure mporpaMMHOe obecIiedeHne ¢ BeO-caiiTa 1 BBIIOTHUTE HACTPOVIKY COeAMHEHMsI I OOaBIeHNs
KoMmnboTepa. Haunure HacTpoliky B cpefie, MMemolel BoIXoy, B VInTepHeT.

3aiignTe Ha CIERYIOMMI BeO-CailT ¢ KOMIIbIOTEPa, HA KOTOPOM HeoOXOAMMO 3a/jaTh HACTPOVIKY, 3aTeM
BBeMIMTe Ha3BaHIe YCTPOIICTBA.

http://epson.sn
ITeperinute Ha HacTpoiika 1 3arpysuTe IporpaMMHOe obecredeHue.

3amycTuTe mporpaMMHoOe obecIiedeHe U CIefyiiTe MHCTPYKIMAM Ha 9KpaHe.
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4. Boibepurte [IONOMTHUTENIBHBI KOMIBIOTEP HA 9KpaHe THIT MOAKII0OYEHN.

M) EPSON XXXXX Series

Connection Type

Wi-Fi Network Connection

Please select the connection type you want to
set up from the options on the right.

Select this if you wish to make a wireless
connection to your product.

Ethernet Network Connection

Select this If you are using a wired network
and wish to connect with an Ethernet cable.

USB Wired Connection

Select this if you are using a single computer
only and connecting with a USB cable.

@ Additional Computer

5. CnepyiiTe MHCTPYKIMAM Ha 9KpaHe.

N3meHeHMe HacTpoeK Nosib3oBaTeNbCcKoil 6ymaru

BbI MOXXeTe M3MEHUTDb HaCTPOVIKY II0/Ib30BATEIbCKOI OyMary. VI3MeHeHHbIe HaCTPOKY II0/Ib30BaTE/IbCKON
OyMaru MO>KHO MCIIONb30BaTh, 00PaIasAch K HUM C IIaHe/IN YIIPaB/IeHNs IPUHTepa.

1. Boitgure B Web Config u Bei6epute Bknazgky Iledars > Oco6as HacTpoiika 6ymarn.
2. lllenkHNUTE KPYXXOK PAZOM C HOMEPOM, KOTOPBIiT HEOOXOMMO M3MEHUTD, 3aTeM Lie/IKHIUTe VISMeHUTS.

3. Hacrpoiite KaXXOblil 31IEMEHT.

[d Hassanue oco6oit 6ymaru

BBepyTe HasBaHMe [O/Ib30BATE/ILCKOI OYMaru, KOTOPOe BbI XOTUTE 3apErNCTPUPOBATD.
3aperncTpupoBaHHOe Ha3BaHye OyeT 0TOOPaXKaThCs B CIIMCKE TUIIOB OyMari.

[d JranoxHas O6ymara

Bbl MO>xeTe BBIOpATh THUII HOCUTENA, KOTOPBII Harboree 630K K MCIIONIb3yeMoit Oymare.

(d 3a3op Banmka
Ber6epute 3a30p me4aTHOrO CTONMA (PacCTOsIHIE MEX/Y IedaTarollieli TO/IOBKOI 1 OyMaroit).

ITocko/mbKy 3a30p TeYaTHOTO CTOMA BHIOPAaHHOI DTaTOHHAA GyMara yCTaHOB/IEH, OOBIYHO HET
Heo6XOVIMOCTY I3MEHATD 3TO 3HaueHMe. Eciu HaneyaTaHHbIe N300paXKeHNA BBITIIANAT CMAa3saHHBIMIU,
yBeNn4bTe 3HaUEHNE 3TOTO NTapaMeTpa.

(d BepxHzee 1 HIDKHee MTONIA

3aparite mons obnactyu neyaty. IlIupuHa 1eBOro U IMpaBoOro IOJIell OCTaeTCs PaBHON 3 MM BHe
3aBUCUMOCTY OT 3Ha4YeHMsI 3TOT0 IapaMeTpa. Ec/u BepXHAs 4acTh Halle4aTaHHOTO N300 pasKeHUs
BBIITIAUT TPA3HOM, yBeIN4bTe MIVPUHY BEPXHETO IO,
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[J 3arsarusanue 6ymaru

3apariTe HeOOXOAMMYIO BE/IMUYVMHY BCACHIBAHVIA /I VICIIOTIb3yeMOll OyMary, 4ToObI 00eCIIeYnTh
IpaBUIbHOE PACCTOSIHME MEXIY OyMaroii 1 IevaTaroleli rooBKoit. Ecy BbIOpaTh CIMIIKOM 60/IbIIoe
3Ha4YeHe JJIsI TOHKOJ MIM MATKOJ OyMaru, pacCToOsHUe MeX/y 6yMaroii 1 IedaTtarolieii FoT0BKO
YBEIMYUTCS, YTO IPUBEAET K YXYALICHUIO KaueCTBa IIeYaTy MIN HelIpaBIIbHOI ofade 6ymary. B atom
cy4ae He0OXOAMMO YMEHBIINTD BEINYMHY BCachblBaHMs i1 OyMary. ITpy yMeHbIIeHUY BeIMYMHBI 3TOIO
IapaMeTpa yMeHbIIAeTCs MHTEHCHBHOCTD BCAChIBAHNA. B 3aBICYMOCTH OT MOJIeNN YCTPOVICTBA STOT
37IeMEeHT MOYKeT He 0TOOPaXKaThCA.

([ IIporuBoHaTAXeHUe

Ortperynupyiite HatspKeHne 6ymarn. Eciiu Bo Bpems medatn 6ymara MHeTCsl, BbiOepuTe BapuaHT Bbicokoe
umu CBepxBbICOKOE.

[d Bpems: cymku Ha IIpoXof,

B 3aBucuMOCTH OT THIIa OyMaru /IS BBICBIXaHMs YePHIT MOKET IOTPe6OBaThCsA HEKOTOPOE BpeMs.
YT0OBI TOCOAIEIICTBOBATD BHICBIXaHMIO YEPHIL, 3aJaliTe BpeMs OCTAHOBKY IBVDKEHIUA (IIPOXOXK/EH)
nevaraleli ronoBku. Eciu yepHmia pasMmbiBaioTcs Ha 6ymare, 3agaiite 6onbliee BpeMsi, YTOObI
obecreunTd BhIChIXaHNe YepHII. YeM 60/blire BpeMs BBICBIXaHMs, TeM 00/Iblle BpeMeH! TpeOyeTcs i
HeyaTu.

(d Bpems:A cymku Ha cTpaHMILY

B 3aBucMMOCTY OT IVIOTHOCTY YePHII W/IV TUIIA OyMary [/Is BBICBIXaHMsI YePHIUI MOYXKET IIOTPe6OBaThCA
HEeKOTOpoe BpeMs. 3ajjaiiTe IPOJO/DKUTE/IbHOCTD IIay3bl B paboTe IPUHTEPA, IO3BOJIAIICl YepHIIAM
BBICOXHYTb IIOC/IE IIeYaTy CTpaHuIbl. Ec/iu yepHmIa pasMbIBaoTCs Ha OyMare, 3ajialite 60/bllee BpeMs,
4TOOBI 06€CIIeunTDb BhIChIXaHNe YepHII. YeM 60/blite BpeMsI BBICBIXaHUsI, TeM OOJIbllle BpeMeHMU TpeOyeTcs
O/ TIeYaTH.

[ ITposepka pasmepa 6yM.

ITpu 3afaHuM HaCTPOEK OYMary YKa>KuTe, JO/DKEH U MIPUHTEp aBTOMATUYeCKY OIIPefe/ATh INPUHY
OyMary uim He IO/DKeH AenaThb aToro. Ecu 6ymara sarpy»eHa IpaBIUIbHO, HO IIOAB/IAETCS OIIMOKa
HacTpOVIKy OyMmary, norpo0Oyiite BbIOpaTh BapuaHT Berki.. Ho yurure, uro npu Beibope BapuaHnTa BbIki.
IeYaTb MOXKET BBIXOUTD 3a I'PaHNUIIbI OyMaru. VI3MeHeHHbIe HACTPOIKIU IIPUMEHSIOTCS MOCTIe
nepesarpysku 6ymary. B 3aBICHMOCTH OT MOJIeIN YCTPOJICTBA STOT 7IEMEHT MOXKET He 0TOOPaXKaThCA.

[ ABTOOTpHIB

Bri6epute, HeOOXOMMO JIV aBTOMATUYECKM Pe3aTh PYJIOHHYI0 OyMary npu rmedaty cTpanut. ITpu Bei6ope
BapyaHTa BKI. mepenHuit kpaii 3alaHHON OyMaru aBTOMaT4ecKy obpesaeTcs, e/l OH He TOPM3OHTaJIeH.
Ecnmu pna nedatu ncnonbsyercs fpaiBep NpUHTEPA, MMEIOT IIPUOPUTET HACTPOVIKY, 3aJaHHbBIE B IpaliBepe
IpUHTEpPA.

d YcTpaHNTb Iepexoc

Bri6epute, HyXHO /1M YMEHbLIATD VIM IIPEOTBPAlaTh JUArOHATbHYIO Tofady 6ymarn. B saBucumocty ot
MOJIe/IN YCTPOJCTBA 9TOT 37IEMEHT MOXKET He OTOOPaXKaThCsl.

4. Ilposeppre HacTpoliku u HaxxmuTe OK.

IIpumeuanue:

Hacmpotixu nonv3osamenvckoii 6ymazu MOIHO IKCNOPMUPo8ams 8 Paiin u umMnopmuposamo u3 gaiina. Imo
Y000HO, K020a 8LINONHAEMCS YCMAHOBKA HECKOILKUX NPUHIMEPOS8 U 071 HUX He0OX00UMO UCNONb308aMb 00UHAKOBbLE
HACMPOLIKY NONb308AMENbCKOTE OYMAZU.

CooTBeTcTBYIOWaA NHPOpMauna
= «Jlocryn k npunoxkenunto Web Config» Ha ctp. 28
= «Jloctyn k npunoxennio Web Config» Ha cTp. 28
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HacTpoiika nouToBOro cepeepa

Hacrporite B Web Config mouroBblit cepsep.

Ecnu npunTep MOXKET OTIPaB/IATh 3MIEKTPOHHYIO II0YTY, TO BO3MOXKHO IIO/Iy4€eHNe OT IPMHTepa yBeJOM/IEHNI 110
97IEKTPOHHOI IOYTe.

Ilepen HacTpoIiKOIl MpOBEPHTE CIAEAYIOLICE.
[ IIpuHTEp MOAKIIOUEH K CETHU C JOCTYIIOM K IIOYTOBOMY CepBepYy.

(J VMH]popmanusa o HaCTPOJIKe 3/IEKTPOHHOIN HOYTHI Ha KOMIIBIOTEpe, MCIIOIb3YIOLIeM TOT e IOYTOBBII cepBep,
YTO ¥ IIPUHTEP.

IIpumeuanue:
IIpu ucnonv3osanuu noumosozo cepsepa 6 Vnmepreme ymourume uHPOPMAUUI0 0 HACMPOTIKE Y NOCMABULUKA YCTTY2
unu Ha eeb-catime.

1. Boitgure B Web Config n Bei6epute Bknasky CeThb > CepBep 91. mo4ThI > OCHOBHBIE.
2. BBemure 3HavYeHMe I KaXKAOTO 371€MEHTA.

3. Boibepure OK.
OTtobpakarTcs BRIOpaHHBIE TapaMeTPhI.

I1o 3aBepiIeHNM HACTPOVIKY BBIIIOTHUATE MIPOBEPKY IMOAK/ITIOYEHNSA.

CootBetcTByOWana uHopMmaumna
= JIpoBepKa COellMHeHNs OYTOBOTO CepBepa» Ha CTP. 38
= «IlapameTpbl HACTPOJIKM IOYTOBOTO CEpBepa» Ha CTp. 37

= «Jloctyn k npunoxennio Web Config» Ha cTp. 28
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MapameTpbl HACTPOMKMN NOUYTOBOIrO cepBepa

EPSON
Stalus Print Scan'Copy Fax [T Hetwork Seauniy Praduct Security Dedce Hanagement Epsan Open Plafem
Basic 5 -
o ] Email Server > Basic
WeFI
wined LAN
A-Fi Direcl Tra CabRIHE 5 tbuned Io ule 3 Badunk Rnckan of T amail ki
" e Limion SRS 0F Thb POl Siag B
Ermail Server « Ok Canboate
. « Frock Carbbcale Lipdabe
WComnisen Tesl Autrndcation Mehod SMTE AUTH El
LOWP Serwer Mstraracated Account e
METTES Mstranscated Fasswoed Eermnmnnans
sSach Ealings Sender's Email Adcress i oSN D LTy
T SUITP Saretr ASNikss 192.0.2.L27
SUTP Earer Posl Namber 25
Soecure CHNrACEN Fane -
Epan Connsd Siedce : :I
Canfizate Vabdasian = Enatie Cesatle

Gaogle Cloud Frict Senices

ik MCOmensd 15 fathe T Canfaate Vil dibon
Ewil o conrecled wihout conBrming B salety of e email server whin the Carthcale Vaidaton is dsatied

PP Sareer Addiess

POP3 Ewreer Posi Homber

MapameTpbi

Hactpoika n 06bacHeHUA

MeTop ayTeHTUdMKaumm

YKaxute metopq, ayTEHTI/Id)I/IKaLl,I/IVI ANA [oCcTyna nNpuHTepa K cepsepy BJ'IeKTpOHHOVI NnoYTbl.

Bbikn BKntounTe 3TOT peXnMm, ecriv NouToBbIN cepsep He TpebyeT
ayTeHTUdMKaLUn.

AYTEHTUOUKALNA SMTP AyTeHTnduKauma Ha SMTP-cepBepe (cepBep ncxopsLlen
noyTbl) NpW OTNPaBKe NoYTbl.MOUYTOBbIV CepBeEP AOMKEH
noaaepxnBatb ayTeHTnduKaumo SMTP.

POP go SMTP AyTeHTnduKauma Ha cepaepe POP3 (cepBep BxoasLen
nouTbl) Nepea oTnpaBKon NouTbl.Mpu BbIGOpE 3TOro
anemeHTa yctaHoBuTe cepeep POP3.

I'IpOBepeHHaﬂ YYeT. 3anncb

Mpw Bbibope AYTEHTUOUKALIUA SMTP vinv POP go SMTP ans napametpa Metog
ayTeHTUdUMKaLMM BBeAVTe UMA YUYETHOIN 3anncy, NpoLLeaLwei NpoBepKy NOASIMHHOCTY,
nnnHoi ot 0 go 255 cumeonos ASCII (ot 0x20 go Ox7E).

Mpu BoiGope AYTEHTUOUKALINA SMTP Beegute yueTHyto 3anncb SMTP-cepepa.flpu
Bbi6bope POP go SMTP BBeauTe yueTHylo 3anucb cepsepa POP3.
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MapameTpbl

Hactpoika n 06bsacHeHuA

lMpoBepeHHbI Naponb

Ecnu Bbl Bbibpanu 3HaueHne AYTEHTUOUKALUA SMTP vnu POP go SMTP ans napametpa
MeTop ayTeHTUdMKaymm, BBeanTe Naponb ayTeHTdMKauum gnmHon ot 0 fo 20 CMMBONOB
ASClI (c kogamu ot 0x20 go Ox7E).

Mpw Bbi6ope AYTEHTUOUKALIUA SMTP BBeaunTe yueTHyto 3anucb ans SMTP-cepsepa,
npoLueAaLyo NpoBepkKy noasmHHocTu.Mpu Boibope POP go SMTP BBeaviTe yueTHYI0 3anucb
ana cepsepa POP3, npoweawyo npoBepKy NOASIMHHOCTU.

Appec 3n. nouthbl
oTnpasuTens

BBeguTe agpec 3neKTPOHHON MNOYTbl OTNPABUTENA, HAaNPUMEpP agpec SNEKTPOHHON NOYTbI
cUCTeMHOro agMuHucTpaTopa.OH NCNonb3yeTca Npw NPOoBepKe NOAJIMHHOCTY, NO3TOMY
BBeAWTE AeNCTBUTENbHDBIN aipec SNEeKTPOHHOW NOYTbI, 3aperncTPYPOBaHHbI Ha MOYTOBOM
cepsepe.

Beegute o1 0 go 255 cumBonoB ASCII (o1 0x20 no 0x7E), 3a ucknioueHuvem: () < >[1; ¥.Touka
(.) He MOXeT BbITb NepPBbIM CIMBOJIOM.

Appec cepsepa SMTP

BeeguTe o1 0 0 255 cMmBONOB, Ucnonb3ysa A-Z, a-z, 0-9, . n-Mcnonb3yinte dopmar IPv4 nnu
FQDN.

Homep nopra cepeepa
SMTP

Beegute uncno ot 1 go 65535.

be3sonacHoe nogkntoueHne

Bbibepute MeToa WwindpoBaHMsA A1A CBA3M C MOYTOBbIM CEPBEPOM.

Het Mpw BoiGope POP o SMTP B MeTop ayTeHTUdUKaLun
nopKtoyeHne He Wndpyertca.

SSL/TLS JTO AOCTYMNHO, ecnu anAa napametpa Mertog
ayTeHTUdUMKaLMM YCTaHOBNIEHO 3HaYeHe Bbikn nnu
AYTEHTUOUKALINA SMTP.MogkntoueHre wndpyerca ¢
camoro Havana.

STARTTLS T0 AOCTYNHO, ecnn AnA napameTpa Metoa

ayTeHTUUMKaLMM yCTaHOBNIEHO 3HayeHne Bbikn nnu
AYTEHTUOUKALIUA SMTP.MogkntoueHne wndpyertca He
M3HayasnbHO, a B 3aBMCYMOCTUN OT CETEBOW CpeApbl,
nepefaBaemble JaHHbIe B KOTOPO WirdpyoTCsa nnbo He
N3MEHAIOTCA.

MpoBepKa NogANHHOCTN
ceptTudumkaTon

Mpwy BKNOYEHUN 3TOTO pexrma npoBepseTca cepTndukat.PekomeHayeTcs 3afaTh 3HaUeHNe
Bxnountb.[11A TaKOM HACTPOWKN Ha NPUHTEP JOMKEH 6bITb MMNopTUpoBaH CepTudukat

Lc.

Anpec cepsepa POP3

Ecnu Bbl BbIOpanu 3HaueHne POP o SMTP ana napametpa Metop ayTeHTUduKauum,
BBeauTe agpec cepsepa POP3 anuHown ot 0 go 255 cumeonos, ncnonbsya A-Z, a-z, 0-9, .
n-.Mcnonb3synte popmar IPv4 nnn FQDN.

Homep nopra cepsepa
POP3

Ecnu 3HaueHne POP go SMTP ykasaHo ana napametpa MeTtop ayTeHTudunKauum, BBegrte
uncno 1 go 65535.

CooTBeTcTBYIOWAA nHpopmaLus

= «HacTpoiika MOYTOBOrO cepBepa» Ha CTp. 36

HposepKa coeannHeHNA NoYTOoBOro cepBepa

Mo>xHo IIPOBEPUTD COCAMHEHME C IIOYTOBBIM CEPBEPOM, 3aAITYCTUB COOTBETCTBYIOIIYIO IIPOLEAYPY.
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1. Boitgure B Web Config u Bei6epute Bknanky Cerb > CepBep 91. 1o4ThI > IIpoBepka NOAKIIOUYEHNU .

2. Bwi6epure Ilyck.

HauneTcs npoBepka HORK/IIOYEHNS K IOYTOBOMY cepBepy.Ilociie 3aBepleHNs IpOBEPKM OTOOPASUTCS OTUET
0 TIpOBEpKe.

CooTtBeTcTBYIOWAA MHopMmauua
= «Jocryn k npunoxkerunio Web Config» Ha ctp. 28

= JloscHEHNS K COOOIIEHNAM, OTOOPAKAEMBIM TIPY IPOBEPKE COEVHEHNS C TOYTOBbIM CEpBEPOM» Ha CTP. 39

MoAacHeHNA K coo6LWeHnAM, oTo6parKaeMbiM NpU NpoBepKe coeaNuHEHNA C
NOYTOBbIM CEpBEpPOM

CoobueHna MpuunHa
MpoBepka nogknoyeHrsA npoLusia 370 coobLyeHne oTobpaxaeTcs, Korga COenHEHVE C CEPBEPOM YCTaHOBJIEHO.
ycnelLHo.
OwnbKa cBsA3m ¢ cepsepom SMTP. 370 coobLeHne oTobpaxaeTca B criefyowWwuyx Ciyyasnx.
MNposepbTe cnegyiouee. - NapameTpbl
posep Ayiot P P (A TMpuHTEp He NOAKIIIOYEH K CEeTU.
cetn
(1 SMTP-cepBep He paboTaerT.
(J CeteBoe nopksnoyeHne 66110 NPepBaHO B NpoLecce nepeaaynt AaHHbIX.
[ MonyyeHbl HEMOJHbIE JAHHbIE.
OwnbKa cBa3m ¢ cepeepom POP3. 3710 coobLeHne oTobpaxaeTca B CliefyowWwumx Clyyasnx.
MNposepbTe cnegyouee. - NapameTpbl
posep Ayiot P P (A TMpuHTEP He NOAKIIIOYEH K CEeTU.
cetn
(1 POP3-cepBep He paboTaeT.
(J CeteBoe nopksnoyeHne 66110 NPepBaHO B Npouecce nepeaayn AaHHbIX.
[ MonyyeHbl HEMOJHbIE JAHHbIE.
MNpw nogknioueHnn K cepeepy SMTP 370 coobleHne oTobpaxaeTca B CliefyowWwumx Clyyasnx.

npowsoluna owmnbKa. NposepbTe
cnepyoulee. - Agpec cepsepa SMTP -
Cepsep DNS (1 NMpowusoluna ownbka npu paspeLieHnn nmeHn SMTP-cepsepa.

1 Mpowusowna ownbKa npu nogkntoueHmumn kK DNS-cepsepy.

Mpw noaknioyeHnn K cepsepy POP3 370 coobLeHre oTobpaxaeTca B CefyoLmnX ClyYasnx.
npowusoluna owmnbKa. MpoBepbTe

cnepytoulee. - Agpec cepsepa POP3 -
Cepsep DNS 0 Mpowsowna owmbKa Npy paspeLueHnn nmeHn POP3-cepsepa.

1 Mpowusowna ownbKa npu nogkntoueHmumn kK DNS-cepsepy.

Owwnbka ayTeHTMOUKaLMK cepBepa 370 coobLyeHne oTobparkaeTcs, ecsiv NPon3oLwna owmnbKa ayTeHTudUKaunm Ha
SMTP. MNposepbTe cnepytoulee. - Metog SMTP-cepBepe.

ayTeHTudMKaumm - NoaTsepKaeHHan
yuyeTHas 3anuchb - NoaTBepKAeHHbIN
naponb

Owwnbka ayTeHTMOUKaLMK cepBepa 370 coobLyeHne oTobpaXkaeTcs, ecsiv NPon3oLwna owmnbKa ayTeHTudUKaumum Ha
POP3. MNposepbTe cnepytouee. - Meton | POP3-cepsepe.

ayTeHTudMKaumm - NoaTsepKaeHHan
yuyeTHas 3anuchb - NoaTBepKAeHHbIN
naponb

39



PyKOBOﬂ,CTBO AAMUHNCTPATOpPa

Hactponkn ¢pyHKumin

CoobueHna

MpununHa

Henopnep:kmBaemblii meTof CBA3M.
lMpoBepbTe cneaytouee. - Agpec
cepepa SMTP - Homep nopTta
cepsepa SMTP

JT10 COOGLU,EHI/IE OTO6pa)KaeTCﬂ, €CJIN Bbl NblTaeTeCb CBA3aTbCA MO
HenognepXnBaemMmbiM NPOTOKOJTaM.

He ypanocb nogkniountbca K cepsepy
SMTP. M3meHwnTe besonacHoe
noaksoyeHne Ha Het.

370 coobLyeHme oTobpaxaeTcA NPU BO3HNKHOBEHUW HECOOTBETCTBMA NO
npoTokony SMTP mexay cepBepoM 1 KIMEHTOM Wi B TOM Cllyyae, eciiv cepeep
He nopaep»KmBaeT 6esonacHoe nogknoueHune no SMTP (SSL-nogknioueHme).

He ypnanocb noakniountbes K cepeepy
SMTP. U3ameHuTe be3onacHoe
nogktoueHue Ha SSL/TLS.

D70 coobLeHMe OTOOPaXKaeTCs NPK BO3HUKHOBEHWM HECOOTBETCTBMSA MO
npotokony SMTP mexay cepBepom 1 KNMEHTOM WM B TOM Cllyyae, ecin cepsep
3anpalunBaeT UCNoNb3oBaHMe nogknoveHna no SSL/TLS anAa yctaHoBKM
6e3onacHoro noaksoyeHns SMTP.

He ynanocb nogkniountbcs K cepeepy
SMTP. U3meHuTe be3onacHoe
nogkntoueHne Ha STARTTLS.

D70 coobLLeHMEe OTOOPAXKAETCS NPY BO3HMKHOBEHW HECOOTBETCTBUSA MO
npotokony SMTP mexay cepBepom 1 KNMeHTOM Wi B TOM Cllyyae, eciin cepsep
3anpawvBaeT Ncnosib3oBaHmne nogknodeHna no STARTTLS anAa yctaHOBKK
6e3onacHoro noakntoyeHns SMTP.

HepoBepeHHOe coefuHeHne.
MNpoBepbTe cneaytowee. - lata u
Bpems

370 coobleHne OTObpaXKaeTcs, eciv NapameTpbl AaTbl M BpeMeHU NprHTepa
ABMATCA HEAOMYCTUMbBIMU VST UCTEK CPOK AENCTBUA cepTudmKaTa.

HepoBepeHHoe coeauHeHme.
MNpoepbTe cnepytolee. - Ceptudurkat

LcC

370 coobLeHme oTobpaxaeTcs, eciv MPUHTEP HE MMEET KOPHEBOTO cepTdUKaTa,
CooTBeTCTBYIOLLEro cepBepy, unu ecnu Ceptuoukat LiC He 6bl1 MMNOPTUPOBAH.

MopknioueHne HebesonacHoe.

370 coobLyeHne 0TOBpaKaeTCA, ecsiv NONyYeHHbIN cepTUdMKAT NOBPEXIEH.

Owwnbka ayTeHTMOUKaLMK cepBepa
SMTP. U3meHnTe MeTop
ayTeHTUdMKauum Ha SMTP-AUTH.

370 coobleHne 0TOBPAXKAETCA, eCiM BO3HMKAET HECOOTBETCTBME B METOAE
ayTeHTMdUMKALUM MeXay cepBepom 1 KnmeHTom. CepBep noagepxmeaert
AYTEHTUOUKALMA SMTP.

Owwnbka ayTeHTUOUKaLMK cepBepa
SMTP. U3ameHuTe MeToa
ayteHTnduKaumn Ha POP nepep SMTP.

70 coobLyeHre oTobpaXkaeTcs, eCN BO3HKAET HECOOTBETCTBME B METOAE
ayTeHTUDUKALMUN MeXaY CepBepoM U KnueHTom. CepBep He NoaaepKmBaeTt
AYTEHTUOUKALINA SMTP.

HeBepHbil agpec 31eKTPOHHON NoYTbI
oTnpasuTens. YkaxuTe agpec
3NEKTPOHHOW MOYTbl CBOEW MOYTOBOMN
CIyX0bl.

JT10 COOGLU,GHVIG 0T06pa)KaeTCﬂ, €eCnn yKasaH HeBeprIVI agpec 3. NoYTbl
oTnpasuTenAa.

[lo 3aBepLueHns o6paboTkm
06paTUTHCA K NPUHTEPY He YAACTCA.

370 cooblieHne 0TOBpaXKaeTCs, eC/iM MPUHTEP 3aHAT.

CooTtBeTcTBYIOUAA MHPopMaLuA

= «[IpoBepKa CoeMHEeHNs [I0YTOBOTO cepBepar» Ha cTp. 38

BHeceHMne cncTteMHbIX HacCTpoOéeK

HacTpoika naHenu ynpasneHuns

BrInonmHyTe HaCTPOJIKY ITaHeMN YIIpaBIeHnuA NpyuHTepa. HacTpoliky MOXXHO BBIIOTHUTD CIEAYIOIIVM 00pa3oM.
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1. Boiipure B Web Config 1 Boibepute BKIanky YipapiaeHue ycrpoiicteamu > ITaHens ynpasmeHns.

2. TIpu HeOOGXORMMOCTY HACTPOJITE CIEAYIOLIYe 3/IEMEHTHI.
A S3pIx
Bri6epute oTo6paXkaeMblil A3bIK Ha ITaHE/V YIIPAaBIeHUA.

[d brokmposKa maHenm

Ecnu BeI BelOepeTe 3HaYeHVe BKII. Ipy BBINTOZTHEHUM OIlepaluii, TpeOYIOIMX IIpaB afMUHUCTPATOpa,
HeoOXoiMMo OyeT BBOAUTH Napo/Ib aiMuHICTpaTopa. Eciiv maponb agMuHmUCTpaTOpa He 3ajiaH,
67T0KMPOBKa ITaHeIN OTK/IIOYeHa.

(d TarimayT omepanumn

Ecnu BbI6paTb Bk, IIpM BXOJ€ B Ka4€CTBE aJMVNHINCTpAaTOpPAa, BBIIIOTHAETCA ABTOMATUYECKUI BBIXO U3
CUCTEMDI I IIEpEXO] Ha Havya/TIbHbIN 9KpaH IIpM OTCYTCTBUM aKTMBHOCTU B T€ICHNE OIIPENECTICHHOT O
Iepryoga BpeEMEHN.

MoxxHo 3afaTh 3Ha4eHMe OT 10 ceKyHp, o 240 MUHYT C IIarOM B OJHY CEKYHTY.

IIpumeuanue:
Takse MOHHO HACMPOUMDb IMU NAPAMEMPbL HA NAHENU YNPABEHUS NPUHmMepaA.

A Asvix: Hacmp. > O6wue napamempot > Ocnos. nacmpotixku > A3vix/Language

d Brokuposka navenu: Hacmp. > O6ujue napamempot > Admunucmpup. cucmemot > Hacmp. 6esonacnocmu >
Hacmpoiiku aomunucmpamopa > Pynxuus 6noxuposxu

[ Bp. oxc. on.: Hacmp. > O6wue napamempot > Octos. Hacmpotixu > Bp. osxc. on. (mosxro ykasamv «Bkn.» unu

«Buikn.»)

3. Haxwmure OK.

CooTtBeTtcTBYIOUAA nHPopMaLuA

= «Jloctyn k npunoxennio Web Config» Ha cTp. 28

HacTpoiiku sHeproc6epexeHns Bo Bpems 6e3aencrensn

MosxHo HaCTpOUTb BpEMA IIEPEXOA B PEXXUM 3HepI‘0C6€pe)KCHI/IFI VIV BBIK/TIOYEHMA INTAHNA IIPU OTCYTCTBUN
Heﬁ[CTBI/II;I C ITIaHEJIbIO YIIPABJICHNA IIPMHTEPA B TECYEHME OIIPENECICHHOTO BpEMEH. 3a11a17[Te Bpe€M:A B 3aBUCIMOCTU
OT Cpé€fpbl MCIIO/Ib30OBaHMA.

1. Boiipure B Web Config 1 BoibepruTe BKIanKy YiIpaBieHue yCTPOIICTBaMH > JHeprocoepexeHue.
2. Bsegute Bpems s TaiiMep aBTOBBIKTIOUEHM, YTOOBI IEPEKTIOIUTHCS B PEXKUM 9HEprochepexxeHus Ha
niepuop, 6e3aericTBIS.

MosxHo HaCTpOUTDb 3Ha4Y€HVE BIVIOTH 1O 210 MUHYT C IIarOM B OAHY MIHYTY.

Ipumeuanue:
Taxsce MONCHO HACMPOUMb MU NAPAMEMPbL HA NAHENU YNPABTIEHUS NPUHMEDA.

Hacmp. > O6wue napamempot > Ocnos. nacmpoiiku > Tatimep omx.

3. Boibepure Bpems oTkmodeHus mist TaliMep BBIK/ITIOYEHN.

Ilpumeuanue:
Takse MOHHO HACMPOUMDb IMU NAPAMEMPYL HA NAHENIU YNPABEHUS NPUHmMeEPA.

Hacmp. > O6wue napamempot > Ocrnos. Hacmpotixu > Taiimep évikniouenus
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4. Haxmure OK.

CooTBeTcTBYIOWAA MHPopmauua

= «Jocryn k npunoxkerunio Web Config» Ha ctp. 28

CuHXpOHMN3aLMA AaTbl 1 BpeMeH C MOMOLLbIO CepBepa BpeMeHM

ITpu cunxpoHuU3anum ¢ ceppepoM BpeMenu (ceppepoM NTP) MOXXHO CMHXpOHM3VPOBATh BpeMs IPUHTepa I
KoMIIpIoTepa B ceTn. CepBep BpeMeHM MOXKET Pa3MelaThCsA KaK B CaMOJ OpTaHM3alui, Tak 11 B VIHTepHeTe.

ITpu ucnonb3osanuu ceprudukara LIC mpo6neMbl 13-3a pa3HUIBI BO BpeMEHI MO>KHO IIPeOTBPATUTD IIyTeM

CUHXPOHU3ALUN C CEPBEPOM BpPEMEHN.

1. Boiipure B Web Config 1 Boibepute BKIanky YipapneHue ycrpoiicteamu > [lara u Bpems > Cepsep
BpEMeEHIL.

2. Bnibepure sHaueHMe Vicnonb3oBath i napaMeTpa Vicnonb3oBaHue cepBepa BpeMeHM.

3. Bsemmure agpec cepBepa BpeMeHN B KaueCTBe 3HaYeHM:A IIapaMeTpa AJipec cepBepa BpeMeHI.
Vcnone3yiite popmar IPv4, IPv6 nnm nonHoro foMeHHOro uMenu. Beogure He 6omnee 252 cuMBo/oB. Ecnn
BBI HE XOTHTE YKa3bIBaTh 3HaY€HNE 3TOTO ITApaMeTpa, OCTABbTE €rO ITyCThIM.

4. Bsengute VIHTepBan o6HOBIeHNs (MUH.).

Mo>XHO HaCTpOUTh 3Ha4YeHME BIVIOTH 10 10 800 MMHYT C IIarom B OJHY MUHYTY.

5. Haxwmnure OK.

IIpumeuanue:
Bui mosceme nposepumv cocmosinie noOKmoueHUs k cepaepy epemenu 8 pasdene CocmosiHue cepeepa épemen.

CooTBeTcTBYIOWAA MHpopmaLus

= «Jloctyn k npunoxennio Web Config» Ha cTp. 28

Hacrpouka AirPrint

YcTaHOBUTE 3TOT PEXXMM IIPYU UCIO/Ib30BaHMM IedaTy AirPrint.

Boiipute B Web Config n Boibepnte Bxinagky Cerb > Hacrpoiika AirPrint.

MapameTpbli OnucaHne
Cny»xebHoe nmsa Bonjour BeeauTe uma cnyx6b1 Bonjour gnnHon ot 1 fo 41 cumsonos B ASCII (ot 0x20 fo
Ox7E).
MecTononoxeHune Bonjour BeepunTe uHPopmMaLMio O MECTOMONOMXKEHUI, HANPUMEP ONMCaHMe MeCTa, rae
YCTaHOBJIEH NPUHTEP, AfIMHON He 6onee 127 6anT B Koguposke Unicode (UTF-8).
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MapameTpbli OnucaHve

[eonosuy-e BBeanTe MHGOPMaLIMIO O MECTOMOJIOKEHNW MPUHTEPA.DTOT MNYHKT

HeobA3aTeNbHbIN.
LLnpota n gponrota (WGS84)

BeepunTe 3HaueHuns, ncnonb3ya gaHHble WGS-84, B KOTOPbIX WMPOTa U JONTOTa
OTAENATCA 3anATON.

[nA wupoTbl MOXHO BBECTU 3HaYeHne oT -90 go +90, a gna gonrotbl — oT -180 go
+180.M0oXHO BBECTV 3HaUEHME C LEeCTbIo AeCATUYHBIMU Pa3pAaaMm, TaKkxKe
MOXHO ONYCTUTb 3HAK «+».

MpropuUTETHDLIN NPOTOKON BbibepuTe B KauecTBe NPOTOKONa Bbiclwero npuoputeta IPP nnn Port9100.

Wide-Area Bonjour Ykaxute, cnegyet nu ncnonb3osatb Wide-Area Bonjour.llpu ncnonb3osaHun
Takon GpyHKLMM NPUHTEP HYXHO 3apernctpmposaTtb Ha DNS-cepsepe, 4tobbl
MOXHO 6bINIO HAXOANTb €ro B JaHHOM CErMeHTE.

Bkn. AirPrint IPP, Bonjour, AirPrint BkntoueHbl, a IPP ycTaHaBn1BaeTcA TONbKO C 3alyLLeHHbIM
coeIHEeHnEM.
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HacTtponkmn 6esonacHOCTN npoAyKTa

B 3T0i% Ir/TaBe paccMaTpUBAIOTCA HACTPONKY 6€30IaCHOCTY YCTPOICTBA.

BBepgeHune B pyHKLMM 6e30NacHOCTM NPOAYKTa

B aTom paspene onucpiBaroTcs GyHKIuM 6e30macHOCTH yCTpoiicts Epson.

HasBaHue ¢pyHKUUN

Tun pyHKUUN

Yr1o onpepenatb

Yro npepoTBpawaTh

HacTtpoiika napons
aAMUHUCTpaTopa

Bbnokupyet HacTpolikn
CUCTEeMbI, TaKne Kak
HacTpolKa NOAKMIOYEHMNA K
cetv unu USB.

AOMVHUCTpaTOp 3a4aeT
naporb 1A YCTPOCTBa.

MOXHO yCTaHOBWTb 1
MN3MEHUTb 3TOT pexkum B Web
Config n Ha naHenn
ynpasneHnsa npuHTepa.

Mo>Ho npegoTBpPaTUTDL
He3aKoHHOe YTeHve 1
n3MeHeHue nHpopmaumu,
KOTOpas XpaHWUTCA Ha
YCTPOWNCTBE, Hanpumep
naeHTMoNKaTopOoB, Naponen,
HacTpoek ceTu 1 T. A. Kpome
TOr0, MOXKHO CHU3UTb
BEPOATHOCTb
BO3HMKHOBEHNA MHOTMX
yrpo3 6e30nacHoCTH, Taknx
KaK yTeuka nHdopmauum o
ceTeBOV cpefie Uy NoNnTMKe
6e3onacHoCTL.

HacTpolika BHewwHero
uHTepdeiica

YnpaBneHue nHtepdencom
AN1A NOAKIIOYEeHA K
YCTPOWCTBY.

BkntoumnTte unm otknoumnte
coefjMHeHe C KOMMbIOTEPOM
no npotokony USB.

MNpepoTtBpalyaet
HeCaHKLMOHPOBaHHOE
MCMosb30BaHNe yCTPoncTBa
nyTem 3anpeTa neyatu 6e3
MOAKJIOYEHWNA NO CeTU.

CooTBeTcTBYIOWAA nHpopmaLus

= «O nporpamme Web Config» Ha ctp. 27

= «EpsonNet Config» Ha ctp. 77

= «HacTpoiika naposis aiMUHUCTPATOpa» Ha CTp. 44

= «OTx0ueHne BHelnHero nuTepdeiica» Ha cTp. 50

HacTpoiika naponsa agMmuHucTpaTopa

YcTaHOBKA IApOJIA afAMIHUCTPATOPa MOXKET IPEROTBPATUTD M3MEHEHNe II0/Ib30BaTe/ISIMY ITapaMeTPOB
YIIpaB/IeHNs CUCTeMOI.3aaTh 11 M3MEHNUTD [IApONIb AMUHIICTPATOpa MOXKHO ¢ oMolbio Web Config, manenu
yIIpaB/IeHus IpuHTepa Win nporpaMMmHoro obectedenns (Epson Device Admin).ITpu ucnonbp3oBanuu
IIPOIPaMMHOTrO0 06ecreyeH st M3YUUTe JOKYMEHTALNIO KaXKA0J IIPOrpaMMBl.

CooTBeTcTBYIOWAA nHpopmauus

= «HacTpoiika Iaposis aMMHICTPATOpa Ha TAHE/V YIIPAB/IEHNsI» Ha CTP. 45

= «HacTpoiika maposs afMuHICTpaTopa ¢ nomoigpio Web Config» Ha cTp. 45
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= «Epson Device Admin» Ha cTp. 77

HacTpoliika napons agMMHUCTPaTOpa Ha NaHenm ynpasneHus

MoxxHo HaCTpOMTD IIapO/Ib afMMHNCTPpATOPA Ha ITAHE/IN YIIPaBJI€HMA IIPMHTEPA.

1.

Bri6epure Hactp. Ha aHenu yIpaBieHNs IpUHTepa.

2. Boibepure O6mme mapamMeTpsl > ATMUHUCTPUP. cucTeMbl > Hactp. 6e3omacHOCTH.
3. Boibepure HacTpoiiku agMUHKUCTpATOPA.
4. Bwi6epure Ilapons agmMuHucTpaTopa > Perucrpammus.
5. BsemuTe HOBBIN TAPOIID.
6. Bsemmre mapornb eme pas.
7. 3akpoiiTe 9KpaH MOATBEPXKIEHNUA.
OrobpakaeTcs 9KpaH HACTPOEK afMIHICTPATOpa.
Ipumeuanue:

MosicHo usmenump uny yoanumo naponv admunucmpamopa, évibpas Usmenumo unu Copoc Ha sxpane Ilaponv
AOMUHUCMPAMOPA U 66€05T NAPONb AOMUHUCTIPANOPA.

HacTtponka napona agMmuHucrparopa ¢ nomoubio Web Config

C nomompio Web Config MO>XXHO HaCTPONTD IIAPO/Ib ATMUHNUCTPATOPA.

1.

Boiiante B Web Config n Bei6epute Bkagky besomacnocts ycrpoiicta > VIsmennts Ilapons
AMIHIICTPATOPA.
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2. Bsegute mapons B none HoBblit mapons 1 Haxxmute IloaTBepauTs HOBBII Maponk. Eciu Heobxoxumo,
BBEITE MM IIO/Ib30BATENIA.

HpI/I HeO6XO}II/IMOCTI/I CMEHDI ITapOJIsd BBEAUTE TeKYHH/II?[ Imapob.

EPSON

Status Print Scan/Copy Fax Network MNetwork Security Product Security Device Management Epson Open Platform

Bsses Eoull el I Change Administrator Password

=Basic

slUser Seftings

Current password : [ |
External Interface

P, UserName : Enter between 0 and 20 characters
Change Administrator Password

lepson_admin |

MNew Password Enter between 1 and 20 characters

Confirm New Password : [eeaveeeses |

Mote: It is recommended to communicate via HTTPS for entering an administrator passwaord

3. Boibepure OK.

Ipumeuanue:
d Ymobvt ycmanosump unu usmeHumy 3a6710KUPOBAHHDBLE IIEMeHMbL MEHIO, WienkHume Bxood ons
aomMunucmpamopa, 3amem 8eedume naponv AOMuUHUCMpamopa.

d Ymobovt yoanumos naponv admunucmpamopa, évibepume exnaoxy besonacnocmv ycmpoiicmea > Yoanumo
Iaponv admunucmpamopa, a 3amem 6edume naposib AOMUHUCHIPAMODA.

CooTtBeTcTBYIOWAA MHopMmauua

= «Jocryn k npunoxkernio Web Config» Ha ctp. 28

YnpaBsneHue paboToil C naHenblio

Ecnmu ycTaHOB/IeH Tapoib afiIMMHNUCTPATOpPa 1 BK/IoYeHa QyHKIuA OyHKUMA OI0OKMPOBKM, TO MOXHO
3a67I0KMPOBATD 3/IeMEHTBI, OTHOCSIMECA K CHCTEeMHBIM HaCTPOJIKaM IIPUHTEpa, YTOOBI IT0b30BaTeNN He MOITIN
U3MEHUTD UX.
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BknoueHne OyHKUMA 6510KMPOBKIN

Bxirounte @yHK1MsT O7TOKMPOBKY [UIsl IPUHTEPA, HA KOTOPOM YCTAaHOBJIEH ITAPOJIb.

HpenBapMTeanO HY>XHO HaCTpOUTD IIapOJIb afMIHNCTpAaTOpA.

BknioueHne OyHKLNA 610KNPOBKN Ha NaHeN ynpaBneHna

1.

Bribepute HacTp. Ha maHenu ynpasieHNs IPUHTepa.

Bei6epure O6uiye mapameTpst > AGMUHUCTPUP. cucTeMbl > Hactp. 6e3omacHocTH.
Bei6epure HacTpoiiku agMuHKUCTpaTOpa.

Bri6epute Bk B paspene @®yHKIus GIOKUPOBKU.

Bei6epurte [la Ha 9KpaHe IOATBEPXK/CHNS.

Bei6epure Hactp. > O6mue mapamerpsl > HacTpoiiku cety, 3aTeM ybenuTech, YT0O HapoONIb 3alpalinBaeTcs.

BknioueHne OyHKuna 6noknposku B Web Config

1.

Boitgute B Web Config u Haxxmute Bxop st agMuHucTpaTopa.
Beenute nms nonbsosaTens u naponb u Haxmure OK.

Bri6epure BK1agKy Yipasinenue ycrpoiictBamu > IlaHenp ynpasieHus.
B Bnoxuposka nmanenn Bei6epute BKir..

Haxxmure OK.

Bei6epure Hactp. > O6mume mapamerpsl > HacTpoiiku ceTy Ha aHeny yrpasjeHIs IPUHTEPa, 3aTeM
ybenuTech, YTo Iapo/b 3alpallNBaeTCs.

MapameTtpbl QyHKLUMA 6NOKNPOBKN AnA MeHio O6uume napameTpbl

10 cmcok mapamerpoB Oyukumst 6mokupoBku B MeHio Hactp. > O6miye mapaMeTpsl Ha TaHeIn yIIpaBIeHysI.

HeKOTOpre (bYHKLH/[I/I MOIYT OBITh BK/IIOUEHBI Y BBIK/IIOUEHBI OTOE/IbHO.

MeHio O6Lye napameTpbl Bnokuposka na-

Henn

OCHOB. HaCTpoOWNKK —
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MeHio O6we napameTpbl

BbnokupoBka na-
Henun

ApkocTb guncn.

3ByK —
Tarimep oTK. v
Tarimep BbIKfOYEHNA v
HacTpolika 6noKMpoBKY aBTOM. BbiK/oUaTens v
HacTp. patbl 1 BpemeHm v
f3bik/Language —
Bp. ox. on. v
Knasunatypa —
EnnHuua gnvHbl —
HacTtpolikn npuHTepa —
HacTtp. nctoun. 6ymarm —
Ocobas HacTpolika bymaru —
A3bIk neyatn v
YH. HacTp. nevyatn v
YHUKanbHble HacTponku HP-GL/2 —
WHTepd. 3anom. yctp.3 v
Peryn. TonwmHbl 6ymaru —
CamomnpoBepKa 1 OUNCTKa 3 v/
[lByHanpaBsfeHH. —
USB-noaknioueHne K PC v
Bpems oxug. untepod. USB v
Hactponkn cetn v
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MeHio O6we napameTpbl

BbnokupoBka na-

Henn
Hactporiika Wi-Fi v
HacTpolika nposogHo JIBC v
CraTyc cetn v

CocToA. nposog. JIBC/Wi-Fi Vel

CocTosHune Wi-Fi Direct Vel

TabnMLbl COCTOAHMA Vel
MpoBepkKa NoaKtoYeHNA K ceTh /2
PacwmpeHHble V4
Wmsa ycTpoiicTea v

TCP/IP v

Mpokcn-cepsep v

Appec IPve v

CKOpOCTb COeAVH. 1 ByM/IeKCHanA CBA3b v

MNepeHanpasneHne HTTP Ha HTTPS v

OtkntounTb IPsec/ Gunbrpauumsa IP v

OTkntounTb [EEE802.1X v

ABMVHACTPUP. CUCTEMbI v
Hactp. 6e3onacHocTu v/
HacTpolikn agMrHucTpaTtopa v

Maponb agMUHKCTPaTOpPa v

DyHKUMA 6NIOKNPOBKU v

Bocc. HacTp. no ym. v
O6HoBneHune BcTpoeHHoro MO v

O6cnyKnBaH.
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MeHio O6uye napameTpbl Bnokuposka na-
Henn

HacTpolika kauecTBa neyatun —

Mpos. gto3 nevart. ron. —

OuncTka ney. ronoBKm —

OuwncTka Hanp. 6ymarn’3 —

3ameHa KapTpuaxen —

3aMeHUTb cny»KebHbIN KapTpuaxK —

3ameHuUTb pe3ak —

YcuneHHas ouncTka v

CnuB / Nnpokayka YepHun v

v = OJIOKUpYeTCsL.
— = He O/IOKMPYeTCsL.

*1  [axe ecnv 35eMeHTbl Ha BEpXHeM YPOBHE MOryT 6/10KMpOBaTbCA Naponem aiMUHUCTPATOPa, OHU No-NpexHemy 6yayT
JocTynHbl B MeHio Hactp. > CocTosiHue npuHTepa/lleyatb C TakUM Xe Ha3BaHUEM.

*2  [laxe ecsiv 3neMeHTbl Ha BEPXHEM ypOBHe MOTyT 67IOKMPOBaTbCA MAPOSIEM AAMUHMCTPATOPA, OHU NO-NpexXHemy 6yayT
ZOCTYMHbI 13 FNIAaBHOIO 3KpaHa > E | E > OnucaHue > Npyn HEBO3MOXKHOCTU YCTaHOBUTb NOAKIIIOYEHME K CeTI.

*3 B 3aBNCUMMOCTM OT MOZENUN YCTPOWMCTBA STOT IEMEHT MOXET He OTOOparkaTbCs.

OTKnoyeHve BHeLWHero nHrepdeiica

BbI moxxeTe OTrPaHMYNTD UICIIONIb3OBAHNE IIOPTA USB A/1A IMOAKMI0YEHN A ¢ KOMIIbIOTEPA. BemonanTe HaCTpOﬁIKY
OI‘paHI/I‘IeHI/If;[, YTOODI pa3pemnTb ne€4aTb TOIDBKO I10 CETU.

Ilpumeuanue:
Moo makxie UsMeHUMb HACMPOTIKY 0ZPAHUYEHUT HA NAHENU YNPABTIeHUs NPUHmepa.

Hacmp. > O6wue napamempor > Hacmpoiixu npunmepa > USB-nooxmouenue k PC
1. Boitgure B Web Config u Bbi6epute Bk1anky besomacHocTs ycTpoiicTBa > BHenrnmit mHTepdeiic.

2. Boibepure OTkmounts B pasgene USB-nogkaouenue k PC.

Bri6epyute BKIIOUUTD, YTOOBI OTK/IIOUUTD YIIpaBIeHIe.
3. Haxwmure OK.

4. Y6ennrech, 4TO OTK/IIOUEHHDIN IIOPT He MOXKET MCIIONb30BAThCA.
Ecmy Ha koMIIbIOTepe ObUI YCTaHOBJIEH [ipaliBep
[Topxro4nTe IpUHTEP K KOMIIBIOTEPY € OMOIbI0 Kaberss USB u ybenurech, 4TO IpUHTEpP He IeYaTaer.
Ecmu Ha KomIbIoTEpe He OBl yCTAHOBJIEH [ipaiiBep

Windows
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OTKpoiiTe fuCIeTYep YCTPONCTB, 3aTeM IIOAK/IIOUNTE IIPUHTEP K KOMIIBIOTEPY ¢ oMolbio kKaberst USB u
ybennTech, YTo CofiepKMMOe AMCIeTIepa YCTPOIICTB He MEHACTCA.

Mac OS

ITopxmounTe IpUHTEP K KOMIIBIOTEPY € oMolibio Kaberst USB u ybenurech, 4To mpu gobaBaeHU MpuHTEpa
¢ noMombio paszena IIpuHTEpPBI M CKaHePbI JaHHBIN IPUHTEP OTCYTCTBYET.

CooTtBeTtcTBYIOULAA MHPoOpMaLuA

= «[ocryn k npunoxeruto Web Config» Ha ctp. 28
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HacTtponkun pa6oTbl n ynpaBneHuns

B 37011 r/1aBe 0O'BACHSIOTCS 37IEMEHTBI, CBsA3aHHbIE C eXXEJHEBHOI pabOTOIL U YIIpaBIeHUEeM YCTPOICTBOM.

BxoA B cuctemy NpuHTepa B KauecTBe
agMuNHMCTPaTopa

Ec/u Ha mpuHTepe YCTaHOBJIEH NapOJIb aIMUHICTPATOPA, /A pabOThI € 3a67I0KMPOBAHHBIMM /IEMEHTaMI MEHIO
Web Config HeoOxonuMo BOITHI B CHICTEMY IPUHTePa B KaueCcTBe afMUHICTPATOpa.

BBCJII/ITC Imapojb A1 pa6OTI)I C 3a6HOKI/IPOBaHHbIMI/I 9JIEMEHTaAMM MEHIO Ha ITaHE/IN YIIpaBI€HNA.

Bxop B cuctemy npuHTtepa ¢ nomouibto Web Config

ITpu Bxone B Web Config ¢ mpaBaMu afMIHUCTPATOPa MO>KHO paboTaTh C 9/IeMeHTaMM, 3a0/I0KMPOBAHHBIMY B
pasperne OyHKIVA 6TOKMPOBKIUL.

1. Bsepure IP-apec npuHTepa B anpecHylo CTpOKy Opaysepa, uTo6s! 3anyctutb Web Config.
2. Haxwmure Bxop gna agMuHNCTpaTopa.
3. BsepuTe nMs 1onb3oBaTesA ¥ Hapolb AIMUHIUCTpaTOpa B oA VM nonb3oBartensa u Texkymii mapons.

4. Haxwmure OK.

HPI/I aYTeHTI/I(bI/IKaLU/H/I Ha 9KpaHe€ IMOABATCA 336}IOKI/IPOBaHHbIe JJIEMEHTDI ! ITYHKT BI)IXO]Z[ LA
afMUHUCTPATOPA.

[lenkunte Boixop And afMUHUCTpATOPA [/ BBIXOJA.

IIpumeuanue:

IIpu evibope 3nauernus Bkn. ona napamempa Ynpaenenue ycmpoticmeamu > Ilanenv ynpaenenus > Tatimaym
onepauuu 6v1x00 Oyoem 8viNoNHEH ABMoMAMuYvecky npu 6e30eiicmeuy namenu ynpasneHus 6 meveHue onpedeneHHozo
nepuooa spemeHu.

MNoparBepxaeHne nHopmaym npuHTepa

MpocmoTp nHPopmaunm Ha NaHen ynpaBfieHnn

Ha manenu ynpasieHus: MOXXHO IPOCMOTPETb ¥ paclevaTars CEAYIYI0 NHPOpMAIKIO.
(J Yncno HaneyaTaHHBIX CTPAHMUIL
Hactp. > CueTynk xonuii

Mo>xxHO HaneyaTaTth oOlee Y¥C/IO HalleYaTaHHBIX CTPAHML] M YMC/IO HalleYaTaHHbIX 1[BeTHBIX/MOHOXPOMHBIX
CTpaHMI,.
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[d Pecypchr
Hactp. > CocTrognue nogaun

MO>XHO TPOCMOTpPeTh MHPOPMALINIO O KAPTPHUPKAX ¥ eMKOCTH A7Isi OTPAOOTAHHBIX YEPHIIL.

(d JINCTOK COCTOSTHMA IMPORYKTa
Hactp. > Cocroanne npunrepa/Iledars > Iley. micT cocr.

Mo>KHO HaIe4aTaTh TMCTOK COCTOSAHMS, HA KOTOPOM COfIEP>KUTCS TakasA MHPOPManys, KaK CBefleHNs O
IpUHTEpe ¥ PACXOFHBIX MaTepyaax.

[ Csegenns o cetu
Hacrp. > O6uue mapamerpsl > Hactpoiiku cetn > Cratyc cetn
Hactp. > Cocrosanne npunrepa/Iledats > CeTb

Mo>HO IpOCMOTpeTh MH(POPMAINIO, OTHOCALIYIOCS K CeTH, TAKYI0 KaK COCTOsIHVE CeTeBOr0 MOAKIIIOYeH N,
IapaMeTphl CEPBEPA 3/IEKTPOHHOM IOYTHI 1 T. ., ¥ Halle4YaTaTb IMCTOK COCTOSTHUSA CETH.

1 Oryer 0 ceTeBOM MOIK/ITIOYEHNN

Hactp. > O6uiue mapamerpsl > Hactpoiiku cetu > IIpoBepka mogKII0ueHUS K CETU

I'naBHBIN > E ‘ E > Onucanne > le/l HEBO3MO>XHOCTN YCTAHOBUTD NOJKIIOYECHNE K CETN

MoxxHo IIPOCMOTPETD COCTOAHME CETEBOTO ITOAK/IIOYEHNA IIPUHTEPA M HalledaTaTb OTYET.

[d CocrosiHie ceTeBoro IIOAKITIOYCHU A

InaBHbI > E ‘ E > MapmipyTusarop

MO>XHO IPOCMOTPETh COCTOSIHME MOKITIOYeHMsI I IPOBOJHOI/0eCIIPOBOJHOI TOKATbHO CETH.

Mpocmotp nHpopmauum B Web Config

MOo>XHO IIPOCMOTPETh CTIefyIole CBefleHNs 0 paboTe puHTepa B paspene Cocroaune cpencrsa Web Config.
d CocTosHMe yCTpOiiCTBa
ITpocMoTp cBefeHMI1 0 A3bIKe, CTaTyce, HoMepe IpoaykTa, MAC-agpece 1 T. 1.
A Craryc cetn
ITpocMoOTp cBefieHNIT O COCTOAHMUM CeTEeBOro Nnopkodennsd, IP-agpece, DNS-cepBepe u T. 1.
(4 Cratyc o6opynoBaHus
IIpoBepka cocTtosaHms Beex ceteir Wi-Fi.
[ TTanens "Caymok"

OTtob6pakeHne CHUMKA SKpaHa Ha [TaHe/y YIIPaB/IeHNs YCTPOICTBA.

NMonyuyeHne yBegomneHuni no sSNeKTPOHHON NouTe,
Korga npoucxogAaTt coobitua

NHdopmayma 06 onoBewweHNAX NO INEKTPOHHOM NouTe

910 GYHKIUA YBeTOMIEHNA, KOTOPas IPU BOSHMKHOBEHNY TAKMX COOBITHUIL, KaK OCTAaHOBKA IeYaTy 1 OIIOKa
IIPUHTEpPa, OTIPAB/IseT cOObIIeHIe 3JIEKTPOHHOI IIOYThI Ha YKa3aHHBI afpec.
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MoxxHo 3aperucTpMpoOBaTh 4O IIATU APECOB 1 HACTPOUTD ITapaMETPbI YBC}IOM}IQHI/Iﬁ 1A KaXXJO0ro n3 Hx.

YT0OBI MCIIONB30BATH 3Ty PYHKINIO, IEPEN HACTPOIIKOI yBeJOM/IEHIIT HeOOXOMIMO HAaCTPOUTD CepBep
3/IEKTPOHHOM IOYTHI.

CooTtBeTcTBYIOULAA MHPoOpMaLuA

= «HacTpoiika MOYTOBOTO cepBepa» Ha CTp. 36

HacTtpoika onoBewieHi1 NO NEeKTPOHHON NnoyTe

HacTpoiiTe omoBelieHns 1o s1eKTpOHHOI o4Te ¢ momoinsio Web Config.

1. Boiipure B Web Config 1 Boi6epuTe BKIanKy YIIpaBlIeHNe YCTPOICTBAMH > YBeIOM/IeHNUe O 3TeKTPOHHOI
moyure.
2. YcTaHOBNTE TEMY yBeIOM/IEHUII 3IEKTPOHHON MTOYTBHI.
Bei6epure cofep>xumoe, 0TobpaxkaeMoe B TeMe, Y IIOMOLIM CIEAYIOINX FBYX PaCKPBIBAOIMXCS MEHIO.
[d BribpaHHOe cofiep>kuMoe 0TobpaxkaeTcst psagoM ¢ moneM Tema.
[ CreBa u cripaBa He/b3s1 YCTAaHOBUTD OfJTHAKOBOE COflEPXKIMOe.
(4 Ecmu yncno cumBonos B nojie Pacnmono)xenune npesbiiniaeT 32 6aiita, CMMBOJIBI, BBIXOJSIINE 3a TPAHUILY 32
6aiiTOB, OTOPACHIBAIOTCA.
3. Bsepmmre afpec 271€KTPOHHOI IIOYTHI [I OTIPABKM YBEOMIEHNI.
Vicnionbayiite cumBonbl A-Z a-z 0-9 1#$ % & '* + - ./ =2 _{|} ~ @; mnuHa MOXeT coCcTaB/IATh OT 1 10 255
CUMBOJIOB.

4. BpibepuTe s13bIK OIOBELEHMIL.

5. YcraHOBMTE (TaXKOK JJIA COOBITHIL, O KOTOPBIX HEOOXOAMMO IIONTY4YaTh YBEIOMICHNS.

Homep HacTpoiiku yBemoMaeHNit CBs3aH ¢ HOMepoM HasHadeHus IlapameTpsl agpeca 3MeKTpOHHOI
MOYTBI.

ITpumep:
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Ecnmu yBEAOMJIEHIE TO/DKHO 6I)ITI) OTIIPABJIEHO Ha aJipec 3H€KTPOHHOI7[ IIOYTHI, YCTaHOBTIeHHbHZ 1A 9YUCiia 1B
ITapameTpsI affpeca 5MeKTPOHHOI MOYTHI, KOTZA B IPUHTEpPe 3aKAHINBAETCs GyMara, TO yCTAHOBITE
¢naxxok B cronb1ie 1 B crpoke Her Oymarm.

EPSON
Status Prinl Scan'Copy Fax Hebwork Hetwork Seounty Prosuc Secuty vt REARGua o] Epsan Open Plafem
Ernsil Maifizasan F - :
] Email Notification
Canfral Fanel
Porwar Sadag
Card Flesse St up e Emal Senai 10 g b B emad noliciion
Soeand Ermail Agkiawss Tefngs
Sored Data Email in selected Linguagt will B 5enl 10 each Jddress
Expost and bmgaif Selling Walue ¥ Asmin AAL oM English Tl
sExport 2 GEneraifALA com Englsh TJ
alrrgan
4 3 Englh E|
Fierrwars Updale 3 Engien EI
Administrator HamarSantac
NEMasin Ed Englsh EI
Dete pad Tieew Higklibon SHmagi-
»DHaptay Formal
Ermail will e Sand whisn pesiuct LEE (8 35 chitiond
sDiatd and Time
»Tima Dference 1 ] 1 4 3 L
P— Ini carridgeds ) % ta replaced Cl 1
Ik lorw £ o
RN Etos Sa 4nd of Baraon iy ¥
Manienancs ST neanng end Ci 4
Administralor password changed Cl
Plgi ol )
Pag Low B
Priniing stopped® o
Frivier emar ol
Leannid e i
Fax ee ¥
Wi-Fi sl &y
HOD fadkre Ll

PG Dailsne

e

* Idobifbtd WHEN 3N #ITOF GOTUNS, SUCh 35 DAper M, CApHr Cassede wnsel, of mismatcth of papsr sioe or hpe.

m Restore Detault Settings

6. Haxwmnure OK.
[TopTBepauTE OTIPABKY YBELOM/IEHMS IO 9MIEKTPOHHOI II0YTe B CTTy4ae KaKUX-1mb0 COOBITHIL.

ITpumep: mevyarsb npu yKasaHuy VcTounyk 6ymary, ecnu 6ymara He YCTaHOBJICHA.

CooTtBeTcTBYIOWAA MHpopMmauua
= «Jocryn k npunoxkerunio Web Config» Ha ctp. 28

= «HacTpoiika MOYTOBOTO cepBepa» Ha cTp. 36

Hapame‘rpbl YBep,OMIIGHI/Iﬁ no 3ﬂeKTpOHHOI7I no4re

MapameTpbl HacTpoiikun n onncaimne
TpebyeTca 3ameHa 6noka nopaun YBegomneHune o TOM, YTO YePHMIa 3aKOHUYNAUCH.
yepHU.
Mano yepHun YBegomneHue o TOM, YTO YepHMIIa CKOPO 3aKOHYaTCA.
EmKocTb Ans oTpaboTaHHbIX YepHWI: YBeaomreHvie o ToM, YTO EMKOCTb A1 OTPabOTaHHbIX YePHWUI 3anoHMAACD.
NCTEK CPOK CITYKObI
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MapameTpbli Hactpoiiku n onncaHume

EMKOCTb AnA 0TpaboTaHHbIX YepHU: YBefomneHue 0 ToM, UTO eMKOCTb AJ1 0TPaboTaHHbIX YePHMU CKOPO 3anoSTHNATCA.
NCTEKaET CPOK CyObl

Maponb agMUHKCTPATOPaA U3MEHEH YBepomneHne 06 M3MeHeHVI Naponsa agMUHUCTpaTopa.
HeT 6ymaru YBepomneHmne o6 owwrbKe OTCYTCTBUA ByMaru 4fif yKasaHHOTO UCTOYHMKa bymaru.
MeyaTb NnpepBaHa* YBepgomneHme 06 0OCTaHOBKe MeyaTu 13-3a 3amMATuA Bymaru nnm ob oTCyTCTBIN

KacceTbl ¢ bymarot.

OwwnbKa npuHTepa YBefomneHve 06 ownbKe NpuHTEpPa.
Owwnbka Wi-Fi YBepgomneHvie 06 ownbke nHTepderica 6ecnpoBOfHON IOKaNbHON CeTU.
BbinonHeHne 3agaHnii neyatn *2 MpuHTEp oTNpPaBNseT COOOLLEHME MO SNEKTPOHHOMN NoYTe KaXAabli pas, Koraa

3aBEPLUAIOTCA BCE 33aHMA Ha NeYaTb, YMCIO KOTOPbIX 334aH0 B
pacKpbiBaloLWEeMCs MeHIo.

O6HOBJIeHNEe MUKPONpPOrpamMmmbi

Korza BbIXOIUT HOBast BepCys MUKPOIIPOrPaMMBI, HY)KHO OOHOBUTb MUKPOIIPOTPaMMYy IIPUHTEPa, YTOObI
H00aBUTH HOBbIe QYHKIIVM Y YCTPAHUTD CYLIECTBYIOLYE IIPOOIEMBI.

O6HOBNEHME BCTPOEHHOro NPOorpamMmMHoOro o6ecneyeHus NpuHTepa
C NOMOLLbIO NaHeNnu ynpasneHnA

Ecny nprHTep MOXeT OBITh IIOAKIIIOUEH K VIHTepHeTY, MOXXHO 00HOBUTH BCTpoeHHOe ITO npuHTepa ¢ IOMOIIbIO
naHenu ynpasiaeHys.Kpome Toro, MO>XHO HaCTPOUTb IIPUHTEP Ha PETYIAPHYIO IIPOBEPKY HaN4Msl OOHOB/IEHNUI
BcTpoenHoro ITO u onoBeleHnit 0 HaIMYUY OOHOB/ICHHBIX BEPCHUIL.

1. Bsi6epure HacTp. Ha Haga/bHOM 9KpaHe.

2. BoiGepure O6ume napaMeTpsl > ATMUHUCTPUP. cucreMbl > QO6HOBIeHNe BcTpoennoro 110 >
Oo6HoBIEHNE.

Ipumeuanue:
Boibepume Yeedomnenue > Bk. 018 HacmpoiiKu npunmepa Ha pezynsipHyio nposepky 00CHynHbix 00HO6/IeHUL
BCMPOEHH020 NPOZPAMMHO20 0bechedeHUs.

3. Boibepure 3amycKk mpoOBepKM.

HpI/IHTCp Ha4YHET BBINIOTIHATD IIOMCK JOCTYITHBIX OOHOBJIEHUI.
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4. Ecmm na JKK-akpane oTobpakaeTcs coobuieHne o Hamauy o6HoBeHNs BcrpoenHoro 110, cnenyiire
MHCTPYKIUAM, YTOObI Ha4aTh IIPOLEAYPY OOHOBICHMS.

g Basxcno:

[ He svikniouatime u He omknouatime npuxmep om cemu 00 mex nop, noka He 3a8epuiumcs 00Ho6eHUe.
B npomusrom cyuae npunmep mosxerm GyHKUUOHUPOBAIND HEUCTPABHO.

1 Ecnu 06Hosnenue He 0110 3a8epuiero Uy Obiio 3a6epUuieHO ¢ OUUOKOLL, NPUHMED He 3anYCIUMCS 8
06vtuHoM pexcume, npu credyrouem exmouenuu npurmepa Ha KK-axpane 6ydem omobpacetrio Recovery
Mode.B maxom cnyuae Heo6xo0umo 06Hosumyv ecmpoentoe I1O ¢ nomouipio komnviomepa. Coedunume
npunmep u komnviomep ¢ nomowsvio USB-kabens.Ioka na npunmepe omobpaxcaemcsi Recovery Mode, ébi
He cmosceme 00Ho8UmMb ecmpoentoe I10 no cemesomy coedunenuro.Ha komnviomepe omkpoiime catim
Epson onst saudesi cmpanvt u 3azpy3ume nocneoHiow eepcuio scmpoenrozo 110 Jns o6noenenus cnedyiime
UHCMPYKUUSIM HA 6€0-catime.

O6HoBneHne mukponporpammbi c nomoubio Web Config

Ecnmu npuHTep MOXKeT OBITh OAK/IIOYEH K VIHTepHeTY, MOXHO 00HOBUTB BcTpoeHHOe ITO mpuHTepa ¢ MOMOIIbIO
Web Config.

1. Boiigure B Web Config 1 BoibepuTe BKIanKy YiipaBieHue ycTpoiictBamu > OOHOB/IeHNe BCTPOEHHOI
NpPOrpaMMBbL.

2. Haxwmure Ilyck.
3amyckaeTcsi MOATBEPXK/ieHIE MUKPOIIPOTPaMMBI, IIOC/IE Yer0 OTOOPAXKAIOTCsI CBEEHNsI O MUKPOIIPOrpaMMe,
€C/IU CYIIeCTBYeT OOHOB/IEHNE MUKPOIIPOTPAMMBI.

3. Ienxuwure Ilyck 1 BHIOTHUTE MHCTPYKIUY HAa SKpaHe.

Ipumeuanue:

Moscno maxe 06Ho8UMb MUKponpozpammy ¢ nomougpio Epson Device Admin. MoxcHo 8usyanvro noomeepoums
c6e0eHUs 0 MUKPONPOZPAMME 6 CHUCKE YCMPOLICE.Omo 0Ka3bleaemcst NONe3HbIM, eclil He00X00UMO 00HOBUMD
MUKPONPOZPAMMY HA HeCKONbKUX ycmpoticmeax.JononnumenvHole céedeHUs MoxHO Hatimu 6 pykosoocmee Epson Device
Admin unu 6 cnpasxe.

CooTtBeTtcTBYIOUAA MHopMaLuA
= «Jloctyn k npunoxennio Web Config» Ha cTp. 28
= «Epson Device Admin» Ha cTp. 77

O6HoBNeHne MMKponporpamMmmbl 6e3 nogknioueHns K UHTepHety

MOo>HO 3arpy3UTbh MUKPOIIPOTpaMMy YCTPOJICTBA Ha KOMIIbIOTep ¢ BeO-caiita Epson, a 3aTeM IOAK/IIOYNTD
YCTPOICTBO ¥ KOMIIBIOTEp € oMolLbio kKaberst USB 1 06HOBUTD MuKponporpaMMy.Eciu BbI He MOXKeTe
BBIIIO/IHUTH OOHOBJIEHME Yepe3 CeTh, BOCIIOIb3YIATECh CIEAYIOLIM METOIOM.

1. Tlomyuure gocTym K Be6-caiiTy Epson 1 3arpysure MUKpOIIpOTpaMMy.

2. TlopxmounTe KOMIBIOTED, HA KOTOPBIII 3aTpy>keHa MUKPOIIpPOrpaMMa, K IIpUHTepy depes kabenp USB.

3. IBaXnbl IIeNIKHNUTE 3aTPY>KeHHBIIT (ails .exe.

3anyckaercs Epson Firmware Updater.
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4. CrnenyiiTe MHCTPYKUMAM Ha 3KpaHe.

Pe3sepBHOe KONUpPOBaHNe HaCTPoeK

MO>XHO 9KCIIOPTHPOBATh YCTAHOBJIEHHOE 3HaYeHMe napaMerpa u3 Web Config B ¢aiin.9To MOXXHO UCIOIb30BaTh
A7 pe3epBHOTO KONMPOBAaHMs 3HAYEHUI TapaMeTPOB, 3aMeHbI IIPUHTEPa 1 T. .

®Daiin IKCIIOPTUPYETCA KaK ]:[BOI/I‘iHbII?I, IIO3TOMY €TO HENMb34 6YI[€T MN3MCHUTD.

DKCNOPT HacTpoeK

OKCIIOPTUPYIiTe TapaMeTPhl /1A IPUHTEPA.

1. Boitgure B Web Config u Bei6eprte BKIafiky YpaBiieHue ycTpoiicTBaMy > 3HaYeHMe HaCTPOIIKYU SKCIIOPTa
¥ UMIOPTa > DKCHOPT.
2. Bsibepure HACTPOIIKY, KOTOPBIE HEOOXOAMMO IKCIIOPTUPOBATD.

Bei6epure HacTpoiiku i skcriopra.Ecimu BBIOpaTh poguTeNbCcKyIo KaTerOpuIo, Takoke OyyT BBIOPaHBI BCe
nopkateropuy.OZHaKoO /I BBIOOPA CTAHOBATCA HELOCTYIIHBIMY Te IIOIKATEeTOPUY, KOTOPbIe IPUBOMAT K
omyn6OKaM IyIUIMKAlMY B paMKaX OffHOJ ceT (Harpumep, Jymmkanym IP-agpecos n T. 1.).

3. BsepuTe maposs i uM@poBaHUA SKCIOPTHPOBAHHOTO (aiiya.
I umnopta daiiia Heo6xoauM mapoab.OcTaBbTe HOJIe Mapojist IYCThIM, eC/Ii He Tpebyercs umdpoBaHue

darina.

4. Haxmure IKCHopT.

g Basxcno:

Ecnu Heobxo0umo sxcnopmuposamn cemesvle Hacmpoliku npuxmepa, Hanpumep ums u IPv6-adpec
ycmpotiicmeaa, évibepume Brniouume 0ns1 6v160pa omoenvHvix napamempos ycmpoticmea u samem
svibepume 00nonHUMenvHvle dnemeHmobl. VIcnonvsytime 6vi6panHvie 3HAYEHUS MONLKO OIS NPUHMEPA HA
3ameny.

CooTBeTcTBYIOWAA MHPopmaLus

= «Jloctyn k npunoxennio Web Config» Ha cTp. 28

MmnopT HacTpoek

Vmmoprupyiite skcioptuposanHbli ¢aiin Web Config Ha mpunTep.

g Baxcno:

IIpu umnopme 3Hauenutl, cO0ePHAULUX UHOUBUOYATIbHBLE C8edeHUs, Hanpumep umeHu unu IP-adpeca npunmepa,
ybedumecw, umo 6 cemu Hem maxoeo xe IP-adpeca.ITpu cosnadenuu IP-adpecos npurmep He ompaxcaem 3mo
3HaueHue.

1. Boiigure B Web Config 1 BoibeprTe BK1aaKy YipapieHue yCTpoiicTBamMu > 3HaueHe HACTPOVIKY IKCIIOPTa
¥ umMnopra > ViMmopr.
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2. BbiOepurTe sKCIOPTVPOBAHHBII (Baill 1 BBefUTE 3alI(pPOBAHHBII IAPOIIb.
3. Haxwmure Cnegyrommii.
4. BpiOepure HaCTPONKY, KOTOpbIe HEOOXOAMMO UMIIOPTHPOBATD, 3aTeM HaxkMuTe CIey oIMmii.

5. Haxwmnure OK.

HacTtpoiiku 6ynyT IpuMeHeHbl Ha IpUHTepe.
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YcTpaHeHMe Henonaaok

CoBeTbl NO peLieHnIo Nnpodnem

(d ITpocmoTp coobiienus 06 ommbke

ITpy BOSHMKHOBEHNM HETIONIA/IKY CHAvYajIa IPOBepbTe Halmu4ye Kakux-mbo coobIeHNit Ha IaHenu
yIIpaB/ieHMs IPMHTEpa MY Ha 9KpaHe ApaiiBepa.Eciu HacTpoeHa OTIIpaBKa yBeTOMJICHMI! 110 3/1eKTPOHHOI
HOYTe B C/Ty4ae KaKuX-1M00 COOBITHI, TO BB CBOEBPEMEHHO y3HaeTe O IIPOM3OIIe/IIeM.

[d Otuer 0 ceTeBOM MOIK/IIOYEH NN
IIpoBenuTe [MAarHOCTUKY COCTOAHMA CETU M NIPUHTEPA, 3aT€M HalledyaTaiiTe pe3ysbTar.

O6HapyXeHHYIO OIIMOKY MOXXHO HAlIT/ Ha CTOPOHE IIPUHTEPA.

(1 ITpoBepka COCTOSIHUS COEVHEHISI
ITpoBepbTe COCTOSIHIE CBA3MU C CEPBEPOM WM K/IMEHTCKIM KOMIIBIOTEPOM, UCIIONIb3Ys TaKye KOMaH/IbI, KaK
ping u ipconfig.

[ ITpoBepka HOAKIIOYEHNS

J71s mpoBepKy MOAKIIOUYEHV I IPMHTEPA 1 IIOYTOBOTO CepBepa BBHIIIOMHNTE Ha IPUHTEPe IPOBEPKY
nopxodeHnss. Kpome Toro, mposepbTe HOAKIIOYEHNE KINEHTCKOTO KOMIIBIOTEpa K CepBepy, YTOObI IPOBEPUTD
COCTOSIHIIE CBA3M.

A ViHunuanmusanys napaMeTpos

Ecnu mpo6eMa He cBsi3aHa ¢ TEKYIVIMY ITapaMeTPaMy ¥ COCTOSIHIEM CBS3U, OHU MOTYT OBITb PeIeHBI ITyTeM
OTK/IIOYeHMsI VJIK cOpOca CeTeBbIX IIapaMeTPOB IIPMHTEPA U UX HOCIeHYIOLeil IIepeHaCcTPOIKOIL.

MpocMoTp COCTOAHNA NPUHTEpPaA

Iis1 onpepienieHNs IPUYMHBI IPOOIEMBI IPOBEPbTE COCTOSIHIE IPUHTEPA M CETH.

MpocmoTp coobueHnn 06 ownbke

MpocmoTp coobuieHna 06 ownbKe B yBefOMIEHMM NO /IEKTPOHHOM NoyTe

[Tony4nB yBeoM/IeHMeE IO 9EKTPOHHOI IT0YTe, YOeHUTeCh, 4TO 9TO coobIIeHNe 00 OIMOKaX OTIIPAB/IEHO C
IpUHTEpA.

Ecyt B 9TOM 37IEKTPOHHOM IIMCbMe COfIEP>KAaTCs YKa3aHU IO PEIIeHUI0 IIPOOIeMBI, CTIeAYITe VM.

CooTBeTcTBYIOWAA MHPopmauua

= «JlorydeHne yBeOM/IEHUII TI0 3MEKTPOHHOIL TIOYTE, KOT/a IIPOUCXOAAT COOBITUS» HA CTP. 53
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MpoBepka coobweHnunn Ha XKK-aucnnee

Ecnmu Ha JKK-gucnee orob6paxaercs coobuieHne o6 ommbke, TO i ee yCTpaHeH)ss HeOOXOMMO CIefoBaTh
MHCTPYKIVSIM Ha 9KpaHe WM PeLIeHNsIM, IPEACTABIeHHBIM HIDKE.

Coo6weHuna 06 owmnbKax

MpuunHbI M peleHna

OwwnbKa nprHTepa. Bbiki. 1 CHOBa BKJI. NUTaHMe.
MoapobHee cm. B gOK-LMN.

[ Mpuunna
B npuHTep nonana MHopoAHasA YacTuua, Uan NpounsoLusa olwmnbKa
npriHTEpPa.

1 PeweHnsa

Y6epuTe 3 npuHTepa 6ymary 1 3aluTHble MaTepuansl. Ecnn
coobLyeHne 06 owmnbke NpoaomKaeT BbIBOAUTLCA, 06paTMTECh B
cnyx6y noaaepKKu nosibosatenei Epson.

Heobxoammo 3ameHnTb YepHunbHbIn KapTpuax.

1 MNpuunna

3aKOHUYMANCb YepHUna.

(d PeweHunn

Korpa npuHTep yKasblBaeT Ha HEO6XOAUMOCTb 3aMeHbl KapTpUaAXa,
AnA obecneyeHNA HaMBbICLLEro KayecTBa neyaT 1 3almTbl
neyaraloLLen rofioBKN B KapTPUAXKe OCTAeTCA pe3epBHbIN 3anac
YyepHUN, 06bEM KOTOPOro MOXKET U3MEHATLCA. 3aMeHNTE KapTPUaX
nocrne noABNeHNA COOTBETCTBYIOLLErO 3anpoca.

KoHTeinHep ana oTpaboTaHHbIX YePHUN He
pacno3HaeTcs. YCTaHOBUTE ero NpaBUbHO.

1 MNpuunna

EMKOCTb AnA 0TpaboTaHHbIX YePHUI YCTAaHOBJIEHA HEMPaBUIIbHO.

1 PeweHnsa

MpoBepbTe COCTOAHME YCTAHOBKM EMKOCTM ANA 0TPaboTaHHbIX
YepHWI 1 YCTAaHOBUTE ee NPaBuIIbHO.

Cpok cny»6bl eMKOCTU AnA 0TPaboT. YepHUn
nctek. TpebyeTca 3ameHa.

d MpwvuunHa

NcTek CPOK CJ'Iy>K6bI €MKOCTU anAa 0Tpa6OTaHHbIX yepHun.

(d PeweHnn

3aMeHnTe eMKOCTb anAa OTpa6OTaHHbIX YepHWUN B COOTBETCTBUN C
PyKOBOACTBOM.

HepocTtaTouHO MecTa B KOHTeN Hepe anAa
OTpa6OTaHHbIX YepHWUN AnAa Havyana YncTkum
ronoBKu. Bbl MoxeTe npoaonXKatb neyaTtb 4O
3aMeHbl.

(1 MpwvuuHa

O6bem eMKOCTY ANA OTPabOTaHHbIX YePHWUT HEAOCTAaTOUYEH ANs
OUNCTKM FrOSIOBKM.

(d PeweHun

OTKNtoYMTE NUTaHNE NPUHTEpPA, 3aTEM 3aMeHNTE eEMKOCTb ANnA
OTpa6OTaHHbIX yepHUn. MNocne ounCTKM roNnoBKN eMKOCTb A
OTpa60TaHHbIX YepHUN MOXHO 6yﬂ,€T ncnosib3oBaTtb CHOBa.

M3Bnek. 1 ycTaH. KOHTeNHep ANA 0TpaboTaHHbIX
yepHwun.

(1 MpuuunHa

EmKocTb Ans oTpaboTaHHbIX YePHUN He pacro3HaHa.

(d PeweHnn

M3BnekunTe eMKOCTb s OTPaboTaHHbIX YEPHWUIT Y CHOBA YCTaHOBUTE
ee. Ecnv nocne BbiNONHEHWA yKa3aHHbIX AeNCTBUA eMKOCTb AnA
OTpaboTaHHbIX YEPHW BCE PAaBHO HE PACNO3HAETCS, 3aMEHNTE ee Ha
HOBYI0 eMKOCTb ANl OTPaboTaHHbIX YepHWI.
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Coob6weHna 06 ownbKax

MpunynHbI N pewseHna

Heponyctumoe couyetaHue IP-agpeca n mackm d MpuunHa
noacetn. MoApobHbie ceeaeHNA M. B YcTaHOBNEHO HeBepHOe coyeTaHue IP-agpeca.
JOKyMeHTauumm.
(1 PeweHns
BeepunTe npasBunbHbIn IP-agpec unv agpec wnto3a no ymonyaHuio.
JnAa ncnonb3oBaHua ob6nayHbIx cnyx6 obHoBute | (1 MpuunHa
KOpHeBOV cepTiduKar. WcTek cpok AencTBna KOpHEBOTo cepTuduKaTa, MCNonb3yeMoro ana
MOAKNIOUYEHUSA K 06M1auHbIM Cry>K6am.
(d PeweHuns
3anyctute Web Config n 06HoBWTE KOPHEBOI CepTUdMKAT.
Be3sonacHocTb ceTn — O6HOBN. KOpHEeB. cepTud.
Recovery Mode [ MpuuunHa
He ynanocb 06HOBWTb MUKPONPOrpaMmy 1 BEPHYTbCA B 06bIUHDBIN
peXum.
(1 PeweHuns

MprHTEpP 3anycTnCA B peXrMe BOCCTaHOBJIEHUS, T. K. OOHOBIEHME
BCTpoeHHoro MO 6b110 BbINOMHEHO € OLWMOKOW. 1A NOBTOPHOIO
o6HoBneHNA BCTpoeHHoro N0 BbiNnonHUTe cnegyiolime feicTBrS.

1. CoenHMTE NPUHTEP C KOMMbIOTEPOM C nomolbto USB-kabens. (Bo
BpeMs paboTbl B pexxrMe BOCCTaHOBJIEHWSA HEBO3MOXHO 0OHOBUTb
BCcTpoeHHoe M0 yepe3 ceTeBoe coeguHeEHNE.)

2. lanbHenwme NHCTPYKLMM CM. Ha JIoKanbHOM Be6-caiTe Epson.

MpocmoTp naHenu yaaneHHOro npuHTepa

Mo>XHO IPOCMOTpETh aHe/b Yja/IeHHOTO IIpUHTepa, ucnonb3ys Web Config.

1. 3amycture Web Config i npunTepa, cocTOsHME KOTOPOTO HeOOXOAVNMO IIPOBEPUTb.

[Tpu mony4yeHuy yBegoOM/IEHNA 110 97IEKTPOHHOI ITouTe MOXKHO 3amyctuth Web Config, ncrionnsysa URL-

afpec B IUCbMe.

2. Bwibepure Bxnanky Cocrosanme > ITanens "CHumMox".

Tekyuras manenb npuHTepa orobpaxkaercss B Web Config.

s ooHOBNEeHUA WenKHUTE OOHOBUTD.

NMeyaTb OTUETa O NOAKNIOYEHUMN K CeTHN

OrtueTt 0 TIOOK/ITIOYEHNN K CETU IIO3BOIAET IIPOBEPUTD COCTOAHME CBA3N MEXY IPUHTEPOM 1 TOYKOI AOCTYyIIa.

1. 3arpysute 6ymary.

2. Boibepure HacTp. Ha rTaBHOM 9KpaHe.

3. Beibepure O6ue mapamerpst > Hactpoiiku cetn > IIpoBepka mogKI0YeHN K CETH.

3arryckaeTcs IpoBepKa IOAK/IOYeHNA.
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4. Boibepure IleyaTh oT4YETa O IPOBEPKE.

5. HameuarariTe OTYET O ITOJK/IIOUYEHUN K CETH.

HpI/I BO3HUKHOBEHNY OLIMOKIM 03HAKOMBTECH C OTYETOM O IIOOK/IIIOYEHUN K CETU U CHCI[YI?ITG PeKOMEHJanAM
110 €€ YCTpaHEHUIO.

6. 3akpoiiTe 9KpaH.

CooTtBeTcTBYIOWAA MHpopMaLua

= «CoO061IEeHNs 1 BAPUAHTHI pelIeHNs IPO6/IeM B OTYETe O CETEBOM NOAKIIYEHNI» Ha CTP. 63

COOGI.I.IeHI/IFI N BapnaHTbl pelueHnA I'IpOGﬂEM B OTYEeTEe O ceTeBOM
noaknvyeHmn

Hp0Bepre COO6H.[eHI/I}I " KO bl OIINOOK B OTYETE O CETEBOM IIOJK/IIOYEHNMN U BBIIIOTHUTE IIpejIaraéMbie
HeJICTBUA 11O PeLIeHNIO IPOO/IeM.

Check Network Connection

[ e = D
Check Result FAIL
Error code [RE—TJ

See the Network Status and check if the Network Name (SSID) is
the SSID you want to connect. b
If the SSID is correct, make sure to enter the correct password

and try again.

If your problems persist,
see your documentation for help and networking tips.

Checked Items

Wireless Network Name (SSID) Check PASS
Communication Mode Check PASS
Security Mode Check PASS
MAC Address Filtering Check PASS
Security Key/Password Check FAIL
IP Address Check Unchecked
Detailed IP Setup Check Unchecked

Metwork Status
| —————

Printer Model XX-XXX XXX ESeries
IP Address 0.0.0.0

Subnet Mask 255.255.255.0
Default Gateway

Metwork Mame (SSID) KXXXXXXXXXXXX
Communication Mode WPAZ-FPSK (AES)
Signal Strength Poor

MAC Address 44:D2:44:DA:C0:432

A. Kop ommm6xm

b. CoobuieHMs B ceTeBOM OKPY>KeHUN
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E-1

CoobweHune:

[TonTBEpANUTD, YTO CETEBOII Kabenb IIOAK/II0OUEH 1 TaK/e CeTeBble YCTPOVICTBA, KaK KOHIIEHTPATOD,
MapHIPyTU3aTOP MIM TOYKA JOCTYIIa BKIIOYEHBI.

PeweHns:

(d Y6emurecs, uTo kabenpb Ethernet Hage>XHO MOAKITIOUEH K IIPUHTEPY, KOHLEHTPATOPY WIN JPYTOMY CETEBOMY
YCTPOJCTBY.

(d Y6enmuTrech, YTO KOHIIEHTPATOP UM APYToe CETeBOE YCTPOCTBO BKIIOUEHBI.

[ Ecnu BBI XOTHTe MOAKTIOUNTD IpUHTEp Yepe3 Wi-Fi, cHoBa 3apaiite mapameTpsl Wi-Fi misa npunTepa, Tak Kak
OH OTKJ/IIOYEH.

E-2, E-3, E-7

Coob6uieHue:

Vimena 6ecripoBopHbix ceTeli (SSID) He oO6HapyxeHbI. [ToATBEpANTD, YTO MapIIPyTU3aTOP/TOYKA JOCTYIIA
BKJII0YeHBI 11 becripoBopHasi ceThb (SSID) HacTpoeHa npaBuibHO. CBSDKUTECH C CUCTEMHBIM aIMUHUCTPATOPOM
TSI IOLEPIKKIL.

Vimena 6ecripoBopubix ceteit (SSID) He o6HapyxeHbl. [TonTBepauTh, 4T NMs 6ecripoBopHoit cetn (SSID) TIK,
KOTOPBIi HEO0OXOIMO IOK/TIOUNTb HACTPOEHO IPaBIIbHO. CBSKUTECH € CUCTEMHBIM aMUHICTPATOPOM JJIS
MIOfEPXKKINL.

BBeneHHBII K04 6€30I1aCHOCTH/TIAPO/Ib He COOTBETCTBYET YCTAHOB/ICHHBIM /L1 MApLIPYTU3aTOPa/TOYKM
poctyma. ITofTBepAUTh K04 6€3011acHOCTI/TIapoitb. CBAKUTECH C CYICTEMHBIM aIMIHICTPATOPOM JI/IA
HOMTEPIKKIL.

PeweHnns:

[J Y6emurech, 4TO TOUKA JOCTYIA BKIIOYEHA.

(J ITpoBepbTe NpaBUIbHOCTD IOAKIIOUEHNM KOMIBIOTEPA VTN APYTUX YCTPOICTB K TOYKE FOCTYIIA.
(J Beixarounte TOUKy gocryma. [Tonoxkante okono 10 ceKyH/ U CHOBa BKIIOUMTE TOUKY JOCTYIIA.

(d PasmecTute mpuHTep O/IOKe K TOUKE JOCTYIIA U YOepuTe IPeIATCTBIA MeXY HUMM.

(4 Ecmu o1 BBogwu SSID Bpy4HyIo, IpoBepbTe NpaBUIbHOCTD BBOfja. CpaBHMTE BBe[leHHOE 3HaYeHNe C
3HaveHueM SSID, ykasaHHBIM B pasfienie CTaTyc ceT OT4eTa O CeTeBOM COeNVHEHN.

(d Ec/u Ha TOYKe JOCTYIIa HACTPOEHO HecKoIbKo upueHTudukaropos SSID, Boibepute SSID, oTob6pakaeMblit Ha
akpaHe. Eciu cetp ¢ ganubIM uaeHTHduKaTopom SSID mcnonp3yeT HeCOBMECTUMYIO YacTOTY, IPUHTEP He
6yzmeT otobpaxars 3ToT SSID.

(d Ec/u 1151 yCTaHOBKM CETEBOTO COEMHEHISI MCIIOIb3YeT sl HACTPOIKa 10 HAXKATHIO KHOIIKM, YOeUTeCh, 4TO
TOuKa focTyna nopgpepxxusaer WPS. Ecin Touka goctyna He nopaep>xusaer WPS, HacTpoliky 1o HaXkaTuio
KHOIIKI VICTIOZIb30BaTh HEMb3A.

[d Y6emutecs, uTo B upeHTuduKarope SSID ncnonbayiorcs Tonbko ASCII-cuMBonbl (6yKBeHHO-LIUPPOBLIE
cumBorbl). Vigentuduxarop SSID, comeprkauiuit cuMBoinbl, He Bxopsue B Habop ASCII-cuMBOIOB, He MOXXET
6BbITb OTOOpaXKEH Ha IIPUHTEPE.
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(A [Ina nopkiIioYeHns K TOUKe JOCTYTA HY>KHO 3HaTh SSID u maponb. Ecny BBl MCIIonb3yeTe TOUKY OCTYTIA C
HACTpOJKaMy 1o yMondaHuio, SSID 1 maposnb ykasaHbl Ha Ap/blKe TOUky goctyna. Ecinu Bot He 3HaeTe SSID n
HapoJb CeTH, 0O0paTUTeCh K OTBETCTBEHHOMY 32 YCTaHOBKY TOYKM JOCTYIIA WM K JOKYMEHTAIMM K TOYKe
TOCTYyTIA.

(J Ecu BBI OKIIOYaeTeCh K ceTH, deit upeHTudukarop SSID 6bI1 co34aH Ha MHTENNIEKTYaIbHOM YCTPOJICTBE B
pe>XuMe MapUIpyTU3aTopa, y3HaliTe sHadeHue SSID 1 maporb 13 JOKyMEHTallMM Ha 3TO MHTE/UIEKTYaIbHOE
YCTPOMCTBO.

(4 Ecim Wi-Fi-coennHeHne BHe3aIrtHO 0OpbIBaeTCs, IPOBepPbTe, He BBIMOTHIITCA /U CAeRyolye ycnosus. Eciu
BBIITOTHAETCA /II000€ 13 3TUX YCIOBUIL, COPOChTe HACTPOMKIM CETH, 3arPy3UB 1 3aIIyCTUB IPOrPaMMHOE
obecriedeHe cO CeAyIOLIero Beb-caiira.

http://epson.sn > Hactpoiika

a HPYI‘OG VIHTEIJIEKTYa/IbHOE YCTPOI?ICTBO OBI10 I[063B)'ICHO B C€Tb C NCIIO/Ib3OBAHMEM HaCTpOf/IKI/I C IIOMOILIBIO
KHOIIKN.

[J Cetp Wi-Fi 6p11a HacTpoeHa 6€3 MCIIONb30BAHNS HACTPOIKY C IIOMOIIBIO KHOIIKH.

E-5

CoobweHune:

Pexxum 6esonacHocTyt (WEP, WPA) He cooTBeTCTBYeT TeKYLIIM HACTpOiikaM mpuHTepa. [lonTBepauTh pexxum
6esomacHOCTH. CBSXKUTECH C CHCTEMHBIM afMUHICTPATOPOM IS TORREP>KKL.

PeweHnsa:

Y6emurech, 4T0o TUI 6€30MACHOCTY TOYKY LOCTYIIA COOTBETCTBYET OHOMY 13 YKa3aHHBIX HIDKe. Eciu aTo He Tak,
M3MEHUTe TUII 6€30IIaCHOCTY Ha TOYKe JOCTYIIA U COpPOChTe CeTeBble HACTPOMKM IIPUHTEPA.

1 WEP-64 6ur (40 6ut)

d WEP-128 6ut (104 6ut)
O WPA PSK (TKIP/AES) "
(J WPA2 PSK (TKIP/AES) *
[ WPA (TKIP/AES)

[ WPA2 (TKIP/AES)

* WPA PSK Takxe nssecteH kak WPA Personal. WPA2 PSK Takxxe n3secteH kak WPA2 Personal.

E-6

Coob6LeHune:

Bosmoxxuo MAC-aapec npuHTepa ¢punbrpyercs. [IpoBepuTh, eCTh M Y MapLIPyTU3aTOPa/TOUKY HOCTYIA
OTpaHMYeHN, Takue Kak ¢punbTpanya MAC-agpeca. CM. JOKyMeHTAIMIO MapIIPYTH3aTOPa/TOYKM HOCTYTIA VN
CBKUTECH C CUCTEMHBIM aIMUHICTPATOPOM I/ HOAIEPKKIM.
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PeweHuns:

[ ITposepsTe, oTkmoueHa 1 punbrpannsa MAC-agpecos. Ecnu ¢pumbrpanys BKI0YeHa, 3aperucTpupyiire
MAC-agpec, 4T06bI OH He ITOIIafasI oy AeticTBre ¢pubTpa. s 60mee moppoOHO nHpopMaIm 06paTuTeCh
K JJOKyMeHTallMU Ha TOUYKY focTyma. IIposeputs MAC-afpec npuHTEpa MOXXHO B cTOOLe CTaTyc ceTH OTYeTa
0 CETEBOM COE[JMHEHNN.

[ Ecnu B Touke [OCTYIIa UCIIO/Ib3YETCA pacIpee/i€eHHaA aBTOpU3alA ¢ TUIIOM 6e301acHOCTH WEDP, Y6€JII/IT6CI),
9TO K/II0Y U MHAEKC aBTOpM3alinyl BEpHbI.

(d Ec/mu 4mcno mopKI09aeMbIX YCTPOICTB J/I TOUKM JOCTYIIA MEHbIIIe YICIIa CETEBbIX YCTPOICTB, KOTOPbIe
TpebyeTcs IOAK/IIOUNTD, YBe/INYbTe B HACTPOIIKAX TOYKY JOCTYIIA YMCTIO TOAKIII0YaeMbIX YCTPOJICTB.
Mudopmanyio 06 M3MeHeHNN HACTPOEK CM. B JOKYMEHTALMY Ha TOUKY JJOCTYIIA.

E-8

Coob6LeHune:

[IpunTepy npucsoen Henpasunbubii IP-agpec. [logreepanutsb ycTanosky IP-agpeca ceresoro ycrpoiicTsa
(KOHHeHTpaTOp, MapuIpyTU3aTOp MIN TOYKa I[OCTYHa). CBSIXXUTECH C CUCTEMHBIM AOIMUMHUCTPATOPOM /1A
TONIEP>KKIA.

PeweHns:

(d Bxmounte DHCP Ha Touke focTyma, ecnu 1A mapaMeTpa npuHTepa «[lomyunts IP-agpec» 3aaHo 3HaueHne
ABTOMaTHYECKI.

(4 Ecmm s mapamerpa npuHTepa «Ilomyants IP-agpec» 3agano sHaueHue «BpyuHyto», To BBefileHHbIT Bamu [P-
afipec HefleiCTBUTETIEH, TaK KaK He HAXOAMUTCS B Manas3oHe paspelleHHbIX agpecos (Hanpumep, paseH 0.0.0.0).
YcranoBute KoppeKTHbIT [P-ampec Ha maHeny ynpasneHus npunrepa unn depe3 Web Config.

E-9

Coob6uieHue:

IopTBepanthb coenmuenne u Hactporiku cetu 11K nam gpyroro ycrpoiictsa. JlocTynHo coefuHeHe ¢
UCTIONb30BaHMeM ycTaHOBKM EpsonNet. CBXUTeCh ¢ CUCTEMHBIM a]MIHICTPATOPOM HJIA TTOAIEPHKKIL.

PeweHnn:
[IpoBepsTe, BBIIOMHSIIOTCS I CIIERYIOLIE YCIOBISL.
(d YcTpoiicTBa BKIIIOYEHBI.

[d C ycTpoIicTB, KOTOpBIe HY>KHO IIOAK/TIOUNTD K IIPUHTEPY, €CTh HOCTYI B VIHTepHET, ¥ MO>KHO IIOAK/ITIOUYNTBCA K
APYTUM KOMIIBIOTEPAM WM CETEBBIM YCTPOMCTBAM, HAXOMALIMMCS B TOVI JKe CETIL.

Ecnn nmocne npoBepKy yKa3aHHbBIX BbILIe YC/IOBUIA IIPDUHTED M CETEBBIE YCTPOIICTBA HE MOJK/II0YAITCA,
BBIK/TIOUNTE TOUKY FocTyna. [Togoxpute okomo 10 ceKyH[ 1 CHOBa BKIIOUMTE TOUKY JOCTYIA. 3aTeM cOpOCchTe
HACTPOVIKN CeTH, 3aTPY3MB U 3aITyCTUB YCTAHOBIIMK CO C/IEAYIOLIET0 BeO-caliTa.

http://epson.sn > Hactpoiika
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E-10

CoobweHune:

[Topreepauth ycranoBKYy IP-apeca, Macku moficeTut 1 II/TI03a IO YMOTYaHKIO. [IOCTYITHO CoeliMHeHMe C
UCTIoNb30BaHMeM ycTaHOBKM EpsonNet. CBSXMTeCh ¢ CHCTeMHBIM afiMUHICTPATOPOM HJIS TOATEPHKKIL.

PeweHns:
IIpoBeppTe, BHIIOTHAIOTCA /U CIEAYIOLINE YCIOBU.
(A [Ipyrue ycTpOICTBa B CeTV BKITIOYEHBI.

[ Ceresnle affpeca (IP-azpec, Macka IOJCETH ¥ LITIO3 IO YMO/TYAHNIO) 3a[JaHbl BEPHO, I JI/IA TTapaMeTpa
npuntepa «Ilonyunts IP-ampec» ycraHoBneHO 3HaYeHMe «Bpydnyio».
Ecnu ceTeBble ampeca 3a/jaHbl HeBEPHO, COPOChTe X 3HadYeHNs. IP-agpec, MacKy moziceT u MITI03 IO YMOTYAHMIO

MOJXHO ITPOBEPUTD B pa3ieie CTaTyC CE€TN OTYETA O CETEBOM COCVMHCHUI.

Ecmu Bxmovena ¢pynkuyss DHCP, mis napamerpa npunrepa «Ilomydnts IP-agpec» 3apaiite 3HaueHe
Aptomarmyecku. Ecnu Bbl xoTuTe 3aaTh IP-afipec Bpyunyto, nposepoTe IP-angpec npuHTepa, yKasaHHBII B
paspene CraTyc ceTH OTYeTa O CETeBOM COeMHEHNN, ¥ BbibepuTe «Bpy4yHyio» Ha 9kpaHe HacTpoek cetu. s
MacKM IOJICeTH YCTaHOBUTe 3HaueHue [255.255.255.0].

Ecnu npunTep u ceTeBble YCTPOJCTBA He IIOAK/IIOYAIOTCS, BBIKIIOUNTE TOUKY focTyna. [ogoxanute okomno 10
CEKYHJI I CHOBA BK/IIOYMTE TOYKY LOCTYIIA.

E-11

Coob6uweHue:

YcraHoBKa He 3aBEpIIEHA. HO]:[TBep}II/ITb YCTAaHOBKY LI/TI03a 110 YMO/JT9YaHUIO. HOCTYHHO COCOMHEHUE C
MCIIO/Ib30BaHMEM YCTAaHOBKM EpsonNet. CBSKUTECH C CUCTEMHBIM AIMUHUCTPATOPOM I IIOANEPIKKN.

PeweHns:
HpOBepre, BBIITOJIHAKTCA 1N CHGHYIOIHI/IC YC)’IOBI/IH.

[ ITpasuabHO /M 3afaH afpec LITI03a 10 YMOTYaHNIO, eC/IN i mapaMeTpa «YcraHoska TCP/IP» ycranoBneHo
3Ha4YeHMe «Bpyunyio».

(d YeTpoiicTBO, yCTaHOB/IEHHOE KaK IIIII03 [0 YMOTYaHMIO, BK/IIOUEHO.

YcraHnoBuTe HpaBI/I}IbeI]?[ apec 1I03a 110 YMO/T4YaHNIO. HpOBepI/ITb afpec 1IJII03a I10 YMO/TYaHMIO MOJXHO B
paszene CTaTYC CE€TM OTUYETA O CETEBOM COCIMHCHUI.

E-12

Coob6ueHue:

ITopTBEpUTD CrIemyIolee: -BBe/IeHHbII K04 6€30I1aCHOCTI/TIapOIb IIPaBUIIbHBIE -MHIEKC K/To4a 6e30ImacHOCTH/
IapoJis YCTaHOBJIEH Ha IlepByIo Ludpy -IP agpec, Macka mopceTyt Wiy yCTaHOBKA IIUII03a II0 YMOTYaHIIO
npaBuibHble CBAXKUTECH C CUCTEMHBIM aIMUHUCTPATOPOM JJIA IIOATEPIKKIN.

PewweHns:

Hp0Bepre, BBITIOTHAIOTCA /TN CIEAYIOIINE YCTOBUA.
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([ JIpyrue ycTpoicTBa B CETU BK/IIOYEHBI.
(J Bpyunyio BBefieHHbIe ceTeBble TapaMeTpsl (IP-agpec, Macka IOACETH U LITIO3 IIO YMOTYAHMIO) 3alaHbl BEPHO.
[J CeTeBble mapaMeTphl /A APYTUX YCTPOICTB (MacKa MOACETH U IIII03 IO YMOTYAHUIO) /IeHTUIHBL

(d IP-agpec He KOHQIUKTYET C IPYTVIMU YCTPONCTBAMIL.

Ecmu nocre mpoBepky YKa3aHHBIX BBIIIE YCTIOBMIT IIPYHTEP U CeTEBbIe YCTPOICTBA He IOK/ITI0YAIOTCA,
HONIPOOYIiTe BLIOMHUTD CIEyOLIee.

[ BoikmounTe TOYKY JOCTYIIa. HOJIO)K,HI/ITG okomo 10 CEKYH/ 11 CHOBA BK/IIOUNTE TOYKY AOCTYIIA.

(d CHoBa 3apjaiiTe TapaMeTpBbl CETU C TIOMOIIBIO YCTaHOBIMKA. Bb MOXeTe 3aIlyCTUTD ero CO C/IeRYIoIero Bebd-
caiiTa.

http://epson.sn > HacTpoiika

[d Ha rouke gocTyma, ucronbsymoieit Tumt 6e3omacHoctn WEP, MOXXHO 3aperncTprpoBaTh HECKOIBKO IapOIeit.
Ecnu Ha Touke ;OCTYIIA 3aperUCTPUPOBAHBI HECKO/IBKO ITapoJiell, IpOBepbTe, YCTAHOBJIEH /1M Ha IIPUHTEpe
HepBbIii 13 3apPerVCTPUPOBAHHBIX MApPOJIEL.

E-13

Coob6uieHue:

[TopTBEpIUTD CleAyIOlee: -BBeeHHBIIT K/TI0Y 6€30I1acCHOCTH/TIapO/Ib IPaBU/IbHBIE -MHIEKC KToda 6e30IIacHOCTH/
[IapoJIs YCTaHOBJIEH Ha IePBYI0 PPy -coenyHeHe u ceTeBas ycraHosKa [TK mmu gpyroro ycrpoiicta
npasuibHble CBXUTECH C CUCTEMHBIM a[MUHICTPATOPOM JJ1s1 IO IEPIKKMA.

PeweHnsa:
Hp0Bepre, BBIIIOJIHAKTCA 1IN CHG,HYIOHH/IC YC}IOBI/IH.
(1 CeTeBble yCTPOICTBA, TaKMe KaK TOYKA JOCTYIA, KOHIIEHTPATOP ¥ MapUIPyTU3aTOP, BKIIIOUEHBI.

(J Ha ceteBbIx ycrporicTBax mapamerpsl TCP/IP He 3apaBamich BpyuHyto. (Ecmu Hactpoiika TCP/IP npunTepa
IPOU3BOIMIACH ABTOMATUYECKH, B TO BpeMs Kak HacTpolika TCP/IP apyrux ycTpoiicTs B ceTy IpOM3BOAUIACH
BPYYHYIO, CETb IIPUHTEPA MOXKET OT/INYATLCA OT CeTU APYTUX YCTPOIICTB.)

Ecnu Hudero He moMoraer, HOIPOOYIiTe BBIIOTHUTD C/IEAYIONIYIO IPOLEAYPY.

[ Brixmounte TOUKy gocTyna. [Togoxxaure okono 10 ceKyHI ¥ CHOBA BK/IIOUMTE TOUKY JOCTYIA.

[J 3apaiiTe HACTPOJIKIM CeTV Ha KOMIIbIOTepe, HaXOAAIIeMCA B TOM XKe CeTH, 4TO 1 IPUHTEP, C IOMOIIbIO
IPOrpaMMBbl YCTAaHOBKM. BbI MOXKeTe 3aIryCTHUTD €ro co Cefyomlero Beb-cara.

http://epson.sn > Hactpoiika

(d Ha rouxke gocTyna, ucronbaymoueii Tun 6e3onacHoct WEP, MoXXHO 3aperncTpupoBaTh HECKOIBKO IIapOJIeit.
Ecnu Ha Touke JOCTyIa 3aperucTpUpOBaHbl HECKOIBKO Maposieli, IPOBEPbTE, YCTAHOBIEH /I Ha IPUHTEPe
IIEPBBIN U3 3aPETUCTPUPOBAHHBIX ITAPOJIEIL.
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CoobLeHne B ceTeBOM OKPY»XeHnI

Coob6weHune

PeweHne

*O6Hapy»KeHO HeCKOJIbKO MMEH ceTel
(SSID), koTopble cooTBETCTBYIOT
BBefeHHOMY UMeHwu cetn (SSID).
MNoaTtBepautb uma cetn (SSID).

HeckonbKo Touek goctyna MoryT nmeTtb ognHakosbii SSID.MposepbTe
HaCTPOWKM Touek gocTtyna u nsmenute SSID.

Heobxopnmo ynyuwnTs coeaurerme Wi-Fi.

BbikntounTte n BKNoUUTE 6€CNPOBOAHON
MapLupyTusaTop. Ecnn coeguHeHne He
YRYULINTCA, 03HAKOMbTECH C
JOOKYMeHTaLmen K 6ecnpoBogHoOMy
MapLupyTU3aTopy.

Mocne nepemellyeHna NprHTEPa BVXKe K TOUKe JOCTYNa U yaaneHns
NPenATCTBMI MeXAY HAMU BblKNoUKTe TOUKy gocTyna.logoxante okono 10
CEeKYHJ, 1 CHOBa BKJIIOUMTE TOUKY focTyna.Ecnm coeagmHeHns Het, obpaTuTech
K AOKYMEHTaL N Ha TOUKy AOCTyna.

*TopgkntoveHne 4ONONHUTENIbHbIX
YCTPOWNCTB HEBO3MOXHO. OTKNIIOUUTE OHO
13 MNOAKIIOYEHHbBIX YCTPONCTB ANA
fobaBneHus gpyroro.

KomnbtoTep 1 MHTEeNNeKTyanbHble yCTPONCTBA, KOTopble MOryT ObiTb
NOAKJIIOYEHbI O4HOBPEMEHHO, MOAKIIOYAOTCA C UCMOSIb30OBaHNEM
coepnHenuna Wi-Fi Direct (npocTtas Touka gocTtyna).[ina nobasnexus ewe
O1HOTO KOMMbIOTEPA WA UHTENNEKTYANIbHOMO YCTPOWCTBa CHavana
OTK/IOUNTE OFHO U3 YCTPONCTB.C MOMOLLbIO IMCTKA COCTOAHNA CETU UMK
naHesnu yrnpasfieH1sl MPUHTEPa MOXHO NMPOBEPUTb KONMYECTBO
6ecnpoBoOAHbIX YCTPONCTB, KOTOpble MOryT ObITb MOAKMOYEHDI
OAHOBPEMEHHO, U KONMYECTBO YXe NOAKIIOUYEHHbIX YCTPOWCTB.

NMpoBepKa cocToAHNA coeaNHeHnA

Y6emurech, 4TO CBA3b MEX/Y IIPUHTEPOM U KOMIIBIOTEPOM YCTAaHOBJIEHA, 1 IIepeiiANTe K YCTPaHEHNIO IPOOTIeM.

MpoBepkKa XXypHana cepBepa 1 CeTeBOro yCcTpoicTea

B cryuae BOSHUKHOBeHMUA MPOOIEM C HOAKIIOYEHNEM K CeTV MOXHO UAeHTUPULMPOBATh IPUYNHY, IPOBEPUB
JKyPHAJI Ha IOYTOBOM cepBepe, cepsepe LDAP u T. 1., a Take IPOBEPUB COCTOAHNE C HOMOIIBIO CETEBOTO
KyPHaJIa MY KyPHAJIOB M KOMaHJ| TAKOTO 000PYyIOBaHNA, KaK MapIIPyTH3aTOPHI.

MeuyaTb NNCTKa COCTOAHNA CETU

Y1068 IMOTy4YUTDb l'IO,ILp06HI)Ie CBE€ICHMA O COCTOAHUMN CETU, MOXXHO HaIl€4daTaTb IMCTOK COCTOAHUA CETU.

1.

3arpysute 6ymary.

Bribepure HacTp. Ha rmaBHOM 3KpaHe.

Bei6epure O6uime mapamerpst > Hacrpoiiku cetu > CraTyc ceTn.

Ber6epyte TaGMMIBI COCTOSHUA.

[TpocmoTpuTe coobiIeHNe M HanleyaTaliTe TMCTOK COCTOSHMSA CETI.

3akpoiiTe sKpaH.

OKHO aBTOMaTUYECKN 3aKpOE€TCA I10 MICTEYECHNN OIIPENEIEHHOTO BpEMEHN.
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MpoBepkKa cBA3M MeXAay YCTPOMNCTBamMn U KOMNbloTepamu

lNMpoeepka coeduHeHus c nomowbio KomaHOowbl Ping — Windows
Bbl MO>keTe McnONMb30BaTh KOMaHAy Ping, 4To6bI yOenuThcsa B HOAK/IIOYEHN KOMIBIOTEpa K
puHTEPY.BhINOMHNTE IpUBefieHHble HYKe JelICTBIUSA, YTOOBI IPOBEPUTH COeAMHEHME C IIOMOIIbI0 KOMaH bl Ping.
1. TIIposepsre IP-afpec nmprHTEpa, COEqMHEHME C KOTOPBIM XOTUTE IPOBEPUTb.
[IpoBeputs [P-afpec npuHTEpa MOXHO Ha 9KpaHe «COCTOsIHME ceTu» Ha MTAHEeM YIIPABIeHNs IPUHTEPa, B
oTyeTe coemuHennsa muoo B cronodue IP Address miucTka cocTOAHMA CETH.
2. 3amyck KOMaHJHOI CTPOKM Ha KOMIIBIOTEpE.

3amycTuTe 9KpaH OIpUIOKeHuA 1 Boibepute KoMaHmHAdA cTpoKa.
3. Bsenure ping XXX.XXX.XXX.XXX M HOKMUTE KIaBuIIy «BBom».
BMecTo XXX .XXX.XXX.XXX BBegute [P-ampec npuHTepa.

4. HpOBepre COCTOAHME COCONMHEHNA.

Ecnn o6men AaHHBIMM MEXYy KOMIIPIOTEPOM U IIPMHTEPOM IIPOMCXOANT, IIOABUTCA CIE€AYIOLIee COO6LH€HM€.

o) Administrator: Command Prompt I;Ii-

Nrping 192.168.114.28

Pinging 192.168.111 .28 with 32 es of data:

Reply from 192.168.111.28: b 2 time=88mz TTL=6h4
Reply from 192.168.111.28: i 1ims TTL=64
Reply from 192 ._168.111. i

Reply from 192.168.111.

Packets: Sent = 4, Received = 4, Lost = B (Bz loss)
Approximate round trip times in milli-—seconds:

Minimum = ?ms,. Maximum = 88ms. Average
N

Ecny 06MeH faHHBIMY MeXXY KOMIIBIOTEPOM I IPUHTEPOM He IIPOMCXORNUT, ITOSABUTCS CIIERYIOLIee
coo01eHne.

e | Administrator: Command Prompt

Nrping 192.168.114.38

Pinging 192.168.111.38 with 32 bytes of data:

Reply from 192.168.111.1A: Destination host unreachabhle.
Reply from 192.168.111.18: Destination host unreachable.
[Reply from 192.168.111.1A: Destination host unreachabhle.

Reply from 192.168.111.18: Destination host unreachable.

Ping statistics for 192.168.111.38:
Packets: Sent = 4. Received = 4, Lost = B (Bz loss)

NP

lNMpoeepka coeduHeHuUs1 c noMowblo KOMaHObl Ping — Mac OS

Br1 Mo’keTe ncnonbp30BaTh KOMaHy Ping, '-ITO6I)I Y6e}:[I/ITbCF[ B IIOAK/TIOYECHU N KOMHbIOTepa K
HpI/IHTepY.BI)IHOHHI/ITe IIpUBENEHHDIC HVMKE J:[eIZCTBI/IH, tITO6I)I HpOBepI/ITb COCOMHEHME C IIOMOIIIbXO KOMaHIbI Plng
1. IIposepsbre IP-agpec npuHTepa, cOefVHEHNE C KOTOPBIM XOTUTE IPOBEPUTD.

[Tposeputs IP-agpec mpuHTepa MOXHO Ha skpaHe «CoCTOAHMe CeTV» Ha MTaHe/N YIpaBlIeHNs IPUHTEpa, B
orueTe coefuHenys 160 B cronbiie IP Address micTka cOCTOSTHMSA CETH.
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2. 3anycture nmporpammy Network Utility.
Beenure Network Utility B Spotlight.

3. Ienxnwure mo Bknanke Ping, sBBegute nposepsembiit IP-agpec ns mara 1 u menkaute Ping.

[ N | Network Utility

Info Netsta!Lockup Traceroute  Whois  Finger  Port Scan

Enter the network addrass ta nina
OO OO IO XK »e. 10.0.2.1 or www.example.com)

Send an unlimited number of pings

© Send only 10 pings

4. HpOBepre COCTOAHME COCOMHEHNA.

Ecnn 06Mmen AaHHbIMI MEXTY KOMIIBIOTEPOM U IIPMHTEPOM HNPONCXOANT, ITOABUTCA CIIEAYIOIIEE COO6].LI€HI/IC.

e e Network Utility

Info  Metstat m Lookup Traceroute Whois Finger  Port Scan

Enter the network address to ping.
XK XX XHK XX {ex. 10.0.2.1 or www.example.com)

Send an unlimited number of pings
© Sendonly 10 pings [ Ping

b4 DYTEs Trom i, 1k#,14.7: 1cmp_Seq=4 TUl=b4 Time=..¥s¢ ms
64 bytes from 790,1R8,73,1: icmp_seqs5 ttl=64 time=32.896 ms
64 bytes from 290, 188,13,1: icmp_seq=6 ttl=64 time=121.774 ms
64 bytes from Ya0. LH.13.1: icmp_seq=7 ttl=64 time=118.428 ms
64 bytes from JWl.i8M.1d.1: icmp_seq=8 ttl=64 time=1.912 ms
64 bytes from 9%0.188,70.7: icmp_seq=9 ttl=64 time=208.127 ms

—= 182, 188 1% L ping statistics

18 packets transmitted, 18 packets'received. @.8% packet loss '

round-trip minfavg/max/stddev = 1.5Tm e ar ey cmmrr

Ecu 06MeH JaHHBIMY MEX/TY KOMIIBIOTEPOM ¥ IIPUHTEPOM He IIPOMCXOLNT, IIOSBUTCS CIIEAYIOLee
coo01IeHME.

e e Network Utility

Info  Metstat m Lookup Traceroute Whois Finger  Port Scan

Enter the network address to ping.
XK XX XHK XX {ex. 10.0.2.1 or www.example.com)

Send an unlimited number of pings
© Sendonly 10 pings [ Ping

HEquUesT TIMEOUT Tor lemp_seq £
Request timeout for icmp_seq 3
Request timeout for icmp_seq 4
Request timeout for icmp_seq 5
Request timeout for icmp_seq 6
Request timeout for icmp_seq 7
Request timeout for icmp_seq B

— |82. 33 L) L3 ping statistics —
10 packets transmitted, @ packets receivec( 100.8% packet loss ]
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MpoBepka cetn kKomnblotepa — Windows

C noMo1Ibi0 KOMaHFHO CTPOKY IPOBEPbTE COCTOSIHIE IOSK/II0OUEH I KOMITBIOTEPa V1 Iy Th OFK/ITIOUeHSI K
IPUHTEPY.ITO MO3BOIUT HAWTY CIIOCOO pelIeHNs IIpo6IeMBbl.

(J Komanpa ipconfig

BLIBOIUT cOCTOAHME TIOK/TIOUEHMS CETEBOTO MHTepdeiica, UCIOIb3yeMOro KOMIIbIOTEPOM B HACTOSIIVIA
MOMEHT.

ITyTem cpaBHeHM: MHPOPMALIUY O IIOJK/TIOUEHNN U (PaKTUIECKOTO COeHEHNA MOXHO IIPOBEPUTD
IIpaBUIbHOCTD NopKmodeHnA.Ecnu B ogHoit cetnt ecTb Heckonbko DHCP-cepBepoB, MOXKHO y3HaTh
(dakTIyecKuii afjpec, Ha3HaYEeHHBI KOMIIBIOTEPY, UCIIONb3yeMblit DNS-cepsep u T. A

J ®opwmar: ipconfig /all
A [Tpumepsr:

o Administrator: Command Prompt |;|i-

:~ripconfig ~all
Windows IP Configuration

e WIN2812R2
Primary Dnz Suffix pubs _net
Hode Type

IP Routing Enahled

WINS Proxy Enabled. .

DNS Suffix Search List pubs .net

[Ethernet adapter Ethernet:

Connection—specific DNS Suffix

Description Gigahit Metwork Connection

Physical Address HHHH—HH—HH—HH KK

DHCP Enabled Mo

Autoconf iguration En Yes

Link-local IPwv6 Adde fefB::38fh:7546 :18a8 :d2Bex14{Preferred>

IPu4 Address 192.168.111 . 18¢(Preferred

Subnet Mask 255 .2585.255.8

Default Gateway 192.168.111.1

DHCPv6 IAID . . . 283142549

DHCPu6 Client DUID B8-01-PA—-A1—-26-48-2F-45-88-1D-73-6A—44-08
DHS Servers . . . 192.168.11441.2

NetBIOS over Tcpip Enahbled

unnel adapter isatap.<PBBARAPA-ABCD-EFGH-HIJK-LMNOPGQRSTUUMS :

Media State Media disconnected
Connection—specific DHS Suffix
Description Microsoft ISATAFP Adapter #H2
Physical Address HE-B0-PH-PA-BA-0B-B6-E@
DHCP Enabled No
Autoconf iguration Enabled

N

(J Komanpa pathping
MO>KHO IIOATBEPAUTD CIMCOK MapIIPYTU3ATOPOB, IPOXOAAIINX Yepe3 y3e Ha3HAUeHN, M MapIIPy TU3ALINIO
COeNVHEHNA.
[ ®opwmar: pathping Xxx.XXX.XXX.XXX

1 TIpumepsr: pathping 192.0.2.222

o Administrator: Command Prompt

=~>pathping 192.168.111.28

racing route to EPSONAB12AB [1922.168.111.281
over a maximum of 38 hops:

B UWINZB12RZ.pubs.net [192.168.111.181

1 EPSONAB12AB [192.168.111.281

omputing statistics for 25 seconds...
Source to Here This ModerLink

op RIT LostsSent = Pect LostsSent = Pct Address
8 WIN2B12R2 .pubs.net [192.168.111.181

B H
Bx EPSONAB12AB [192.168.111.281

B/ 188 =
1 38ms 8- 188 B 8- 188 =

race complete.

N2

72



PyKOBOﬂ,CTBO AaAMUHNCTPATOpPa

YcTpaHeHne Henonaaok

NMpoBepkKa nogkKnoyeHns

Ha npunTepe mnm xoMnbploTepe, MOAK/IIOYEHHOM K TOMY € CETMEHTY, 4TO ¥ IPUHTEP, IPOBEPhTE NPaBUIbHOCTD
HOAK/TIOYEHNsI K IPUHTEPY U Hallke.DTO MO3BOIUT HAMTY CIIOCOO pellleHNus PO 6IeMBl.

MouTtoBbIN cepBep
Hp0Bepre COCOMHECHIIE an/IHTepa N IIOYTOBOIO cepBepa C IIOMOIIIBIO Q)YHKHI/II/I HpOBepKI/I CE€TEBOI0 COCAMHECHMA

MIpUHTEpa.

CooTtBeTcTBYIOULAA MHPoOpMaLuA

= «[IpoBepKa CoeMHEHNs [I0YTOBOTO cepBepar» Ha cTp. 38

DNS-cepBep

ITposepbre ocHOBHOIT DNS-cepBep koMmmnbroTepa.llpoBepbTe cTaTyc ceTeBOro afanrepa KOMIbIOTEPA, KOTOPBI
HaXOJIUTCA B 3TOM K€ CETMEHTe CETH, YTO U IIPUHTEP, a TAKKe MMPOBEPbTE MPAaBUIbHOCTL HacTpoek DNS nia
MIpUHTEPA.

Hactpoitku DNS-cepBepa KOMIIbIOTEpPa MOXXHO IIPOBEPUTH CIEAVIOLIM 00pasoM.

4 Windows: ITanens ynpasinenus > Cetb u VIutepHer > IleHTp ynpasieHus ceTamMu U 0O1UM JOCTYIIOM >
VsmeHeHMe MapaMeTPOB aflanTepa

ITpu HamMYMYU HECKONBKMX CEeTEeBBIX MHTepP(elicOB MOXKHO BBIIIOJTHUTD IPOBEPKY, BBeAs KoMaHpy ipconfig/all B
KOMaHJHOII CTPOKe.

(1 Mac OS: Cucremusie HacTpoiiku > CeTs > [JonomuurensHo...> DNS

WHnymannsauuna ceTeBbiX HaCTpoeK

OtknioueHune Wi-Fi ns Web Config

Ortximoyenne Wi-Fi B Web Config.Ecu npu otxmtouenun Wi-Fi yepes aTo coennHeHne ObIIM IOGK/IIOYEHB
Kakye-b0 yCTpOCTBa, OHY OTK/TIOYAIOTCS.

1. Orkpoiire Web Config u Bei6epute Bknagky Cerb > Wi-Fi, 3aTem Bbibepute Otkmountp Wi-Fi.

2. Tlpourure coobienne, 3aTeM Boibepute OK.

PaspbiB nogknioueHuna Wi-Fi Direct (npocTtas Touka gocryna) c nomouybio
Web Config

Orkmouenne Wi-Fi Direct (mpocTtas Touka goctyna) B Web Config.
1. Boitgure 8 Web Config u Bri6epute Bknaaky Cersb > Wi-Fi Direct .

2. Boibepure 3Hauenne OTKIIOUUTH 77151 mapameTpa Wi-Fi Direct .
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3. Haxwmure Cnegyrompii

4. Tlpourure coobmennue, 3aTeM Boibepure OK.

OTtknioueHune Wi-Fi Ha naHenv ynpasneHus

[Tpu oTxmrouennn pexxnma Wi-Fi coegunenne Wi-Fi paspoiBaercs.

1. Haxwmure i ‘ E Ha ITaBHOM 3KpaHe.

2. Boibepure MapmpyTusarop.

OTobpakaeTcst COCTOSIHME CETH.
3. Haxwmurte VI3MeHUTh HACTPONMKM.
4. Boibepure [Ipyrue > O1xmountb Wi-Fi.
5. Ilpocmorpure coobiIeHNe M BBIIOTHUTE HACTPOJIKY.

6. Ilpu orob6paxkeHNM Ha SKpaHe MOATBEP>K/AIONIET0 COOOIeHN 3aKPOIiTe IKPaH.

OKpaH aBTOMATNIECK!M 3aKPOETCs 110 UCTeUeHUN OIIpefie/IeHHOTO BpeMeH.

7. 3axpoiite skpaH HacTpoliky NOgKII0YEHNA K CETH.

8. Haxmure KHONKY 7

PaspbiB noakniovyeHuna Wi-Fi Direct (npoctasa Touka gocrtyna) Ha naHenu
ynpaBneHuns

IIpumeuanue:

Ipu omxnouenuu coedunenus Wi-Fi Direct (npocmas mouxa 0ocmyna) 8ce KoMnviomepot U UHMeNIEKMyanvHoie
ycmpoticmea, nooknoueHHvle k npurmepy uepes coedurerue Wi-Fi Direct (npocmas mouka docmyna), 6yoym
omxmoueHvl. Ecniu 61 xomume omxniouums KOHKpemHoe ycmporicheo, 8binonHume Omxa1eHue Ha ImMom ycmpoticmae,
a He HA npuHmepe.

1. Haxwmure i ‘ E Ha ITaBHOM 3KpaHe.

2. Boibepure Wi-Fi Direct.

Otobpaxaercst unpopmarms Wi-Fi Direct.
3. Haxwmurte VI3MeHUTh HACTPONMKM.
4. Bwibepure OTknounts Wi-Fi Direct.
5. Haxmure OTKII04eHNEe HACTPOEK.

6. Ilpu oTobpaskeHny Ha 9KpaHe MOATBEPXKAAIOLIETO COOOIIEHNMS 3aKPOIITe IKPaH.

91<paH ABTOMATNYIECKM 3aKPOETCA 110 ICTEYEHUM OIIPpENE/IEHHOIO BpEMEH.
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BoccraHoBneHMe ceTeBbIX HaCTpoOeK C NOMOoLblo NaHeNnu ynpaBneHna

Bbl MO>KeTe BBIOTTHUTD COPOC BCeX HACTPOEK CeTU Ha 3HAUYEHMs 110 YMOTYaHUIO.

1. Bei6epure Hactp. Ha Ha4aIbHOM 3KpaHe.

2. Beibepure O6miye mapaMeTpsl > ATMUHUCTPUP. CUCTeMBI >Bocct. HacTp. mo ym. > HacTpoiiku ceTn.
3. Ilpourure coobienne, 3areM Bbibepute [a.

4. Tlpu oToOpakeHUU Ha SKpaHe MOATBEPXK/IAIOIEr0 COOOIIeHN 3aKPOJITe 9KPaH.

OKpaH aBTOMATNYECK!M 3aKPOETCs 110 UCTeUeHUN OIIpefie/IeHHOTO BpeMeH.

HeuncnpasHocTHn

HeT poctyna Kk Web Config

MpuHTepy He Ha3HaueH IP-agpec.

Bosmoxxno, mpunTepy He HasHaveH fgomyctumblii [IP-agpec.Hacrpoiire IP-agpec, ucnonbsys manenb yrnpasieHUs
npuHTepa. Texyiine sHauYeHN A TapaMeTPOB MOXKHO IIPOBEPUTD C TIOMOLIbIO CTPAHUIIBI COCTOSTHUA CETU MU
ITaHe/V YIPaBIeHNs IPUHTEPA.

Be6-6paysep He nogaepxunBaeT pexxum Kpuntorpadpuueckasa ctomnkoctb ana SSL/TLS.

I SSL/TLS ycranosnen pexxuM Kpumnrorpaduueckas croiikocts. Web Config MOXXHO OTKpPBITD B BeO-Opaysepe,
IOJIep>KUBAIOIeM MaccoBoe MuQpoBaHie, ciefyommm o6pasom.IIposepbTe, Hoamep>KuBaeT 1 bpaysep Takoe
mudpoBanme.

(1 80 6uT: AES256/AES128/3DES
(4 112 6ut: AES256/AES128/3DES
(1 128 6uT: AES256/AES128

(1 192 6ura: AES256

(4 256 6ut: AES256

Cpok pencreuna Ceprudumkart, nognucaHHbin LIC ncrek.

I[Tpu Hamuuy po6IeMBI € UCTEYEeHEM CPOKa JelicTBIA cepTudukata npu nopkmodennn Kk Web Config yepes
coenmuenne SSL/TLS (https) orobpaxkaercs coobitenne «Cpok feitcTBus ceprudukara ucrek».Ecm coobuienne
0TOOpaXKAaeTCs KO MCTEIEHNsI CPOKA TOFHOCTH, TO YOemuTeCh, 4To jaTa MpMHTEepPa HACTPOEHA IIPABNU/IBLHO.

O6Lee nmsa B cepTudurKaTe N Ha NPUHTEPeE He COBMNaAaer.

Ecmm o61iee nms B cepTudukaTe u Ha IPUHTEPE He COBIIAfaeT, mpu goctyne k Web Config uepes coennHeHne
SSL/TLS (https) oTobpaxaercst coobienne «VIms ceprudukara 6€30mMacHOCTH He COBIAAET C++».ITO
MIPOVCXOIUT ITOTOMY, YTO He COBIIAfIAioT crienyolue [P-agpeca.

(d IP-ajjpec nmpuHTEpa, BBeEeHHbI 17151 061iero nmenn rnpu cospanny Camonopmucanubiii cepruduxar na CSR

[d IP-agpec, BBefeHHBIIT B Be6-Opaysepe mpu 3anycke Web Config
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Ecmu ucnionbayeTcs: CaMOIIOANIMCAHHBII cepTUdUKaT, u3MeHuTe uMs npunHrepa.Ceprudukar 06HOBIEH, MOXXHO
MTOJK/IIOYNUTD IIPUHTEP.

Ecmu ucnonssyerca Ceprudukar, nopnucanusiii LIC, eme pas nmonyunte cepTuduKkaT i IpuHTEpa.

B Be6-6pay3epe He HacTPOeHbl NapaMeTpbl NPOKCU-cepBepa ANA NIOKA/IbHbIX aAPeCcoB.

Ecnyt npyHTEp MCIIONb3yeT IIPOKCU-CepBep, HACTPOiiTe BeO-Opaysep Tak, YTOOBI OH He MOAK/IIYAIC K
TIOKa/IbHBIM afipecaM uepes IpOKCH-CcepBep.

J Windows

Boi6epure Ilanens ynpasnenus > Cets u VInTepHeT > CBolicTBa 0603peBarens > [logknoueHus >
Hacrpoiika cetu > IIpokcu-cepBep, I0C/e 9€ro OTK/IIYNTE MCIO/Ib30BaHe IIPOKCHU-CepBepa I CeTH
(noxasbHBIE afipeca).

1 Mac OS

Bei6epute Cucremubie HacTpoiiku > CeTb > [fomonunuTenbHo > IIpOKCH 11 3aperucTpupyiiTe TOKATbHBII
agpec B pasgene O6xop IPoOKCcH-cepBepa A ITUX XOCTOB M IOMEHOB.

ITpumep:
192.168.1.*: tokanbHbI agpec 192.168.1. XXX, Macka nopcetu 255.255.255.0
192.168.*.*: noxanbublit afpec 192.168. XXX. XXX, macka nmofcetu 255.255.0.0

CooTBeTcTBYIOWAA MHpopmaLus

= «Jloctyn k npunoxennio Web Config» Ha cTp. 28

= «Hasnauenne [P-ajpeca» Ha crp. 20
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MpunoxeHne.

Npuno)xeHune.

BBepeHne B ceTeBoe NporpamMmmHoe obecneyeHve

Huxe onmcano nporpaMMHoe obecriedeHyie, KOTOpOe IIO03BO/IeT HACTPaMBaTh Y YIPABIATDb YCTPOICTBAMI.

Epson Device Admin

Epson Device Admin — 3To MHOTOQYHKIMOHA/IbHOE IPOTpaMMHOe obeciedeHye /I YIIpaBIeHUs
YCTPOJCTBAMM IO CETM.

B HeM mocTymHBI clenyomye GyHKIUIL.

(1 MonnrtopuHr u yupasnerne 1o 2000 IpMHTepOB ¥ CKaHEpOB B OTHOM CETMEHTe

(J Cospanue nogpo6HOro oT4eTa, HAMpUMep O PACXOAHBIX MaTepyasIaxX MM CTaTyce POAYKTa
(J O6HOB/IEHVIe MUKPOIIPOTPaMMBI IPOYKTA

(d JTo6aBneHue yCTPONCTB K CETH

(d TIpuMeHeHMe OOMHAKOBBIX IIAPaMeTPOB K HECKOTIBKMM YCTPOCTBAM.

Epson Device Admin Mo>xHO 3arpysuth Ha Be6-caitte moppaep>xku Epson.ITogpobuyio nudopmaryio cM. B
JmoKyMeHTauy mnn cupaske 110 Epson Device Admin.

3anyck Epson Device Admin (tonbko Windows)

Bei6epure Bece mporpammbt > EPSON > Epson Device Admin > Epson Device Admin.

Ipumeuanue:
Paspewiume docmyn ons Epson Device Admin, ecnu nosiensiemcs npedynpexcoerue 6panomayapa.

EpsonNet Config

EpsonNet Config — aTo nporpaMMHoe ofecliedeHue [ yCTAaHOBKY ITapaMeTpoB yCTpoiicTBa 1o cetu.Ecn

YCTpOJiCTBa IOfCOeANHEHBI K ceT Yepe3 Ethernet, MOXkKHO ycTaHaBNMBaTh Ha HUX ITapaMeTPhl, Takue Kak IP-
azipec, MU3MeHeHe MeTO/a MOJK/IIOUeHN A U T. [I., JaKe I/ YCTPOIICTB, Ha KOTOPbIX He HasHaueH IP-agpec.Oto
TAK)Xe MOXXET ObITD ITOJIE3HBIM [I/I51 YCTAHOBKM CETEBBIX IAPaMeTPOB /IS YCTPOMCTB Oe3 IaHe/M yIpaBaeHu.
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MpunoxeHne.

ITompo6uyo MHGOPMAINIO CM. B TOKyMeHTanuy wm cripaske o EpsonNet Config.

 EpsonNet
Config

SE Version

hitializng g

3anyck EpsonNet Config — Windows

Boibepure Bece mporpammst > EpsonNet > EpsonNet Config SE > EpsonNet Config.

Ipumeuanue:
Paspewume docmyn onst EpsonNet Config, ecnu nosiensemcst npedynpesxcoetvie 6panomayapa.

3anyck EpsonNet Config — Mac OS

Haxmure Iepeiitu > Ilpunoxxenns > Epson Software > EpsonNet > EpsonNet Config SE > EpsonNet Config.

EpsonNet Print (ronbko Windows)

EpsonNet Print — ato mporpaMmmHoe obecredenne, npegHasHadenHoe mis nedatu B cetn TCP/IP.Ono
yCTaHaB/IMBAEeTCsA YCTAaHOBIMKOM BMECTe € ApaiiBepoM IpuHTepa.lljid nmedaTu 1o cetu cospaiire nopt EpsonNet
Print. OyHK1My 1 orpaHn4YeHnA epeuncieHbl HIDKe.

(d CocrosiHMe IpUHTepa 0TOOpa)kaeTcs Ha SKpaHe AUCIeTYepa O4epey IedaTy.

(4 Ecmu IP-agpec npunTtepa nsmensiercst nocpegcrsoM DHCP, To npuHTep Bce paBHO 0OHAPY>KMBAETCsL.
(1 Mo>XHO CIIONb30BATh IPUHTEP, HAXOMALINIICA B IPYTOM CETMEHTE CeTI.

[ Mo>XHO nevyaraTh, MCIONb3Ys OUH V3 HOCTYIIHBIX IIPOTOKOIOB.

[ IPv6-agpeca He OAEPKUBAIOTCS.

EpsonNet SetupManager

[Tpunoxenue EpsonNet SetupManager npezncrasisaeT co6oil mporpaMMHoe obecniedeHye /I CO3[jaHNnsA ITaKeTa
IIPOCTOJ YCTaHOBKM IIPUHTEPA, HAIIPMMeEP YCTAaHOBKM ApaliBepa npuHTepa, ycraHoBKu EPSON Status Monitor u
CO3fIaHMs MOPTa pUHTepa. [JaHHOe IporpaMMHOe obecriedeHe TO3BOAET aiIMIHNUCTPATOPY CO3[jaBaTh
YHMKa/IbHbIe IPOrPaMMHBIe IaKeThl U paclpefiesiATh UX MeXAY IPyNIIaMIL.
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MpunoxeHne.

I1s momydeHust [OIOMTHUTENIbHO MHGOPMALNH IIepeliiuTe Ha peIrMOHANIbHBIN Beb-caitt Epson.

N3meHeHne HacTpoek Wi-Fi Ha naHenu ynpasneHuna
(WPS)

MoxkHo noaxmounTbesi K Wi-Fi ¢ manenu ynpasneHus npunrepa, ncnonab3ys Gyukiumo WPS.

CooTtBeTcTBYIOLAA MHOpMaLuA
= «Hacrpoiika Wi-Fi ¢ nomompio knonku (WPS)» Ha cTp. 79

=» «Hactpoiika Wi-Fi ¢ nomompsio Hactporiku PIN-komga (WPS)» Ha cTp. 80

Hacrpomnka Wi-Fi c nomowbio kKHonku (WPS)

Bbl Mo>KeTe aBTOMaTU4YeCK HaCTPOUTD ceTb Wi-Fi, Ha)kaB KHOIIKY Ha TOouKe focTyna. Eciu BeinonuAwTca
CTIeyIoI e YCIOBYA, BBI MOXKeTe MCIOIb30BATh 3TOT CIIOCO0.

[d Touxa ocryma coBMectuma ¢ WPS (saupuienHast Hactporika Wi-Fi).

[ Texyuee coegunenne Wi-Fi 6b1710 co3aHO ¢ TIOMOLIbI0 HAXATHS KHOIIKM Ha TOYKe JOCTYIIA.

IIpumeuanue:
Ecnu 8vt He Moxceme Halimu KHONKY ub0 8l 8binonHseme HAcmpoiky ¢ nomowsvro I10, o6pamumecs k 0oKymenmavuu
Ha mouky docmyna.

1. Haxwmwure E | E Ha [JTaBHOM 3KpaHe.
2. Bsibepure MapmpyTusarop.

3.  Haxwmure HayaTh ycTaHOBKY.

Ecnu ceTeBOe OAKITIOUEHME Y>Ke HACTPOEHO, 0TOOPAXKAIOTCS IOAPOOHbIE CBEIEHIS O ITOAK/IIOYeHU.
Haxxmure Vismennte pex. Ha nopknodenne Wi-Fi. i M3sMeHnTh HacTpoOIiKu 111 U3MEeHEHNUA HaCTPOeK.

4. Boibepute Hactpoiika kHonkoit (WPS).

5. Vpepxusaiite kHOIKY [WPS] Ha Touke JOCTyIIa 1O TeX IIOp, IIOKa He HAYHET MUT'aTh MHAUKATOP
6e30IacHOCTH.
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MpunoxeHne.

Ecnu BbI He 3HaeTe, rie HaxopuTcst KHonka [WPS], mubo Ha Touke fOCTyIa HET KHOIIOK, 00paTnTech K
OOKYMEHTALlM Ha TOYKY JOCTYTIA.

6. Haxmure 3amyck HacTpOIKM.

7. 3akpoiiTe sKpaH.
OKpaH aBTOMATUYECK) 3aKpPOeTCs 110 ICTeYeHUN OIIpeie/IeHHOTO BpeMeH.

Ipumeuanue:

Ecnu ycmanosump coeduneHue He yOacmcs, nepesanycmume mouxy 0ocmyna, nepemecmume ee 6nusxce Kk npuHmepy
u nosmopurme nonvimky. B cnyuae neyoauu evieedume Ha newamv omuem o cemesom coeOuHeHUU U evibepume
peueHue npobremoL.

8. 3akpoiiTe 9KkpaH HACTPOEK CETEeBbIX MOAKITIOUEHNIA.

Hacrpomnka Wi-Fi c nomowbto Hactpoukn PIN-koga (WPS)

K Touke mocTyma MOXXHO aBTOMaTUYECKH MOAKIIOYUTHCS ¢ HOMOIbi0 PIN-Koza.9TOT c110c06 MOXHO IIPUMEHSTD,
ecnu To4Ka foctyna umeet gpyukunio WPS (3amuiiennas Hacrpoiika Wi-Fi).[lns ycranosku PIN-Kkoza Ha Touke
TOCTYIIa UCIO/Ib3YiiTe KOMIIBIOTEP.

1. Haxwmure E ‘ E Ha I7IaBHOM 3KpaHe.
2. Bsibepure MapuipyTusarop.

3. Haxmure HayaTh ycTaHOBKY.

Ecnu ceteBoe NOAK/IIOUEHME YXKe HACTPOEHO, OTOOPa’KAIOTCs MOAPOOHbIE CBEIEeHN O
nopgkmodeHnu. Haxxmure Vismennre pex. Ha nogknrodenne Wi-Fi. nnn VIsMeHUTh HacTpOMKM 111
M3MeHeHN HaCTpOoeK.

4. Bwi6epure Opyrue > Hactp. PIN-koga (WPS)

5. Cnomoiupio KoMmnbioTepa BBegute PIN-ko1 (BocbMu3HauHOE YMC/IO0), 0TOOpakaeMblil Ha aHen
yIIpaBjIeHVs IPUHTEPa, B TOUKY JOCTYIIA (IIpoliefiypa He JO/DKHA IPOKOJDKATBCS 60Iee IBYX MUHYT).
IIpumeuanue:

Jns 6onee nodpobHoti ungopmayuu o 8600e PIN-x00a obpamumecy k 00KyMeHMAayuy Ha mMo4Ky 00cmyna.

6. Haxmure 3amyck HacTpOMKIL.

7. 3axpoiiTe 3KpaH.

B crygae ecnut BbI He BhiOepeTe 3aKphITh, OKHO aBTOMAaTUYEeCKY 3aKPOETCs MO MCTeYeHM OIpefie/IeHHOTO
BpeMEHI.

IIpumeuanue:

Ecnu ycmarnosumov coeduHeHue He yoacmcs, nepesanycmume mouxy docmyna, nepemecmume ee 67iudxce xk npuHmepy
u nosmopume nonvimky.B cnyuae Heyoauu évigedume Ha newamv omuem o coeOUHeHUU U 8vibepume peuerive
npobnemot.

8. 3akpoiiTe 3KpaH HaCTPOEK CeTeBbIX IO/IK/TI0UeHNIL.
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MpunoxeHne.

Ucnonb3oBaHue nogkniouyeHnsa Wi-Fi Direct (npoctan
TO4YKa gocTtyna)

[Mopxmouenne Wi-Fi Direct (mpocTas Touka BoCTyna) UCIIONb3yeTcs [iIsd IONKII0UeHNs IIPUHTEPA U YCTPOICTB
HaIpAMYIO.

[TockonmpKy IpUHTEp HONMYyCKaeT MOAK/IIYeH)e HAPAMYIO 6e3 MCIIO/Ib30BaHNA CETH, OH MOXKET UCIIOTIb30BaTbCS
KaK BpeMeHHOe ITOJK/II0YeHNe YCTPOJICTBA K IIPUHTEPY, OAKII0YeHHOMY K ceTy 6e3 IpaB JOCTyIIA.

BxknioueHune Wi-Fi Direct (npocTasa Touka AocTyna) Ha naHenu
ynpaBneHusA

Bei6epure E | E Ha IIaHe/M YIIpaBJIeHNA IIpUHTEpa.

—_

2. Bwi6epure Wi-Fi Direct.
ITpu BrmoyeHun cBsi3u Wi-Fi Direct (mpocTas Touka goctymna) orobpakaercss MHGOpManusa o CoefuHeHUN
Wi-Fi.

3. Boibepure HauaTh ycTaHOBKY.

4. Boibepute 3amycK HaCTPOVIKH.

ITpu BxmroueHnu cBsisu Wi-Fi Direct (mpocras Touka goctyma) orobpaxaercs cets (SSID) u mapons.

5. 3akpoiiTe sKpaH.

Ipumeuanue:
ook nouaiimecs Kk npuHmepy ¢ UHMeLIEKMYANLHLIX YCMPOLicme, ucnonvsyst cemv (SSID) u naponv, omobpascaemote
HA naHenu ynpaeneHus npuxmepa.

N3meHeHne napametpos Wi-Fi Direct (npocraa Touka gocryna)

Ecnmu BxrodeH pexxuM nopknodenusa Wi-Fi Direct (mpocTtas Touka goctymna), MOXXHO U3MEHUTD

L
COOTBETCTBYIOLIME [TapaMeTPbl, BBIOpaB MEHIO E | E > Wi-Fi Direct > VI3sMeHUTDb HaCTPOJNIKH, IIOCTIE YETO
HOABATCA CNIENYIOIE TYHKTHI MEHIO.

MBMGHEHMEHBPOﬂﬂ

VsMeHeHMe Tapo/is HOAKIIoYeH s K mpuHTepy o Wi-Fi Direct (mpocTas Touka ZOCTyIa) Ha IPOM3BOIBHOE
3HayeHMe. B mapone MoxxHO ucnonb3oBaTh cuMBobl ASCII ¢ 9KpaHHOI KIaBUaTyphl Ha TAHENN YIIPABIeHNA.

ITpy M3MeHeHNY NApOJIA BCe TIOAK/II0UEHHBIe YCTPOICTBA OTK/IIOYAITCA. YTOOB CHOBA ITOAKIIOYNTD 3TH
YCTPOJICTBA, MCIIOIb3YIITE HOBBIN IapOJIb.

OtknioueHne Wi-Fi Direct (npocras Touka focryna)

OrtximoyeHne napamerpos pexxuma Wi-Fi Direct (mpocTas Touka goctymna) Ha npuHTepe. [Ipy oTK/I04eHnn 3T0ro
pexuMa TaKxe 6yIyT OTK/IIOYEHBI BCe YCTPONCTBA, IIOJK/II0YeHHbIe K IpUHTepY B pexkume Wi-Fi Direct (mpocrtas
TOYKa JOCTYIIA).
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MpunoxeHne.

YpaneHue nipopmauyum 06 MHTENNEKTYasIbHOM YCTPOICTBE

YnaneHue (3aperncTpupoBaHHOIT) MHPOPMALUI MHTE/UIEKTYaTbHOTO YCTPOIICTBA, COXpPAaHEHHOI Ha IIPUHTEpe
npu nopxiodeHy ¢ momoubio Wi-Fi Direct (mpocras Touka focryma).

Ecnu Ha ycrporictBe Android monnep>xuBaetcs ¢pyukuusa Wi-Fi Direct, ero MOXXHO IOAK/TIOYNTD K IIPUHTEPY B
aToM pexxume. [TpuHTep coxpanseT MHGOPMALIUIO STOIO YCTPOIICTBA, €C/IU NP IIONbITKE MOAKITIOYEeHNS C
ucrionb3oBanyeM ¢yHkiyy Wi-Fi Direct BbI 3aperncTpupoBay ero Kak paspelleHHOe WM Kak OTK/IoHeHHoe. Ha
OCHOBE 3TOJI 3aperYCTPUPOBAHHOI B IPUHTePe MH(OPMALIM NIPK CIeAYIOLIeM IOK/TI0UeHNN 9TOTO YCTPOICTBA
c ucnonb3osanueM ¢pynkunu Wi-Fi Direct ero nogxodene 0yer paspelieHo W OTKIOHEHO.

IIpumeuanue:
Bxmouumv/omxmouums Wi-Fi Direct (npocmas mouxa docmyna) unu yoanumv UHGOPMAUUIo 3apeticmpuposanHozo
ycmpoiicmea maxice moxHo Ha exnaoke Cemv > Wi-Fi Direct 6 Web Config.

N3meHeHue cnocoba noaoxKnw4vyYeHunA

VIsmeHuTE CIIOCO6 IIOOK/IIOYECHMA. VM3amennre 3Ty HaCTpOﬁ[KY, TI03BO/IAIOIYIO BKIIOYUTD CE€Th.

Ecnu IP-agpec HasHayaeTCcs BPYYHYIO, IPOBEPbTE ¥ CUCTEMHOTO afMMHMUCTPATOPa, MOXXHO JIM UCTIONIb30BaTh 3TOT
ke IP-afipec B HOBOII ceT.

IIpumeuanue:
Ecnu nooknouenue Wi-Fi exniouerno, nooxkmwouenue Ethernet omxnouaemcs.

CooTtBeTcTBYIOLAA MHopMaLua
=» «ITepexon ¢ mopkmouenns Ethernet va mopkmrouenne Wi-Fi» Ha ctp. 82

=» «ITepexon ¢ mopxmouenust Wi-Fi Ha nopkmouenne Ethernet» Ha ctp. 83
Mepexop c nogknioueHnn Ethernet Ha nogknioueHne Wi-Fi

MNepexop Ha noaknioueHne Wi-Fi Ha naHenun ynpaBneHunsa

I[Tepeiipute ¢ mopkmoyenus Ethernet Ha mopgxmouenne Wi-Fi Ha maHenu ynpasneHus npuntepa. VismeHnenue
crioco6a MOAK/IIYEHM [0 CYTU He OT/IMYAeTCs OT HacTpoliky nopgkmodennsa Wi-Fi. Cm. paspen B aTom
PYKOBOJZICTBE, IIOCBSIIEHHBIN HACTpoliKaM Hopakouennss Wi-Fi Ha maHnenu ynpasieHNs IpUHTepa.

CooTBeTcTBYIOWAA nHpopmaLus

= ([lonxnouenne K 6ecipoBonHoit mokanbHoit cetn (Wi-Fi)» Ha crp. 25

Mepexop Ha nogknioueHune no Wi-Fi c nomowbio Web Config

smennte nopkmouenue mo Ethernet Ha nopxmouenne o Wi-Fi ¢ momomnisio Web Config.

1. Boiipure B Web Config 1 Boi6epute Bkaanky Cerb > Wi-Fi.

[Tpu ycTaHOBKe NMaposis afIMMHICTPATOPA BBIIIOTHUTE BXOJ, KaK afIMUHICTPATOP, BBEM MMs ONb30BATENA U
Haporb.

2. Haxmure YcranoBka.
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MpunoxeHne.

3. Beibepure SSID ajist TOUKM JOCTYIIA ¥ BBEGUTE MTAPOTIb.
Ecmu tpebyempiit SSID He oTobpakaercs, Boioepute Beectu SSID n BBenmte SSID.
4. Haxmure Cnegyromui.
5. IIpouutaiite oTo6paxkaemoe coobueHne u menkaute OK.
6. Orkmounte kabenb Ethernet ot mpunTepa.
IIpumeuanue:

MosxcHo maxie usmeHumo memoo nooknouerus 8 Epson Device Admin.IIo0po6Huvie c8edeHust cm. 8 pykosodcmee unu 8
cnpaske Epson Device Admin.

CooTtBeTtcTBYIOLAA nHopMmaLua

= «Jocryn k npunoxkerunto Web Config» Ha ctp. 28

= «Epson Device Admin» na ctp. 77

Mepexop c nogknioueHna Wi-Fi Ha nogknioueHune Ethernet

N3meHeHMe ceTeBOro NoAKAIOUYEHNA Ha Ethernet c nanenn ynpaBneHunA

BeimonHmTe IpUBEEHHBIE HIDKE [ECTBISA, YTOOBI M3MEHUTD ceTeBoe noakmodeHne ¢ Wi-Fi na Ethernet ¢
IIOMOIIBIO ITaHe/ M YIIPaBIeHUs.

1.

Bei6epure HacTp. Ha HagaIbHOM 9KpaHe.
Bei6epute O6uiye napametpst > Hactpoiiku cetu > Hactpoiika nposogHoit JIBC.
Haxxmure 3amyck HaCTpOKH.

HpOBepre COO6HI€HI/I€, 3aTeM 3a1<p0171Te 9TOT 3KpaH.

SI(paH ABTOMATUNYE€CKM 3aKPOETCA 110 UCTEYEHUN ONIPENETIEHHOIO BPEMEHN.

[Topxm0uMTe IPUHTEP K MApIIPYTHU3aTOPY ¢ moMolnpio kabess Ethernet.

CooTtBeTtcTBYIOWAA nHopMmaLua

= «[lopxmouenne k Ethernet» Ha cTp. 25

Mepexop Ha noaknioueHune Ethernet c nomouwbio Web Config

I[Tepexmnouenne ¢ nopkmodenns Wi-Fi Ha nopkmouenne Ethernet ¢ momormpio Web Config.

1.

Boitnute B Web Config u Bei6epure Bxnanky Cerb > Wi-Fi.

[Tpu ycTaHOBKE Mapo/IA afMMHUCTPATOPa BLIIIOTHUTE BXOJ, KaK alMUHICTPATOP, BBEMA MM IO/Ib30BATENA 1
Hapoib.

Haxxmure OTknrounth Wi-Fi.
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MpunoxeHne.

3. IIpournre coobuenue, satem Boibepute OK.

4. TlopkmouuTe IPUHTEP U KOHIEHTPATOpP (KOMMYTAaTOp JIOKaIbHOII ceTy) kabeneM Ethernet.

Ilpumeuanue:
Moscno maxice usmenump memod nooxmouerus 8 Epson Device Admin.IIo0po6tuie ceedeHust cM. 8 pyKosoocmee unu 8
cnpaske Epson Device Admin.

CooTtBeTcTBYIOWAA MHpopMmauua
= «Jocryn k npunoxkerunto Web Config» Ha ctp. 28
= «Epson Device Admin» Ha ctp. 77

Wcnonb3oBaHue nopTa NpuHTEpa

HPI/IHTep UCIIONb3YET C)IeI[YIOI.LU/If/l IIOpT. Shv/i IIOPThI JO/IKHBI ObIThH pn H€06XOI[I/IMOCTI/I Ppa3pelIeHbl CETEBbIM
AIMVHUCTPATOPOM.

OTnpaBuTenb UcnonbsoBaHune Monyuatennb Mpotokon Homep nopta

(knueHT) (cepBep)

MpwnHTep Ynpasnexne WSD KnuneHTcknin WSD (TCP) 5357
KomnbloTep

KnuneHTcknin OnpepgeneHve npuHTEpa U3 MpuHTep ENPC (UDP) 3289

KoMMbloTep npunoxexua (Hanpumep, EpsonNet

Config) n gpaiiBepa npuHTepa.

C6op 1 HacTpoiika nHbopmaumm MIB MpuHTep SNMP (UDP) 161
13 npunoxeHus (Hanpumep, EpsonNet
Config) n ppariBepa npuHTepa.

Mepecbinka gaHHbix LPR MpuHTtep LPR (TCP) 515

Mepecbinka gaHHbIX RAW MpuHTep RAW (nopt 9100) 9100
(TCP)

MepeHanpasneHne gaHHbIX AirPrint MpuHTtep IPP/IPPS (TCP) 631

(nevatb yepes IPP/IPPS)

Mowuck npuHTepa WSD MpuHTep WS-Discovery 3702
(UDP)
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HacTtpoikn 6e3onacHoCcTu 1 npeaoTBpalleHne
onacHbIX CUTyaLuumn

Ecny nprHTep MOAK/IIOUEH K CETI, MO>KHO ITOTY4NTh K HEMY HOCTYII M3 YAJIEHHOIO MeCTOHOMOKeHus1. Kpome
TOTO, CPa3y HECKOIBKO ITO/Tb30BAaTeNell CMOTYT COBMECTHO VCIIONB30BATh STOT IPMHTEP, YTO IO3BOISET

HOBBICUTD 9P PEeKTUBHOCTD U Y0OCTBO paboTsl. OFHAKO YBEMNIMBAIOTCS TaKye PUCKM, KaK He3aKOHHBIN TOCTYII,
HeJlera/IbHOe MCIIOb30BaHMe U B3/IOM HaHHbIX. [Ipy 1CII0/Ib30BaHMY IPUHTEPA B Cpefie, ITie eCTh JOCTYII K
VIHTepHeTY, pUCKM pacTyT elie 6oblle.

Ecmy mprHTEpBI He 3allIMIIeHbI OT JOCTYIIA M3BHE, MOXHO Oy/eT HOMY4IUTb JOCTYII K STOMY IPUHTEPY U3
VuTepHeTa ¥ IPOCMOTPETD XKyPHA/IbI 3aJaHMII [1€9aTH, KOTOPbIe XPAHATCS Ha IIPUHTEPE.

Bo nsbexanne atux PUCKOB ITPUHTEPDI EPSOH OCHall€HbI PA3INIHBIMY TEXHOIOTUAMMU 6€30IaCHOCTIL.

HacTpoiiTe mpuHTep B COOTBETCTBUU C TPeOOBaHMAMY YCIIOBUI OKPY>KaIoIieli Cpefibl, KOTOPbIe ObIIN
copmmpoBaHbI Ha OCHOBE MHPOPMALINY, YKa3aHHOV KIIMEHTOM.

HasBaHne

Tun pyHKUMN

Yr1o onpepenartb

Yro npeporBpawiatb

CoepunHeHuna SSL/TLS

Mpwn poctyne K cepeepy
Epson ¢ npuHTepa, Hanpumep
npu obpaLleHnm ¢
KOMrbioTepa yepes Beb-
6pay3sep nnv npu
06HOBJIEHN BCTPOEHHOTO
NpPOrpaMmHOro
obecneyeHus, BCe JaHHble,
nepepasaemble MO KaHany
cBA3n, WndpyroTca ¢
nomolbto NnpoTtokona SSL/
TLS.

Monyuute ceptudukar,
NoAnuCaHHbIN LEHTPOM
ceptudukauyun (LC), a 3atem
MMMOPTUPYWiTe ero B
npuHTEp.

CepTrduKart, nognmcaHHbIn
LC, obecneuniBaeT
npo3pavyHoOCTb npoLiecca
ngeHTnduKaummn Ha
NpWHTEepe 1 He No3BonAeT
BblaBaTb ceba 3a apyroe
AL UAW NoNyYaTb
HeCaHKLMOHNPOBAHHbIN
fgoctyn. Kpome TOro, faHHble,
nepefasaemble Mo
npotokony SSL/TLS,
ABNAOTCA 3aLUULLEHHbIMY,
YTO NPENATCTBYET yTeuke
AaHHbIX O MeyvaTn n
HacTpolike.

YnpaBneHue
npoToKosiamu

Mo3BonsAeT ynpaBnATb
NPOTOKOMIAMU U CITy>K6amu,
KOTOpble UCMOSb3yTCA Ans
CBA3Y MEXAY NPUHTEPAMU 1
KOMMblOTEPaMU, @ TaKXKe
BKJTIOYAET 1 OTK/oYaeT
cooTBeTCTBYyloLME GYHKLUN.

MpoTokon unu cnyx6a,
KOTOpas NprmMeHsAeTcs K
byHKUMAM, MOTYT 6bITb
OTAENbHO BKJIIOUEHbI MU
OTKJIIOYEHDI.

CHMXeHue prcKoB
6e3onacHOCTY, KOTOpble
MOTYT BO3HVKHYTb
BC/IeACTBYE
HenpeaHamepeHHOro
MCNonb30BaHuA, NyTem
npepoTBpaLleHna JocTyna
nosnb3oBaTenien K HeHyXHbIM
byHKLMAM.

IPsec/dunbrpayus IP

Bbl MoXKeTe HacTpouTb
oTceveHune n punbTpaumo
[aHHbIX, KOTopble MOCTynaoT
OT onpefeNneHHOro KiveHTa
WJIN UMEIOT ONpeAENeHHbIN
T1n. Tak Kak IPsec 3awmwaer
OaHHble B IP-nakeTax
(undpposaHme N Nposepka
NOAJIMHHOCTM), MOXKHO
6e30MacHo NCNonb3oBaTb
He3aLMLLEHHBI MPOTOKO.

Co3paiTe 6a30BYIO NOAUTUKY
1 HOVBWAYaNIbHYI0
MONUTUKY, YTOObI 33aAaTb
KAVIEHT USIN TUN JAHHBIX,
KOTOpble MOryT NnepeaaBaTbcs
Ha NpuHTep.

O6ecneuybTe 3aWuUTy OT
HeaBTOPW30BaHHOIO
AOCTYNa, a Tak»Ke B37IoMa U1
nepexsaTa AaHHbIX BO Bpems
CBA3U C NPUHTEPOM.
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HasBaHne Tun pyHKUMN Yr1o onpepenartb Yro npeporBpawiatb

IEEE 802.1X MNo3BonAet nogknoyaTbCA HacTtporika npoBepku 3awmra ot
TOJbKO MOJb30BaTeNHO, NOAJIHHOCTY Ha cepBepe HEeCaHKLMOHNPOBAHHOIO
KOTOPbIN NpoLLEeN NPOBEPKY RADIUS (cepBep npoBepku LOCTyna K MPUHTEPY U ero
nognuHHoctn B cet Wi-Fin MOANMHHOCTN). HeueneBoro NCNonb30oBaHUA.

Ethernet. Mo3Bonser
MCMosb30BaTb MPUHTEP
TONbKO aBTOPU30BAHHOMY
Nnosb30BaTenio.

CooTtBeTcTBYIOWAA MHopMmauua

= «Cas3b ¢ npunTepoM uepes SSL/TLS» Ha cTp. 87

= «Yrpas/ieHye UCTIOb30BaHIeM IIPOTOKO/IOB» Ha CTp. 96

= «IlIndppoBaHHbIIT KaHA CBA3Y C uCronb3oBanueM IPsec/gunbrpanyu IP» Ha crp. 101

= «[lonxnouenne npuntepa K cetu IEEE802.1X» Ha crp. 114

Hactpoikun ¢pyHKLMI1 6e3onacHOCTH

ITpu nactpoiixe IPsec/punprparpu IP nnu IEEE802.1X pekomenpyeTcst oTKpbiTh Web Config ¢ ncnonbp3oBanuem
SSL/TLS ps mepefadyt [aHHBIX IO HACTPOIIKAM, YTOOBI CHU3UTD PUCKM 6€30IaCHOCTY, TaKyie KaK B3/IOM WK
nepexBaT JaHHBIX.

Kpowme toro, mo>xHO ncrionb3oBats Web Config mocpencTBOM MOAK/IIOUEHMS IPUHTEPA HALIPAMYIO K KOMIIBIOTEPY
yepe3 kabenb Ethernet c mocnenytomum BBoom IP-afpeca B Be6-6paysep. [IpuHTep MOXKeT OBITH MOAKITIOYEH K
6e30I1acHOI cpefie MOC/Ie 3aBePIISHNA HACTPOeK 6e30II1aCHOCTH.

CBA3b C npuHTEepOM yepes SSL/TLS

Ecnu ceprudukar cepBepa 3aaH ¢ ucronp3oBanueM npotokonoB SSL/TLS, Bbt MoxkeTe mmndpoBath KaHas CBA3K
MeX/ly KOMIIbIOTepaMil. ITO C/lefiyeT MPUMEHATD B CIIy4asiX, KOrja HeoOXOAMMO PeROTBPATUTD Ya/IeHHBII U
HeaBTOPU30BAHHBIN JOCTYIL

O undppoBom cepTuPmkare

4 Cepuduxar, nogmmcannsiit 1JC

9o cepruduxar, nogmvcanubii IC (meHTpoM ceprudukannu).Ero Mo>XHO ONTy4nTh, YTOOBI OTIPABUTD B
LEeHTP cepTUPUKALNU.ITOT cepTUPUKAT HOATBEPKAAaeT IPUCYTCTBIE IPUHTEPA U UCIOIb3YeTCs IS
coequnennst SSL/TLS, mo3Bosnss obecneunTts 6€30IaCHOCTD Iepefady JaHHBIX.

Ins coepunenus SSL/TLS oH ucnonbayercs Kak cepTndUKar cepsepa.

s IPsec/dunbrpanym IP wan cesasu IEEE802.1x oH ucIonb3yeTcs Kak cepTuUKaAT KIMEeHTa.
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1 Cepruduxar [IC

10T ceprudukar npunagrexut tenv Ceprudukar, nogmucanubiii IIC u HaspIBaeTCs TaKKe
npoMexxyTouHsiM ceprudukarom IIC.OH ucnonp3yercs Be6-6pay3epoMm [is IOATBEPXKAEHNS Iy TH
ceprudukara IpuHTepa IPU JOCTYIIE K CepBepy TpeTbell CTOpOHbI Mn K cpenctBy Web Config.

Ins cepruduxara [IC He06X0AMMO YCTAaHOBUTb MOMEHT ITOATBEP)K/AeHNUA Ty Tu cepTudpukaTa cepsepa mnpu
focTyIie ¢ npuHTepa. [l npuHTepa He0OXOAMMO YCTAaHOBUTD A/ OATBepKAeHus nytu Ceprudukar,
nopmucannbii LIC mns coemmuenus SSL/TLS.

Cepmnduxar LIC npuHTEpa MOXXHO IIOTYYUTD B LIEHTPE CepTU(UKALNY, BHIITYCTUBIIEM 3TOT CEpPTU(UKAT.

Kpowme Toro, ceprudukar LIC 11 nonTBep>KAeHNs cepBepa TpeTbell CTOPOHBI MOXKHO IIOTTYYUTb B LIEHTpe
ceprudukauny, spinycrusieM Ceprudukart, nogmucannsiit IJC gpyroro cepsepa.

(4 CamomnopmnucanHblit cepTrdukar

ITOT cepTUdMKAT IPUHTEP MOAMUCHIBAET U BBIITYCKaeT caMoCToATeNbHO.OH TakKe Ha3bIBaeTCA KOPHEBBIM
ceprudukarom.IToCKONbKY U3aTeNb CEPTUPUIIMPYET CaMOTo cebsl, 3TOT BapMAHT He HaJleKeH I He
IpefoTBpalllaeT BhIiauy ce0s 3a JPyIuX JINII.

Vcnionpayiite ero Ipy yCTaHOBKE HACTPOEK 6e30IIacCHOCTH M yCTaHOBKe IpocToli cBA3u SSL/TLS 6es
mexannsma Ceprudukart, nopmucansbii LIC.

ITpu ncionp3oBauuu fanuoro ceptudukara mus csasu SSL/TLS B Be6-6paysepe MoryT otob6paskaTbest
CO061IeHNA CUCTEeMbI 6€30IIaCHOCTH, HOCKOJIbKY CepTU(UKAT He 3apeIMCTPUPOBAH B
6paysepe.CaMONOATINCAHHBII CepTMUUKAT MOXKHO MCIIONTB30BATh TONBKO AL cBsisy SSL/TLS.

CooTtBeTcTBYIOWAA MHpopMaLua
= «[lonydenne u umnopt ceprudukara, nogmucanuoro LIC» Ha crp. 88
= «Ynanenue cepruduxara, nognucannoro LIC» Ha cTp. 93

= «O6HOB/IEHNE CaMO3aBepAIero cepTuduKaTa» Ha CTp. 95

MonyuyeHne n umnopt ceptudpukara, nognnucaHHoro LiC

MonyueHue cepTudpukara, nognucaHHoro LC

IIna nonydyenns ceprudukata, mogmucannoro 11C, cospaitre sanpoc Ha nopnucanne ceprudukara (CSR) n
OTIpaBbTe ero B LeHTp cepTudukaryumn.Cosnars CSR MoxkHO ¢ momorbio Web Config 1 komnbioTepa.

Ins cospanus CSR u nmonydenns cepruduxara, nogmcansoro LIC, mpu nomomuiu Web Config Beinonante
cnenyrouye gerictBus.IIpu cospanmum CSR ¢ momonsio mpunoxenns Web Config ceprudukar nmeer popmar
PEM/DER.

1. Boiigure B Web Config  Boibeprnte Bkanky BesomacHocts cetu.[lanee Boibepurte SSL/TLS > Cepruduxkar,
nnu IPsec/@unbrpanus IP > Cepruduxar xmenta, win IEEE802.1X > CepTudukar KnmeHTa.
He3saBucumo oT BIOpaHHOTO IIapaMeTpa, BbI MOMYUUTE ORMH U TOT 5Ke CepTH(IUKAT, KOTOPBIL MOXXHO
JICIIO/Ib30BaThb BO BCEX CITyYasix.

2. Haxwmure Chopmuponats B paspene CSR.

Otobpaxkaercst crpanna ast cozganust CSR.
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3. BBeJ_II/ITe 3HAYCHMNE 1A Ka>KOOTO 3JIEMECHTA.

Ilpumeuanue:
Jocmynnas Onuna Kno4ua u COKPAueHUs: pasnu4anmcs 6 3asucumocmu om yenmpa cepmuguxayuu. Cosoatime
3anpoc 8 COOMBEMCMBUL ¢ NPABUNAMU KANO020 UeHMPa cepmuduxayuu.

4. Haxwmure OK.

Orobpakaercs cooOlieHNe O 3aBepLICHNN.

5. Beibepure Bknanky besomacHocts cetn./lanee Boi6epute SSL/TLS > Ceprudmkar, unu IPsec/®unprpanms
IP > Cepruduxkar xnmmenra, win IEEE802.1X > CepTudukar KiameHra.

6. Haxmure Ha ofgHy 13 KHOIIOK 3arpysku u3 CSR B COOTBETCTBUM C 3aaHHBIM (JOPMATOM KaX<[JOTrO LIEHTpa
ceprudukanuy na sarpysku CSR Ha koMIbioTep.

n Baxcno:

He cosdasaiime CSR nosmopHo,max xax umnopm Cepmuguxam, noonucannuiii LJC moxcem oxasamocs
HeBO3MONCHDIM.

7. Ornpasbre CSR B nieHTp ceprudukanuy u noryunte Cepruduxar, nogmicanubii IC.

Cobmonaitte MeTof, 1 GOpMY OTIIPABKM, YCTAHOB/ICHHBIE KaXX/IBIM LIEHTPOM CepTU(UKALIUIL.

8. Coxpannre nonydenssiii Cepruduxar, nognucasublii IJC Ha KOMIIbIOTepe, IOAKIIOYEHHOM K IPUHTEDY.

[Tpouenypa nonydenus Cepruduxar, nognucanuslit IJC 6yzmeT saBepiieHa Ipy COXpaHeHUN cepTuduKara
HOTy4aTeNeM.
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Mapamemper Hacmpoliku CSR

EPSON

Status Print Scan'Cops Fax Hetworc

Kty L#ngth
SELITLE frien
- Camman Pame
Cegangabian
PieciP Fillering e gancabional Ung
Blaga: Lacakty
Al StateProdnie
EEEBOLX Gty
B
Chient Coribca

Nistaroil Security Praduct Seoury Device Management Epsan Cpen Plafierm

| ssLLS > Centificate

RES WHELE - THA-F5E -
ErSie

MapameTpbli

HacTpoiika n 06bsacHeHus

[OnnHa Kntoya

BbibepuTe gnuHy Kntoya gna CSR.

Obuiee nma

[nnHa moxeT coctaBnATb oT 1 go 128 cumsonos.Ecnu 310 IP-agpec, To oH gonxeH
6bITb cTaTYeckum.MoxHo BBecTr OoT 1 o 5 IPv4-apgpecos, IPv6-anpecos, nmeH
XOCTa, NOJIHbIX JOMEHHbIX UMEH, Pa3fenan X 3anaTbiMn.

MepBblii 31EMEHT COXPAHAETCA B OOLLEM VIMEHN, @ APYTME SNIEMEHTbI COXPAHAIOTCA
B NoJie NCEBAOHNMA TeMbI CEpTUdMKaTa.

Mpumep:
IP-appec npuHTepa: 192.0.2.123, nma npuHTtepa: EPSONA1B2C3
O6uiee nma: EPSONA1B2C3,EPSONA1B2C3.local, 192.0.2.123

OpraHusauma/ OpraHnsaunoHHoe
nogpasgeneHune/ HaceneHHbIn NyHKT/
LWrat/MpoBurHumA

MoHo BBecTr oT 0 8o 64 cumBonoB (OpraHn3aunoHHoe nogpasaeneHme He
MoXeT npesblwatb 55 cumeonos) B ASCII (ot 0x20 go 0x7E).Pasnuyatowmeca
MMeHa MOXXHO OTAENATb 3aMATbIMU.

CrpaHa

BeepumTe KoZ CTpaHbl Kak ABY3HauyHOe Yncio no ctaHaapty ISO-3166.

CooTtBeTcTBYIOWAA MHpopMaLua

» «ITonyuenne ceptuduxara, mogmrcanuoro LIC» Ha cTp. 88
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UmnopTt ceptudumkara, nognucaHHoro L|C

Vmnoprupyiitte nonyuennsnit Cepruduxart, nognucanssiii [IC Ha npuHTep.

Bascno:

[ Y6eoumecw, umo dama u epemst npunmepa ycmanosnervt npasunvto.Cepmupuxam moxem Ovimp
HedeticmeumenbHuIM.

0 Mmnopmupyiime cepmugpuxam edunoxovl 6 cnyuae, ecnu oH 6vin cosdan 6 Web Config.

1. Boiigute B Web Config u Boibeprnte Bkanky BesomacHocts cetu.[lanee Boibepute SSL/TLS > Cepruduxkar,
wn IPsec/®@unprpanms IP > Ceprudukar xnmuenra, win IEEE802.1X > CeprugukaT KimeHTa.

2. Haxwmnre mmopt
OtobpakaeTcs CTpaHUIA MMIIOPTA CepTHdUKaTa.

3. BBepuTe 3HauYeHMe /I KOXKAOTO 9meMeHTa. Eciu 11 focTyma K mpuHTepy UCHONb3yeTcs: Be6-Opaysep, To Ipu
npoBepke myTu ceprudukara ycranosure Ceprudukar IIC 1 u Cepruduxkar IIC 2.

O6s3aTenbHble HACTPOMKY PAa3IMYAIOTCA B 3aBUCKMOCTH OT popmara aitna ceprudukara u OT TOTO, T ObIT
cospaH CSR.BBequTe 3HaueHNsI HEOOXORMMBIX ITAPaMeTPOB B COOTBETCTBUM CO CTIEAYIOUIVIMU YKa3aHUAMMU.

4 Cepruduxar popmara PEM/DER nonyden us Web Config.
(J 3akpsIThIi KII0Y: He HACTPAMBaliTe, TIOCKOIBKY IIPUHTEP COBEPIKUT CEKPETHBIN KITI0Y.
(] IMTapons: He HacTpauBaiiTe.

1 Cepruduxar IIC 1/Ceprudpuxar IIC 2: Heobs13aT€IBHO

1 Cepruduxar popmara PEM/DER nonyueH ot KoMIbpooTepa
(] 3akpbIThIi KII0Y: YCTAHOBUTE.
(1 ITapons: He HacTpanBaiire.

J Cepruduxar IIC 1/Cepruduxat IIC 2: Heobs13aTeIbHO
1 Cepruduxar popmara PKCS#12 nomydeH ot KoMIbloTepa

(J 3akphIThIil KIIOY: He HACTPaMBaIiTe.
1 ITapons: Heo6s13aTENBHO.

J Cepruduxar IIC 1/Cepruduxat IIC 2: He HacTpanuBaiite.

4. Haxmwure OK.
OTtobparkaetcst coobIeHNE O 3aBEPIIEHUN.

Ipumeuanue:
Haxcmume Iloomeepoumv 07 nposepku undopmayuu o cepmuguxame.

CooTtBeTcTBYIOWAA MHopMmauua

= «Jocryn k npunoxkerunio Web Config» Ha ctp. 28

= «IlapameTpbl HACTPOJKK MMIIOPTa cepTuduKara, noamucannoro LIC» Ha cTp. 92
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Mapamempel Hacmpoliku umnopma cepmugukama, noonucaHHozo LjC

EPSON
Slatus Prinl Scan'Cops Faa Hehworic Hirtarik Secuiity Fradud Senury Dwrice Wanagemenl Epson Open Plafem
- | SSL/TLS = Certificate
A i ale
Reot Carifiesin L
L5UTLE Senopr Carthcale Carmificats (PEM/DER) -
- rT]
Private Ky o
Paac P Filerng ——
Elagac .
Ca Canb il e
EEEBDE 1N A Carthople e
Ea Hole: i is recoemmassded i3 commanicabs wa HTTPS for imgoring a osrblcale
enk Coribcal

MapameTpbli

HacTpoiika n 06bsacHeHus

Ceptuoukat cepsepa mnm Ceptudurkart
K/MeHTa

Bbibepute popmart ceptndurkara.
Ona coegnHeHna SSL/TLS otobpaxaeTtca CepTudumkar cepsepa.

Ona IPsec/dunbrpauun IP unu IEEE802.1x oTobparkaeTca CepTudrKaT KNreHTa.

3aKpbITbI KoY

Ecnu nonyueH ceptudukat B popmate PEM/DER ¢ nomouybio 3anpoca CSR,
CO3[,aHHOTO Ha KOMMblOTepPe, HEO6XOAMMO YKasaTb Galfl CEKPETHOMO KNioua,
KOTOPbIi COOTBETCTBYET cepTUDMKATY.

Maponb

Ecnn popmar storo dpaiina — CepTudukat ¢ 3akpbiTbim Kntrouom (PKCS#12),
BBEAWTE NApOnb ANs Wiidppa CEKPETHOTO KIoUa, NPefoCTaBeHHbI BaM BMECTe C
3TUM CepTUPMKATOM.

Ceptuoukar LIC 1

Ecnn dopmart atoro ceptudprkata — Ceprudpukar (PEM/DER), umnoptupyiite
ceptudukar LIC, kotopbiin BbigaeT CepTtrdukart, nognucarHbin LIC, ncnonb3yembiin
Kak cepTnduKaT cepBepa.YkaxuTe daiin, eCim HEO6XOANUMO.

Ceptudukat LIC 2

Ecnn popmar storo ceptndurkata — Ceprudukar (PEM/DER), nmnopTupyiite
ceptudukar LIC, koTopbiii BbigaeT ceptuoukaT Ceptudukar LIC 1.YkaxuTe dann,
ecnn Heobxoanmo.

CooTBeTcTBYIOWaA NHPopMaLuA

= «VImmnopt ceprudukara, nogmucansoro LIC» Ha cTp. 91
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YnaneHune ceptudpukara, nognucanHoro LiC

MMHOPTI/IPOBaHHbIﬁ CepTI/I(l)I/IKaT MOJXHO Y[a/INTh, €CIIN CPOK I[eﬁCTBMH CepTI/I(l)I/IKaTa JICTEK MJIN KOI'Zla HET
HeO6XOI[I/IMOCTI/I IHI/I(i)pOBaTI) COCIMHECHIE.

n Bascno:

Hes03M03#HO n0BMOPHO UMNOPMUPOBAMD YOaeHHbILL cepmuduram, ecnu oH 6vin nonyueH ¢ nomouvio CSR u3
npunoxcernuss Web Config. B amom cryuae cosdatime CSR 3a1080 u nosmopHo nony4ume cepmupuxam.

1. Boiipure B Web Config 1 Boibeprte Bxnanky BesomacHocTs cetn.[lanee soibepure SSL/TLS > Cepruduxkar,
win IPsec/®unprpanus IP > Ceprudukar xnmuenta, win IEEE802.1X > CeprudukaT KImneHTa.

2. Haxwmunure Yganurs.

3. B oro6paxkaeMoM cooOLIeHNN IOATBEPANUTE YAAIeHNe CepTU(MKaTa.

Hactpounka Ceptnéuxar L|C

I[Tpu ycranoBke Cepruduxar LIC moxxHo mpoBeputs myThb K ceptudukary LIC cepBepa, k KoTopomy obparaercs
IPUHTEP.DTO MOXET IPeSOTBPATUTh MOIIEHHIYIECTBO, CBSI3aHHOE C BbIadelt ce6s 3a APYTux auL.

Ceprudukar LIC MOXXHO IONTYy4INTD B IleHTpe cepTuduKanyy, BpiryctusiieM Ceptndukat, nognucanssiit LC.

CooTtBeTcTBYIOULAA MHPoOpMaLuA
= «Jloctyn k npunoxennio Web Config» Ha cTp. 28
= «Ilapamerps! HacTporiku CSR» Ha cTp. 90

= «VImmnopt ceprudukara, mogmucansoro LIC» Ha cTp. 91

Umnopt Ceptudmkar LiC

Vmmnoptupyiite Ceptuduxar LIC Ha mpuHTeD.
1. Boiipure B Web Config 1 Boibeprute Bk1anky BesomacHocts cetn > Ceptuduxar ITC.

2. Haxwmure mnopr.
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3. Vkaxwnre Cepruduxar IIC, KoTOpbIil HEOOXOAUMO UMIIOPTUPOBATH.

EPSON
Etatus Prinl ScanCopy Fax Hehwork Hitaroii Security Froducd Seourity Dhrdcn Wanapement Epson Cpen Paffem
I CA Certificate
Fozin Camheae Up-2um
SELUTLY 8 Carcale —
s Elasic Kote 15 recommendea s communicale wa MTTES o importing a cericale

sColicane
FascP Fillering
sl

EEES0E1X
B

s Chient Coribcaie

4. Haxmure OK.

I[Tocre 3aBepiieHNs MMIIOpTa BbI BepHeTech Ha 3kpaH Ceprudukar IIC, rae 6ynet oTobparkaTbes
nmnopTuposanHsiii Cepruduxar IIC.

YpaneHune Ceptudpukar LIC

MosxHo yranuTb umnopruposannbiii Cepruduxar LIC.

1. Boiipure B Web Config 1 Boibepute Bk1anky BesomacHocTs cetn > Cepruduxar IIC.

924



PyKOBO,EI,CTBO AAMUHNCTPATOpPa

PacwinpeHHble HaCcTPOKN 6e3onacHOCTU ANA NpeanpuATUA

2. Menxuure Ygamurs psagom ¢ Ceprudukar LIC, KoTOpBIt HEOOXOAUMO YEATUTB.

EPSON
Stalus Print Scan'Copy Fax Hebwork itk Sacurity Pradud Seqsy Device Management Epsan Open Plaffierm
Profscs 2
B | CA Certificate
Foaon Cartficain Lipaate
Caick [Resoot Mietwork] 1o apply imparing of Geleiing Tie cerificale fo he communicalion immediately
SELTLES Tha 5eBng may be applled b the communicalion afler olher selings 3ie changed or Ba Sevice i3 estated

sz

sCivwican
PyacIP Filerng

wEla g

sChint Cardicale
EEEB0R1E

M=t

wChnt Cariloaie 3

didoannnna

3. B orobpaxxaeMOM COOOIIeHNI TOATBEPAUTE ylaeHne cepTuduKaTa.

4. Illenxuure Ilepesarpyska ceT u yOequTech, 4To yaaneHHbI cepTrukar LIC oTcyTCTByeT Ha OOHOBIEHHOM
3KpaHe.

CooTtBeTcTBYIOWaA MHopMmauua

= «Jocryn k npunokeruto Web Config» Ha ctp. 28

O6HoBNeHne camo3aBepALLero ceptudpuKara

[Tockonbky CaMOIIOANMCaHHBI CepTU(UKAT BBITYIIEH IPMHTEPOM, €T0 MOXKHO OOHOBUTD IIPY ICTEYEHNUY CPOKa
JECTBUSA WY IIPY USMEHEHUM COOTBETCTBYIOIIETO COTEPKIMOTO.

1. Boitgure B Web Config u Bei6epute Bknanky besomacHocTs cetn tab > SSL/TLS > CepTuduxkar.
2. Haxmunre OGHOBUTD.

3. Baemure O0miee ums.

Mosxno BBecTu fo 5 IPv4-agmpecos, IPv6-agpecos, MMeH X0CTa, IIOTHBIX JJOMEHHBIX MMEH J/IMHOM OT 1 1o 128
CMBOJIOB, pasfie/isis UX 3ansaTbiMu. IlepBrlil mapamMeTp coxpaHseTcs B 001eM UMeHH, a APYTie apaMeTphl
COXpaHSIOTCS B II0JIe TICEBIOHMMA TeMBbI cepTudUKaTa.
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ITpumep:

IP-agpec mpuHTepa: 192.0.2.123, uma npunrepa: EPSONA1B2C3
Oo6mee nma: EPSONA1B2C3,EPSONA1B2C3.1ocal,192.0.2.123

4. Ykaxxure CpOK JieiicTBMA cepTuduKara.

EPSON

Glabus Prinl Scan'Copy Fax Hebworic

CA Carbicale
Fongl Comfizaiy Lipsase
45LTLE Ky LEngih
Braddc Commaen Fiame
Organgabian

FaeciP Fillerng valid Date (LITC

HetarGik Secuiity

| ssLLS > Centificate

Praduct Seoury Device Management

RES WHEDE - SHA-I56
EFson
SEMD EFEON CORP

0T04-10 354251 UTC

Epsan Cpen Plafierm

Bas Corbficaly vaboty (reai 1

EEES0T1E

5. Haxmute Cnegyromi.

OTtobparkaeTcs 3aIpocC IMOATBEPXKACHNA.

6. Haxmute OK.
Hacrpoiiku nmpuHTepa 06HOB/IEHBI.

IIpumeuanue:
Cepmugpuxam moxcHo nposepums Ha exnaoxe Ilapamempot 6esonacnocmu cemu > SSL/TLS > Cepmudpurxam >
Camonoonucannotii cepmuduxam, wjenxrys Iloomeepoumo.

CooTBeTcTBYIOWaA NHopMaLuA

= «Jloctyn k npunoxennio Web Config» Ha cTp. 28

Yn paBneHne ncnoJjibaoBaHMeMmM nNpoToKoNoB

Mo>XHO nevararhb, VCIIONIb3Ys pa3/INMIHbIC CII0CO6BI I IIPOTOKOJIBI.
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Mo>xHO CHU3NTH BEPOATHOCTb BOSHMKHOBEHVA HENIPENYCMOTPEHHDIX PYICKOB 6630HaCHOCTI/I, OIrpaHN4MB II€49aTb
TEM MM NTHBIM CHOCO6OM, a TaK>Xe yIIpaBiaAaAa JOCTYITHbIMU q)YHKIH/[F[MI/I.

YnpaBneHune npoTtoKkosamu

HacrpoiiTe mapameTpsl IpOTOKOTIOB.

1. Boitgure B Web Config u Bbi6epure Bk1anky besomacHocTs cetu > IIpoTokon.

4. Haxmure OK.

Haxxmute Crnemyromii.

BreimonHuTe HACTPOIIKY Ka>KIOTO 9/IeMeHTa.

Hacrporiku 6ynyT IpuMeHeHbl Ha IIpUHTEpe.

npOTOKOﬂbI, KOTOpPbI€ MOXXHO BKJTOYNTDb N BbIKNMIO4YANTD

Mpotokon

OnucaHme

MapameTpbl Bonjour

MoxHo yKa3zaTb, cnefiyeT im ncnonb3osaTb Bonjour. Bonjour ncnonb3yetca ana noncka
YCTPOWCTB, Neyatu 1 np.

MNapameTpbl SLP

MOXHO BKNOUNTb MK OTKNIOUNTb GyHKUMIO SLP. SLP ncnonbayetca ana novcka B cetu.

MNapametpbl WSD

Mo>HO BKNOUMTL nnm oTKNounTb GyHKUMIo WSD. Ecnn dyHKUMA BKAOUEHa, MOXHO
no6asnATb yctporictea WSD mnm neuvatatb € ucnonb3osaHvem nopta WSD.

MapameTpbl LLTD

MOoXHO BKOUNTb UK OTKMOUNTL GyHKUMIo LLTD. Ecnu GyHKLMA BKIOUYEeHa, OHa
oTobpaxkaeTca Ha KapTe cetn Windows.

MapameTpbl LLMNR

MoXHO BKNOUNTb nnn oTKNoUMTb GyHKUMIo LLMNR. Ecnv dyHKUMA BKAOYEHa, MOXKHO
pa3peLatb MMeHa 6e3 ncnonb3oBaHus NetBIOS, faxe ecnv HEBO3MOXKHO ncnonb3oBaTtb DNS.

MapameTpol LPR

MoxHo yKa3aTb, pa3pelumnTb Ui 3anpetutb neyatb Yyepes LPR. Ecniv napametp BknioueH,
MOXHO neyvataTb Yepes nopt LPR.

MNapameTpbl
RAW(MopT19100)

MoxHo yKa3aTb, cnefiyeT nu paspeLwmnTb neyaTb yepes nopt RAW (nopt 9100). Ecnn napameTp
BKJIIOUEH, MOXHO neyataTtb yepes nopt RAW (nopt 9100).

MapameTtpbl IPP

MoxHo yKa3aTb, cneglyet nu paspewmnTb neyatb yepes IPP. Ecnv napameTp BK/OUYEH, MOXXHO
nevaratb Yepes MHTepHeT.

HacTtpoinikn FTP

MoxHo yKa3aTb, pa3pelumnTb uau 3anpetTutb neyatb yepes FTP. Ecnv napameTp BKoYeH,
MOXHO neuvatatb yepe3 FTP-cepsep.

MapameTpbl SNMPv1/v2c

MoxHo yKa3aTb, cielyeT N BKIOYNTb Ui Bbikniountb SNMPv1/v2c. 3T0T npoTokon
MCMOoNb3yeTca ANA HACTPONKMN YCTPOWCTB, UX MOHUTOPWHTIA U T. A.

Hactpoikn SNMPv3

MoxHo yKa3zaTb, cnegyeT nm BKAIOUMTb uan Bbikniountb SNMPV3. 3T1oT npoTtokon
NCMosNb3yeTca ANIA HACTPONKM LINGPOBAHHDIX YCTPOWCTB, UX MOHUTOPWHIA 1 Np.
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DneMeHTbl HaCTPOMKN NPOTOKONOB

EPSON
Etabus Print Bcan'Copy Fax bk Histardik Secuiity Pradud Seoerity Dhervic Wanagement Epson Gpen Plaferm
P -
N Protocol
CA Carbhcale

Raot Carbfizade Upssase
HStE W iea S d B SRt b Thié DinaSR WMl uidd o0 o8 prslaos] and e Batpins Nima, chings Tie Dévide Flima in B Fdbwilh Silng

SELUTLE Pt Pl 18 chingi Tob LSE3Ban udid 50 B 5sh pelnsal, chinge Ein O REtwark Semngs
:::::r.a Beniour SeEng
CHTTEY (TR
p’::::'"""'“ Bonjour Hame EPEO8 !
[ Benjoul Seedce Hisna PS8 L% 10000F
EEE30R1X .
- T e — [ =]
sChient Corilcate SLP Seliegs
<] Enatde SLP
WD Semngl
| Dnasle Wik
Prinkng Timaoid (sec] e
Scanning Timsoet (sec) =]
Curetcdt Hame BRSO
Locadion

LLTD Selings
| Enatde LLTD
el FarmH EPSOH

LLUNA Seilings
<l Enatde LLMNR

LPR Seings
| M LFR Poet Printing
Prinbng Temeoul [3ec] a0

ITapamerpst Bonjour

Mapametpbl 3HauyeHue 1 onucaHne NapameTpos

Wcnonb3osatb Bonjour Bbi6epuiTe 3TOT NapameTp AnA Noucka nnm NCnonb3oBaHnsA
YCTPOWCTB C nomolLLbto Bonjour.

Mma Bonjour OtobpaxaeT umsa Bonjour.

Cny»xebHoe nmsa Bonjour OTobpaxaeT uma cny6bl Bonjour.

Pacnonoxenne OTob6paxaeT nma mectononoxeHvs Bonjour.
MpriopuTeTHBIN NPOTOKON BbibepurTe NPOTOKON BbICLIEro MPMOpUTETa AJIA NevaTu C Uc-

nonb3osaHmem Bonjour.

Wide-Area Bonjour YcTaHOBWTE, HEOBXOAUMO N UCNONb30BaTh pexum Wide-
Area Bonjour.

ITapameTpnt SLP
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MapameTpbl

3HaueHMe 1 OnurcaHne NapaMeTpoB

Bkniountb SLP

Bbi6epuiTe 3TOT NapameTp Ana BKAoYeHns GyHKumm SLP.

JTOT NnapameTp MCMonb3yeTca, Hanpumep, GyHKLUMel norcka
B cetn EpsonNet Config.

[Tapamerpsr WSD
Mapamertpbi 3HaueHMe 1 onvcaHue NapameTpoB
Bkiounts WSD BbibepuTte Ans BKOYEHNA [OBABNEHUA YCTPOWCTB C MO-

moubto WSD, a TakKe neyatn 1 CKaHMPOBaHUA C MopTa
WSD.

Bpems oxugaHua nevatn (c.)

BBegunTe 3HaUeHWe BpeMeHW OXMaaHNA CBS3U AN neyatu
WSD ot 3 go 3600 cekyHa.

Wma yctponctsa

OTobpakaeT umsa yctporictea WSD.

PacnonoxeHue OTob6pakaeT nma mectononoxerusa WSD.
[Tapamerpst LLTD
MapameTpbl 3HauyeHMe 1 onucaHne napameTpoB
Bkntountb LLTD BbibepuTe 3TOT NapameTp ana BkodyeHns LLTD.MpuHTep oT-

obpaxkaeTca Ha KapTe cetn Windows.

Mma ycTponctea

OtobparkaeT nma yctporictea LLTD.

ITapamerprr LLMNR

MapameTpbi

3HauyeHve 1 onncaHne napameTpoB

Bkntounts LLMNR

BbibepuTe 3TOT NnapameTp ansa BknoueHns LLMNR.MoxHo
pa3peLaTtb MeHa 6e3 ncnonb3soBaHus NetBIOS, naxe ecnm
HEeBO3MOXHO ncnonb3osatb DNS.

ITapamerpnr LPR

MapameTpbi

3HauyeHve 1 onnucaHne napameTpoB

PaspewnTb neyatb yepes nopt LPR

BbibepuTe, uTobbI pa3pelwnTb nevatb ¢ nopTta LPR.

Bpems oxugaHua nevatn (c.)

BBeguTte 3HaueHne BpemeHn oxkmaaHma gna nevat LPR ot 0
10 3600 cekyHpa.Ecnu HeT HeO6XOAUMOCTM NCMOMb30BaTb
BpemA oxxuaaHua, seegute 0.

[Tapamerpsr RAW (ITopT9100)

MapameTpbli

3HauyeHve 1 onnucaHne napameTpoB

Pazpewntb neyatb B popmate RAW(Mop19100)

BbibepuTe gns BKtoUeHUs nevaTn ¢ nopta RAW (nopt 9100).

29




PyKOBOD,CTBO AaAMUHNCTPATOpPa

PacwinpeHHble HaCcTPOKN 6e3onacHOCTU AN NpeanpuATUA

MapameTpbl

3HaueHMe 1 OnurcaHne NapaMeTpoB

Bpemsa oxunganua neyatu (c.)

BeeguTte 3HaueHne BpemeHn oxkmngaHma ana neyatm RAW
(nopT 9100) ot 0 go 3600 cekyHA.Ecnu HeT HeobxoaMMOCTH
NCNoNb30BaTb Bpems oxuaaHusa, seegute 0.

ITapameTpnt IPP

MapameTpbl

3HaueHMe U OnrcaHne NapaMeTpoB

Bkntouuntb IPP

BbibepuTe, 4TO6bI BKNIOUUTL CBA3b IPP.OTOGpaXatoTca Tonb-
KO NPUHTEpPBI, Nogaepkmatowme IPP.

PaspewwmnTtb He3aLWMILEHHYIO CBA3b

BbibepuTe 3TOT NapameTp, YTOObI MPUHTEP NOAAEPKMBAS
cBA3b 6e3 NpuMmeHeHnA mep 6e3onacHocTy (IPP).

Bpemsa oxunganna ceasum (c.)

BeeanTte 3HaueHune BpemeHn oxknaaHma ana nevatum IPP ot 0
10 3600 cekyHA.

URL (ceTb)

OTtobpakaet URL-agpeca IPP (http u https), ecnu npuHTep
noakntoyeH no nposogHon cetn nnu yepes Wi-Fi.URL-agpec
npencTaBnaeT coboi couetaHve IP-agpeca npuHTepa, Home-
pa nopTa 1 umeHun npuHTtepa IPP.

URL (Wi-Fi Direct)

OtobparkaeT URL-appeca IPP (http u https), ecnu npuHTep
noakntoueH yepes Wi-Fi Direct. URL-agpec npeacraBnsaeT co-
6011 coueTaHue IP-agpeca npuHTEpPA, HOMEpPa NopTa U Ume-
HW npuHTepa IPP.

Wma nprHTepa

OTobpaxaeT nms nprHTepa IPP.

PacnonoxeHne OTobpakaeT mectonosnoxeHue IPP.
Hactpoitku FTP
Mapametpbi 3HavyeHune n onncaHne napameTpoBs

Bkntountb cepsep FTP

Bbi6epuTe, 4To6bI BKNIOUMTL Nevatb FTP.OTobparkatoTca
TOSIbKO NPUHTEpbI, NoaaepxKunBatoLme neyatob yepes FTP.

Bpems oxugaHua ceasm (c.)

BBeguTte 3HaueHne BpemeHn oxkmaaHma gna ceasm no FTP ot
0 po 3600 cekyHA.Ecnm HeT Heo6xoAMMOCTH MCNONb30BaTh
BpemA oxmaaHua, seegute 0.

[Tapamerpnr SNMPv1/v2c
MapameTpbli 3HauyeHMe 1 onucaHne napameTpoB
Bkntountb SNMPv1/v2c BbibepuTe 3TOT NapameTp ana BknodeHna SNMPv1/v2c.0T-

06paxaloTcA TONbKO NPUHTEpPDI, NoAAePXKMNBaoLLe
SNMPv3.

MNonHomouuna goctyna

YcTaHOBMTE MpaBa JOCTyNa, ECNY BKIOYEH NapameTp
SNMPv1/v2c.Bbibeprte TonbKo gna ureHna unv Yrenune/
3anuco.

MmA coobLecTBa (TONbKO AN YTeHUs)

Beeaute cumBonbl ASCIl ot 0 go 32 (o1 0x20 go Ox7E).

Mma coobuyecTBa (UTeHMe/3annch)

Beeaute cumsonbl ASCIl ot 0 go 32 (ot 0x20 go Ox7E).
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Hacrpoiiku SNMPv3
MapameTpbl 3HauyeHue 1 onucaHne napameTpos
Bkntounts SNMPv3 MpoTtokon SNMPv3 BKoUeH, ecniv yCTaHOBIEH GaXoK.
Mms nonb3oBatens Beegute ot 1 10 32 1-6aTOBbIX CUMBOJIOB.

HacTtpoiikn ayTeHTUdMKaLmmn

Anroputm BbibepuTe anropntm NpoBepkn nognnHHocTy ans SNMPv3,

Maponb Beegute naponb ana nposepku noganHHocT SNMPv3.

Beegute ot 8 g0 32 cumeonos B ASCII (ot 0x20 no 0x7E).B
NPOTUBHOM Cily4ae OCTaBbTE 3TO MOJIE MYCTbIM.

MoaTeBepxaeHve napons BBenuTe BbIOpPAHHLIN Bamy Naposib ANA NOATBEPXKAEHNA.

HacTpolikn wndpoBaHua

Anroputm BblbepuTte anroputm windposaHus gna SNMPv3.

MNaponb Beepute naponb anda wudposaHua SNMPv3.

Beenute ot 8 o 32 cumeonos B ASCII (ot 0x20 go 0x7E).B
NPOTVBHOM CJly4yae OCTaBbTe 3TO Noje NyCTbIM.

MoaTeepxaeHvie napons BeefuTe BbIGpaHHbIN Bamy Naposib 414 MOATBEPKAEHNS.

KOHTeKCcTHOE umsa BeepuTe He 6onee 32 cumBonoB B Koanposke Unicode
(UTF-8).B npoT!BHOM Crlyyae ocTaBbTe 3TO none
nycTbiM.KonnmuecTso CMMBOSIOB AN1A BBOAA 3aBUCUT OT A3bIKa.

LLindpoBaHHbIN KaHaN CBA3U C NCNOJSIb3OBaHNEM
IPsec/punvrpauun IP

CeBepeHus o IPsec/Ounbrpaunsn IP

Mo>xHO opraHu3oBarth GuIbTpanyio Tpaduka Ha ocHoBe IP-apecos, cy>k6 1 IOPTOB, NCIIONb3yeMBbIX QYHKIIVIEN
IPsec/¢unbrpanyu IPIIpuHTep MOXXHO HACTPOUTD Ha NIpYeM UM OIOKMPOBKY ONpeie/IeHHBIX KINEHTOB U
[aHHBIX, 00beANHAA pasHble GuIbTpbl. KpoMe TOro, ypoBeHb 6€30II1aCHOCTI MOXHO IIOBBICUTD, UCIIOTIb3Ys
npoTokon IPsec.

Ipumeuanue:
Komnviomepot, pabomarousue nod ynpasnernuem Windows Vista u 6onee nozonux eepcuti unu Windows Server 2008 u
6bonee no3oHux eepcuil, noddepicusarom pabomy ¢ npomoxonom IPsec.

HacTtponka nonntTnkun no ymonyaHvio

HacrporiTe monmuTuky mo yMon4anmio (feiicTBysA 0 yMom4danuio) s punsrparyu Tpapuxa.llommruka mo
YMOTYAHNIO PACIPOCTPAHSIETCS HAa KQKZOTO [O/Ib30BATE s VTN TPYIIIY IIO/Ib30BaTeIel, MMEOIIYIO TOAK/II0UeH e
K npunTepy.HacTpoiite rpyniioByo HOMUTUKY A/ist 60Jiee TOYHOTO KOHTPOIIS Hafl TI0/Ib30BATENSIMMI M TPYIIIaMU
IIO/Ib30BATENIEN.
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PyKOBO,EI,CTBO AAMUHNCTPATOpPa

PacwinpeHHble HaCcTPOKN 6e3onacHOCTU ANA NpeanpuATUA

1. Boitgure B Web Config u Beibepute Bknanky besomacHocTh cetn > IPsec/®unbrpanys IP > OcHoBHbIe.
2. BBemure sHavYeHMe NI KaXKAOTO 971€MEHTA.

3. Haxmure Cnegyrommii.

OtobpakaeTcs 3apocC MOATBEP>KACHUA.

4. Haxmure OK.

Hacrporiku npuHTepa 0OHOB/IEHBI.

CooTtBeTcTBYIOWaA MHpopMmauua
= «Jocryn k npunoxkerunio Web Config» Ha ctp. 28
= «IlapameTpbl HaCTpOVKY B pasaene CTaHfapTHAs ONUTIKa» Ha cTp. 102

MapameTpbl HaCTPpoKu B paspene CtaHaapTHaA NOANTUKA

EPSON

Stahis Print SeantCops Fax Hetatric Histamik Secuiity Pradut Seoury Dt Management Epsan Cpen Plafirm

| 1PseciP Fittering > Basic

25LTLE Each BOfity i S pia wilh B owing protis
Bask: G Pakicy 1 = Gieap Pakicy 2% _ = Qroug Policy 10> Dafasl Poly

sCmlicate _mmmﬂmmﬂmmmm

PyacIP Fillering

F3a0iF Fiering Eratin % it
ok Cprie Dlaul Policy
EEES0L1X Access Conbol
B HE Version BEN B
s Chienk Coriboaie AumarBeaion Nemod
Pre-Ghared Ky
Confiem Pre-Shared Key
Encapralabon
Riernole GabrwapTunns bods)
Seoerity Profocol
Alparihm Selings
KE
Encryplisn
Authenbcalion
Kay Exchangs
E=R

Encrypiion

AuhenbCaon

&H
Auhenborion

MapameTpbl Hactpolika n 06bsacHeHus

IPsec/®unbTpaums IP OyHKuwmio IPsec/dunbrpauuio IP MOXXHO BKIOUMTD UK BbIKIOYNTD.

CraHpgapTHasa DOMUTHKA
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PyKOBOD,CTBO AaAMUHNCTPATOpPa

PacwinpeHHble HaCcTPOKN 6e3onacHOCTU AN NpeanpuATUA

MapameTpbl Hactpoiika n 06bsacHeHuns
YnpaBneHue HacTpoliite cnocob ynpaeneHus Tpadurkom IP-nakeTos.
LOCTYyrNnom
PaspewnTb goctyn BbibepurTe 3TOT NapameTp, YToObl pa3peLrTb MPOXOXKAEHWE HACTPOEHHBIX |P-
MaKeToB.
3anpeTtuTb AOCTYN BbibepuTe 3TOT NapameTp, YTo6bl 3aNpeTTb MPOXOXKAEHWEe HaCTPOEHHbIX |P-
nakeToB.
IPsec BbibepuTe 3TOT NapameTp, YTo6bl 3aNPEeTUTb MPOXOXKAEHME HACTPOEHHBIX
nakeToB IPsec.
Bepcua IKE BbibepuTe IKEV1 nnun IKEv2 B KauecTse Bepcun IKE.
BbibepunTe OAHO 13 3HAUYEHWI B COOTBETCTBUN C YCTPOMNCTBOM, K KOTOPOMY MOAK/IOUYEH NPUHTEP.
IKEv1 Mpw Bbibope IKEV1 ans Bepcua IKE oto6paxaloTca cnegyoLye snemeHTbl.
MeTop BbibepuTe nyHKT CepTudmKar ons nonyyeHrs n nMnopTa ceptndmrKara,
ayTeHTNdMKaunm nognucanHoro LC.
MpenBapuTenbHbIN Ecnu 3HauveHune MNpeaBapuTenbHbIN KNIOY YKa3aHo Aia napametpa Metopg
KnoY ayTeHTUGUMKaLMK, TO BBEAUTE NpeaBapuTesibHbIN Koy anuHon ot 1 go 127
CUMBOJOB.
MopTBepauTHL BeeawuTe BbIGPaHHbIN BaMU KoY 4N1A NOATBEPXKAEHUS.
MpenBapuTenbHbIN
Koy
IKEv2 Mpw Bbibope IKEV2 ana Bepcua IKE otobpaxaloTca cneayoLye snemeHTbl.
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PyKOBOD,CTBO AaAMUHNCTPATOpPa

PacwinpeHHble HaCcTPOKN 6e3onacHOCTU AN NpeanpuATUA

MapameTpbl Hactpoiika n 06bsacHeHuns
JlokanbH MeTtop BbibepuTe nyHKT CepTudmKat ons nonyyeHns n nMnopTa ceptndmrkara,
o ayTeHTUdMKauum nognucanHoro LC.
Tun ID Mpw Bbibope MpeaBapuTenbHbIi KoY B KayecTBe MeTop,
ayTeHTUGUMKaLUnm BbibepurTe TUN NaeHTUGMKaTOPa NPUHTEpa.
ID BeeanTe ngeHTMdUKATOP NPMHTEPA, KOTOPbI COOTBETCTBYET BbIOPaHHOMY
TNy naeHTdMKaTopa.
B kauecTBe NepBOro CMMBOJIA HENb3A UCNONb30BaTb CUMBOJIbI @, # U =.
OTnnumnTenbHoe nma: seegute ot 1 go 128 1-6arTosbix cumsonos ASCII (ot
0x20 o 0x7E).HeobxoamMo BKNOUUTE CUMBON «=»,
IP-appec: ykaxxute B dopmarte IPv4 unu IPv6.
FQDN: BBeguTe couetaHne ot 1 4o 255 cMMBOSIOB, UCNOMb3yA CUMBONbI A-Z,
a-z, 0-9, peduc (-) n Touky ().
Appec an. noutbl: BBeguTe oT 1 o 128 1-6antosbix cumeonos ASCII (ot 0x20
o 0x7E).Heobxoarimo BKNOUNTb CUMBOJT «@>.
ID knoua: BBeanTe oT 1 10 128 1-6anToBbix cumonos ASCII (ot 0x20 ao
0x7E).
MpenBapuTenbHbIN Ecnun 3HaueHve MpepBapuTenbHbIN KNIOY YKa3aHo Ana napametpa Metop
Knioy ayTeHTUGUKaLMK, TO BBEAUTE NpeABapuUTesibHbIN Koy AnuHon ot 1 go 127
CMMBOJIOB.
MopTBepauTsL BepmTe BbIGpaHHbIN BamMu KoY A1A NOATBEPKAEHWUA.
MpenBapuTenbHbIN
Knioy
YnaneHH MeTtop BbibepuTe nyHKT CepTudmKat ansa nonyyeHnsa n nmnopTa ceptrdmrkaTa,
o ayTeHTUdMKauum nognucanHoro LC.
Tun ID Ecnu 6bin Bbi6paH BapuaHT MpeaBapuTenbHbIl Kntou 415 Metop,
ayTeHTUUKaUum, BbibepriTe TUN NAEHTUPMKATOPA AR YCTPOWCTBA,
NMOAJIMHHOCTb KOTOPOTO ClieAyeT NPOBEPUTD.
ID BeeawnTte ngeHTMdUKaTOP NPUHTEPA, KOTOPLI COOTBETCTBYET BbIOPAHHOMY

TMNy naeHTudrKaTopa.
B kauecTBe NepBOro CMMBOMA HeMb3A UCMONb30BaTb CUMBOJIbI @, # U =.

OTnununTenbHoe nms: BeeguTe ot 1 go 128 1-6antosbix cumeosnos ASCII (ot
0x20 no 0x7E).Heobxoanmo BKNIOUYUTb CUMBOJT «=».

IP-agpec: ykaxute B popmare IPv4 nnu IPv6.

FQDN: BBegunTe couetaHune ot 1 4o 255 cMMBONOB, UCNONb3yA CMBONbI A-Z,
a-z,0-9, gedwuc (-) n Touky ().

Agpec an. noutbl: BBeguTe oT 1 go 128 1-6aiiToBbix cumeonos ASCII (ot 0x20
J10 0x7E).Heobxoanmmo BKNIOYNTL CUMBON «@».

ID kmoua: sBegute ot 1 fo 128 1-6anToBbix cumsosnioB ASCII (ot 0x20 go
Ox7E).

MNpenBapuTeNnbHbIN
Koy

Ecnn 3HaueHve MpeaBapuTenbHbIN KNIOY YKa3aHo A napametpa Metop
ayTeHTU¢MKaLum, ToO BBEAUTE NpeaBapuTeNbHbIN Koy AnvHon ot 1 go 127
CUMBOJIOB.

MoateepanTb
MpenBapuTenbHbIN
Koy

BBegumTe BbIOpPAHHbIN BamMy Koy AiA NOATBEPKAEHWA.
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PyKOBOﬂ,CTBO AAMUHNCTPATOpPa

PacwinpeHHble HaCcTPOKN 6e3onacHoCTU AN NpeanpuATUA

MapameTpbl Hactpoiika n 06bsacHeHuns

®opmmpoBa- HacTpoliite pexxum nHkancynsuum npuv Belbope 3HaueHus IPsec ans napametpa YnpaBneHue 4oCTynom.
HVe NaKeToB

JaHHbIX Pexknum nepegaun BblbepunTe 3TOT MYHKT, eCIM NPUHTEP UCMoNb3yeTca B pamkax ogHol JIBC.IP-

nakeTbl 4 cnost unu 6onee no3gHel Bepcmm WndpyoTca.

TYHHENbHbIN peXxum Bbi6epuiTe 3TOT NapamMeTp, eC/iv Bbl UCMONb3yeTe NPUHTEP B CETU C BbIXOLOM B
MHTepHeT, Hanpumep IPsec — VPN.3aronoBok 1 faHHble IP-nakeToB
wnopytoTcs.
YpaneHHbIn Ecnn 3HayeHne TyHHenbHbIN peXuMm ykasaHo and napameTpa QopmupoBaHue NakeToB AAaHHbIX, TO
wnto3(TyH- BBeAMTe afpec Wito3a AnuHom ot 1 o 39 cumeonos.
HesbHbIN pe-
KUM)
MpoTokon 6e3- IPsec ans YnpaBneHue foctynom, BbibepurTe napameTp.
OnacHoCTU
ESP BbibepuTe 3TOT NYHKT Ana obecneyeHns LeNOCTHOCTY, ayTeHTUdMKaLMmM 1

WwindpoBaHUA AAHHDIX.

AH BbibepuiTe 3TOT NYHKT ANA obecneyeHnsa LENOCTHOCTU U ayTeHTUdMKaLuum
AaHHbIx.[Jaxe ecnn WdpoBaHUe AaHHbIX 3anpeLleHo, MOXHO MCMOoJb30BaTb
npotokon IPsec.

Hactpoiikn anroputma *

IKE LWndposaHme BbibepuTe anroputm wudposaHna ana IKE.

SnemeHTbl pa3nnyaloTca B 3aBUCMMOCTY oT Bepcum IKE.

AyTeHTndnKauma Bbi6epriTe anroputm npoBepkn noanuHHocTy ans IKE.

O6MmeH Kntoyamu BbibepuTte anropnutm obmeHa Kntoyamu ans IKE.

DnemeHTbl pa3nnyaloTca B 3aBUCMMOCTU OT Bepcum IKE.

ESP LWndposaHue BbibepunTe anroputm WwndpposaHua ansa ESP.

370 focTtynHo, ecnu ESP BbibpaH B KauecTBe NMpoToKon 6e3onacHocTu.

AyTeHTnduKauma BblbepuTe anropntm NpoBepKn NoagnHHoCTK ana ESP.

370 focTtynHo, ecnu ESP BbibpaH B KauecTBe NpoToKkon 6e3onacHocTu.

AH AyTeHTnduKauma BbibepuTe anroputm wndposaHua ana AH.

310 pocTtynHo, ecnu AH BbiGpaH B kauecTse MpoTokon 6e3onacHocTh.

* Ons HacTpoiiky anroputMa peKoMeHAyeTcs BbIoypath JI1060i11 /s BceX IapaMeTpOB MM BapUAHT, OTIMYHBLI
ot JIx060ii, A1 Kaxxgoro mapaMetpa.Eciu [ HeKOTOpBIX ITapaMeTpoB BbIOpaTh JI1060ii, a 7151 OCTanbHBIX
IIapaMeTPOB BapUaHT, OTINYHBIN OT JIF06011, yCTPOIICTBO MOXKET He IOJIepXXIBATh CBSI3b: 9TO 3aBUCKT OT
IPYroro yCTPOICTBA, ay TEHTU(HUKALNIO KOTOPOTO BBl XOTUTE BBIIIOTHNTb.

CooTtBeTtcTBYIOWAA nHopMaLua

= «HacTpoiiKa MOMTUTHUKY [0 YMOTIaH!Io» Ha cTp. 101
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PyKOBOﬂ,CTBO AaAMUHNCTPATOpPa

PacwinpeHHble HacTPOKN 6e3onacHOCTU AN NpeanpuATUA

HacTpoinka nonutvku rpynn

erHHOBaH IIOJINTUKA — 3TO OJHO MV HECKOJIBKO ITpaBUJI, KOTOPbI€ IPMMEHMMBI K I10/Ib30BATE/I0 VIIN IT'PYIIIIE
HOJIbSOBaTe}IeﬁI.HpI/IHTep yhpaBigeT IP-HaKeTaMI/I, KOTOPbBIE COOTBETCTBYIOT HaCTpO€HHO]7[
HOJII/ITI/IKe.AYTeHTI/I(l)I/IKaIH/IH IP-mtakeTOB BBHITIO/THAETCS CHAaYa/ia B COOTBETCTBUM C I‘pYHHOBOI?[ TOIUTUKOM € 1 o
10, flanee NIpUMEHAETCA IIOINTHKA 110 YMO/TYaHUIO.

1. Boiipure B Web Config 1 Boibepute Bxanky BesomacHocTs cetu > IPsec/@unprpanus IP > OcHoBHble.

2. IenkHure BKIAAKy C HOMEPOM, KOTOPYIO HEOOXOAMMO HACTPOUTD.

3. Bemgure 3HaueHMe /IS KaXKAOTO dJIeMEHTA.

4. Haxwmure Crnegyromi.

OTtobparkaeTcs 3aIpoC IOATBEPXKACHNA.

5. Haxmure OK.

Hacrpoiiku nmpuHTepa 06HOB/IEHBI.
CootBeTcTBYIOLIaA NHPOpMauns

= «Jloctyn k npunoxennio Web Config» Ha cTp. 28

= «[TapameTpbl HACTPOIIKK B pasfiesie [pymnmosas monmutrka» Ha ctp. 107
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PyKOBOD,CTBO AaAMUHNCTPATOpPa

PacwinpeHHble HaCcTPOKN 6e3onacHOCTU AN NpeanpuATUA

MapameTpbl HacTponku B pasgene Npynnosas nonntuka

EPSON

Stalus Print Scan'Copy Fax Hebwork itk Sacurity Pradud Seqsy Device Management Epsan Open Plaffierm

Prowesd | 1PseciP Fitering > Basic

Each policy i sl wilh lalowing [riontes

I Growp Policy 1 » Gipup Policy 2+ _ = Qroup Policy 10 > Defas Policy
ooty ootwanroney || 1 |2 [ [[a = le ][ 1[a 1o [
PyacIP Filerng
¥ Enable fis Croap Polcy
T — Aty Conli [ [=1
EEEB0FE1X Ll Addreid (Prinksd) Ay pdravien 3
B Remols Addrgsai-ant
sChont Corilcaie Ugthzd ol Chaasing Port ot Hu—teer =1
Senice Marme Bny
EHPC
TP
LFR
P [Porti D
IPPFPS
WaD
Wi-DHa ooy
Métwort Sian
Matwork Pash Scan
Mttt Prakh Scan DHa ooy
FTP Dwada {Local)
FTP Conlrod [Lecall
FTP Dt (R mobe]
FTP Canirod {Remaois)
SRS [Lgszad )
CIFS (Rl
FERCIS MG SeACH (LGS}
PeER0S Crat i St (Losu)
MefE0S Sessaon Senics (Local
FNeER0S Mame Secace (Remdle
FMeEIOS Datagram Serice (Remok
M@EIOS Seasion Serics (Famale]
HTTP (Loscad
HTTER A nerad
MapameTpbl Hactpoiika n o6bsacHeHus
BkntounTb 3Ty lpynnoByto NOANTUKY MOXXHO BKOYATb WM BbIKNIOYATb.
[pynnosyio no-
JIUTUKY
Ynpasnenue HacTpoliite cnocob ynpasneHus Tpadurkom IP-nakeTos.
[OCTYNnom
PaspewnTb goctyn Bbi6epuiTe 3TOT NapamMeTp, YToObl pa3peLnTb NPOXOXKAEHNE HACTPOEHHBIX IP-
MaKeToB.
3anpeTnTb OCTYN BbibepuTte 3TOT NapameTp, YTOObI 3aNPETUTL MPOXOXKAEHNE HACTPOEHHDIX IP-
MaKeToB.
IPsec Bbi6epuiTe 3TOT NapameTp, YTobbl 3aNPETUTb NPOXOXKAEHVE HACTPOEHHbIX
nakeTos IPsec.
JlokanbHbIN BbibepuTe agpec IPv4 unu IPv6, cooTBeTCTBYIOWMI BalleMy ceTeBOMY OKpyxeHuto.Ecnu IP-agpec
appec (NpwvH- Ha3HayaeTcsA aBTOMATMYECKN, MOXHO BblbpaTb napameTp Ucnonb3oBaTb NONyYEHHbI aBTOMaTUYeCKN
Tep) agpec IPv4.
Ilpumeuanue:
Ecnu adpec IPv6 npuceausaemcsi asmomamuecky, coeOuHerue moxem Ovimp
HedocmynHo.Hacmpotime cmamuueckuti aopec IPv6.
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PyKOBOD,CTBO AaAMUHNCTPATOpPa

PacwinpeHHble HaCcTPOKN 6e3onacHOCTU AN NpeanpuATUA

MapameTpbl

Hactpoiika n o6bsacHeHus

YnaneHHbIn ag-
pec(y3en)

BeeauTe IP-agpec ycTponctea agna KoOHTpona goctyna.JnnHa IP-agpeca He gomkHa npesblwaTh 43
cumBona.Ecnu IP-agpec He BBefieH, KOHTPONIMPYIOTCA BCe agpeca.

Ipumeuanue:
Ecnu IP-adpec npuceausaemcs asmomamuuecku (nanpumep, cepsepom DHCP), mo coedunerue
Mmoxcem 6vimp HedocmynHo.Hacmpotime cmamuueckuii IP-adpec.

Cnocob BbI6o-
pa nopta

BbibepunTe cnocob ykasaHusA NOPTOB.

Nma cnyx6bl

Ecnu BbIGpaHo 3HaueHne UmaA cnyx6bl ana napameTpa Cnoco6 BbiGopa nopTa, To BbibepriTe HYKHbI
napamerp.

MpoTokon ne-

HacTpowite pexmm nHkancynauuv npu sbibope 3HaueHnss Homep nopta ana napametpa Cnoco6

pepaun Bbl6opa noprTa.
Jio6oir npoTokon BbibepunTe 3TOT NapameTp AnA ynpasieHnsa BCeMM TUNnamu NPOTOKOMOB.
TCP BbibepuTe 3TOT MapameTp A ynpasneHus ogHOaAPEeCHbIMU JaHHbIMU.
uDP BblbepunTe 3TOT NapamMeTp AN ynpasieHns AaHHbIMU Npn
LUINPOKOBELLATEIbHOW N MHOTOafPECHOM pacchifke.
ICMPv4 Bbl6epuiTe 3TOT NapamMeTp AnA KOHTPOMA BbINONHEHNA KOMaHAbI ping.
JlokanbHbIn Mpwu BbI6Ope Homep nopta 415t Cnoco6 BbiGopa nopta 1 TCP nnn UDP ana Mpotokon nepegaun
nopt Heo6XoAUMO Yepes 3anATylo BBECTM HOMepa NOPTOB AJIA yNpaBneHna BXoAALWMMN NakeTamn.Beegute
Makcmym 10 HOMepoB NOpPTOB.
Hanpwumep: 20,80,119,5220
Ecnn Homep nopTa He BBeAEH, KOHTPONUPYIOTCA BCE NOPTbI.
YpaneHHbIn Mpu BbI6Ope Homep nopta 415 Cnoco6 Bbi6opa nopta 1 TCP nnv UDP ana Mpotokon nepepaun
nopt HeobxoAMMO Yepes 3anATyI0 BBECTV HOMEPa NOPTOB ANA YNpaBieHUA UCXOAALLMMU NakeTamn.BeeauTe
Makcmym 10 HomepoB NOpPTOB.
Hanpwumep: 25,80,143,5220
Ecnn Homep nopTa He BBeAEH, KOHTPONUPYIOTCA BCE NOPTbI.
Bepcua IKE BbibepuTe IKEV1 nnun IKEv2 B KauecTse Bepcun IKE.
Bbi6epriTe OfHO 13 3HAaUEHWIA B COOTBETCTBMM C YCTPOWMCTBOM, K KOTOPOMY MOAK/OUEH MPUHTEP.
IKEv1 Mpw Bbibope IKEV1 ana Bepcua IKE otobpaxaloTca cneayoLye snemeHTbl.
MeTtop Ecnu BbibpaHo 3HaueHue IPsec ana napameTpa YnpaBneHne focTynom, To
ayTeHTudMKaumm Bbl6epuTe HyKHbI NapameTp./icnonb3yemblin cepTudrKaTt COOTBETCTBYET
NOMINTMKE NO YMOJTHaHMIO.
MpepBapuTenbHbIN Ecnn 3HaueHve MpeaBapuTenbHbIN KNIOY YKa3aHo A napametpa MeTtopg
Koy ayTeHTUGUMKaLK, TO BBEAUTE NpeABapuTesibHbIi Koy anuHon ot 1 go 127
CUMBOJSIOB.
MogTBepauTHL BeeawuTe BbIOPaHHbBIN BaMU KoY 4N1A NOATBEPKAEHUS.
MNpepBapuTeNbHbIN
Knioy
IKEv2 Mpw Bbibope IKEV2 ans Bepcus IKE oTo6paxaloTcs crefyoLye snemMeHTbl.
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PyKOBOD,CTBO AaAMUHNCTPATOpPa

PacwinpeHHble HaCcTPOKN 6e3onacHOCTU AN NpeanpuATUA

MapameTpbl Hactpoiika n o6bsacHeHus
JlokanbH MeTon Ecnu BbIGpaHo 3HaueHue IPsec ans napameTpa YnpaBneHue 4ocTynom, To
o ayTeHTUdMKauum Bbl6epUTe HyKHbI NapameTp./icnonb3yemblin cepTudrKaTt COOTBETCTBYET
NOANTUKE MO YMONYaHMIO.
Tvn ID Mpwu BbibOpe MpeaBapuTenbHbIl KNtou B KavecTee MeTop,
ayTeHTU¢UMKaumm BbibeprTe TUN NAEHTUPMKATOPa NPUHTEPa.
ID BeeauTe ngeHTMOUKATOP NPUHTEPA, KOTOPbI COOTBETCTBYET BbIOPAaHHOMY
TNy naeHTndmKaTopa.
B KauecTBe NepBOro CMBOJA HeMb3s UCMONIb30BaTb CUMBOSIbI @, # U =.
OTnuunTenbHoe nms: eegute ot 1 go 128 1-6antosbix cumsosnios ASCII (ot
0x20 po 0x7E).HeobxoamMo BKNOYNTE CUMBON «=»,
IP-appec: ykaxxkute B dopmarte IPv4 unu IPv6.
FQDN: BBeaunTe coyetaHue ot 1 1o 255 CMMBOSIOB, MCNONb3yA CUMBONbI A-Z,
a-z,0-9, geduc (-) n Touky (.).
Appec an. noutbl: BBeauTte ot 1 o 128 1-6antosbix cumeonos ASCII (ot 0x20
o 0x7E).HeobxoarimMo BKIIOUNTb CUMBOJT «@>.
ID knwoua: BBegute ot 1 go 128 1-6antosbix cumeonos ASCII (ot 0x20 go
0x7E).
MpepBapuTenbHbIN Ecnn 3HaueHvne MNpeaBapuTenbHbIN KNIOY YKa3aHo aia napametpa Metopg
KnoY ayTeHTUGUMKaLMK, TO BBEAUTE NpeaBapuTesibHbIi Koy anuHon ot 1 go 127
CUMBOJOB.
MogTtBepauTsL BeeawuTe BbIGPaHHbIN BaMU KoY 418 NOATBEPXKAEHUS.
MpenBapuTenbHbIN
Koy
YpaneHH MeTop Ecnu BbIGpaHo 3HaueHue IPsec ansa napameTpa YnpaBneHue oCcTynom, To
o ayTeHTUdunKaLmm BblbepuTe HYXKHbIi NapameTp./icnonb3yemblin cepTudrKaT COOTBETCTBYET
NOAUTUKE MO YMOJTYAHUIO.
Tun ID Ecnu 6bin BbIGpaH BapraHT MpegBapuTenbHblin Kntoy ans Metog
ayTeHTUUKaLUmm, BbibepriTe TUN NAEHTUPMKATOPA ANA YCTPOWCTBA,
NMOAJIMHHOCTb KOTOPOrO ClieayeT NPoBePUTD.
ID BeeanTe ngeHTMdUKaTOP NPMHTEPA, KOTOPbIN COOTBETCTBYET BbIOPaHHOMY

TNy naeHTndMKaTopa.
B KauecTBe NepBoro cMBoNa HeMb3A UCMOJIb30BaTb CUMBOSTbI @, # 1 =.

OTnnumnTenbHoe nma: Beegute oT 1 go 128 1-6arTosbix cumsonos ASCII (ot
0x20 o 0x7E).HeobxoamMo BKNOUNUTE CUMBON «=»,

IP-appec: ykaxxute B dopmarte IPv4 unu IPv6.

FQDN: BBegunTe couetaHne ot 1 4o 255 cMMBOSIOB, NCNONb3yA CUMBONbI A-Z,
a-z,0-9, peduc (-) n Touky ().

Appec an. noutbl: BBeguTte ot 1 go 128 1-6antosbix cumeonos ASCII (ot 0x20
[0 0x7E).Heobxoanmo BKNIOYNTL CUMBON «@».

ID knoua: BBeanTe oT 1 10 128 1-6anToBbix cumonos ASCII (ot 0x20 ao
0x7E).

MpenBapuTenbHbIN
Koy

Ecnu 3HaueHve MpepBapuTenbHbIN KNIOY YKa3aHo Ana napametpa Metop,
ayTeHTUGUKaLMK, TO BBEAUTE NpeABapuUTeNbHbIN Koy AnuHon ot 1 go 127
C/IMBOJIOB.

MoateepanTb
MpenBapuTenbHbIN
Koy

BsefuTe BbIGPaHHbIN BamMu KoY Ans NOATBEPMKAEHUS.
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MapameTpbl Hactpoiika n o6bsacHeHus
®opmmpoBa- HacTpoliite pexxum nHkancynsuum npuv Belbope 3HaueHus IPsec ans napametpa YnpaBneHue 4oCTynom.
HVe NaKeToB
JaHHbIX Pexkum nepegaun BblbepunTe 3TOT MYHKT, eCIM NPUHTEP UCMOoNb3yeTca B pamkax ogHol JIBC.IP-

nakeTbl 4 cnost unu 6onee no3gHel Bepcmn WndpyoTca.

TYHHENbHbIN peXum Bbi6epuiTe 3TOT NapaMeTp, e/ Bbl UCMONb3yeTe NPUHTEP B CETU C BbIXOLOM B
MHTepHeT, Hanpumep IPsec — VPN.3aronoBok 1 faHHble IP-nakeToB
wnopytoTcs.
YpaneHHbIn Ecnn 3HayeHne TyHHenbHbIN peXnm ykasaHo and napameTpa QopmupoBaHue NakeToB AAHHbIX, TO
wnto3(TyH- BBeAMTE afpec Wito3a AnuHom ot 1 o 39 cumBonos.
HefbHbIN pe-
KUM)
Mpotokon 6e3- Ecnu BbI6paHo 3HaueHue IPsec Ana napameTpa YnpaBneHue 0CTYNoM, TO BbibepuTe HY»HbI
onacHoCTU napamertp.
ESP BbibepuTe 3TOT NYHKT Ana obecneyeHrs LeNOCTHOCTY, ayTeHTUdMKaLm n

LWNPPOBaAHMSA JaHHbIX.

AH BbibepuiTe 3TOT NYHKT ANA obecneyeHnsa LENOCTHOCTU U ayTeHTUdMNKaLuum
AaHHbIX.Jlaxe ecnu WindpoBaHue AaHHbIX 3anpeLLeHo, MOXKHO 1CMOoNb30BaTh
npotokon IPsec.

HacTtpoiikn anroputma *

IKE WndpposaHme BbibepuTe anroputm wudposaHna ana IKE.

SnemeHTbl pa3finyaloTca B 3aBnMcMMOocCTy ot Bepcun IKE.

AyTeHTndUKauma BbibepuTe anropntm npoBepKky nognuHHocTy ans IKE.

O6MmeH Kntoyamm BbibepuTte anroputm obmeHa Kntoyamu ans IKE.

SnemeHTbl pa3nnyaloTca B 3aBUCMMOCTY oT Bepcum IKE.

ESP LWndposaHue BbibepunTe anropuTtm WwndpoBaHna ansa ESP.

370 focTtynHo, ecnu ESP BbibpaH B KauecTBe NpoToKkon 6e3onacHocTu.

AyTeHTdUKaLMA Bbi6epriTe anroputm NpPoBepKM NOANNHHOCTM Ansa ESP.

370 focTtynHo, ecnu ESP BbibpaH B KauecTBe NMpoToKon 6e3onacHocTu.

AH AyTeHTnduKauma BbibepuTe anropntm NpoBepKy NOAAMHHOCTK ana AH.

310 pocTtynHo, ecnu AH BbiGpaH B kauecTse MpoTokon 6e3onacHocTh.

* Ina HacTpoliky aroputMa peKoMeHyeTcs BbIoupaTh JIx060ii 11 BceX mapaMeTpOB WM BapUaHT, OT/IMYHBII
ot JIx060i1, 11 Kaxkoro mapameTpa.Eciv 1y HekoTopbix mapameTpoB BeIOpaTh JIF060I, a /11 OCTaTbHBIX
IIapaMeTpOB BapUaHT, OT/IMYHBII OT JIF060if, yCTPOIICTBO MOXKET He IIOALePXKIBATh CBA3b: 9TO 3aBUCUT OT
IPYTOro yCTPONCTBA, Ay TCHTU(PUKALIUIO KOTOPOTO BBl XOTUTE BBIIOTHUT.

CooTtBeTtcTBYIOLAA MHoOpMaLuA
= «HacTpoiika IOMUTUKY IPYII» Ha cTp. 106

= «Kom6unuposanue JlokanbHblit anpec (mpuHTtep) 1 YaaneHusiit anpec(ysen) B [pynnosas nonutuka» Ha
crp. 111

= «CchlIKM Ha Ha3BaHMe CTyXObI B TPYIIIIOBOI TOMUTHKe» Ha cTp. 111
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Kom6uHupoBaHue JlokanbHbi agpec (npuHTep) n YaaneHHbin agpec(ysen) B
pynnoBasa nonntmka

Hactpowka JlokanbHbi agpec (npuHTEp)
IPv4 IPv6™2 Jio6ble apgpeca™3
Hactpoiika IPv4™ v - v
YaaneHHbIn
appec(ysen) IPv6* 172 - 4 v/
MycToe none v v v

*1MNpw BoiGOpe IPsec ans napameTpa YnpassiieHUe AOCTYNOM, LyIMHY NpedurKca yKaszaTb HEBO3MOXHO.

*2Mpw Boibope IPsec aniA napameTpa YnpaBneHne AOCTYNOM, MOXHO BbiOpaTb aapec noKanbHOro KaHana (fe80::), Ho rpynnosas
nonuTmka byneT oTKnoYeHa.

*3Kpome apgpecoB nokanbHoro kaHana IPvé.

CcbInKn Ha Ha3BaHne CﬂY)KGbI B rpynnosoiil noJiInTuke

Ilpumeuanue:

HedocmynHote cr1ysc6bi 0mo6pascaromcs, HO He MO2Ym 6bib 6bl0paHbL.

HasBaHue Tun npotokona Homep Homep KoHTponupyembie pyHKLMN
CNyXK6bi JIOKaJIbHOTO yAa/ieHHOro
nopra nopra

Tio6oin — — — Bce cnyx6bl

ENPC UDP 3289 Jlroboi nopT Mownck NpuHTepa 13 NPUNOXKEHNIA,
Takmx Kak Epson Device Admin n
ApanBep nNpuHTepa

SNMP UDP 161 Jloboi nopT MonyyeHne gaHHbIX N HACTPOWKA
KOHOUrypauum afMUHUCTPATABHON
6a3bl gaHHbIX (MIB) 13 npunoxeHun,
Takmx Kak Epson Device Admin n
ApanBep nNpuHTepa

LPR TCP 515 6o nopt Mepecbinka gaHHbix LPR

RAW (nop19100) TCP 9100 Jloboi nopT MNepecbinka gaHHbIXx RAW

WSD TCP JTro6oii nopt 5357 Ynpasnenue WSD

WS-Discovery ubP 3702 Jio6oir nopT Mownck npuHTtepa n3 WSD

[aHHble FTP TCP 20 Jlroboi nopT Cepsep FTP (nepecbinka gaHHbIX Npu

(nokanbHble) neyatu no FTP)

Ynpaenenue FTP TCP 21 To6oi nopt Cepsep FTP (ynpaBneHune neyatbio No

(nokanbHoe) FTP)
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HasBaHue Tun npoTokona Homep Homep KoHTponupyembie pyHKLMN
CnyX6bl JIOKaJIbHOTO yAaNeHHOro
nopra nopra
HTTP TCP 80 JTroboi nopt Cepsep HTTP(S) (nepecbinka gaHHbIX
(nokanbHbIi) Web Config n WSD)
HTTPS TCP 443 Jlobor nopT
(nokanbHbIN)
HTTP TCP JTro6oii nopT 80 Knuent HTTP(S) (06HOBnEeHne
(ymaneHHbIN) BCTPOEHHOIo MMKPOMNPOrpamMmmMHOro
obecneyeHna n obHoBneHne
HTTPS TCP Jlro6oii nopt 443 KOPHEBbIX cepTNdMKaTOB)
(ymaneHHbIN)

Mpumepbl KoHPurypauum IPsec/®@unbrpauns IP

NMonyueHue TonbKo naketos IPsec.

JlaHHbIT IpUMep HpefCcTaBsgeT COO0Il HACTPOIIKY TONbKO IOIUTUKM II0 YMOTYAHUIO.
CranpapTHas NONUTHKA:

1 IPsec/®unprpanusa IP: Bkiounts

d Vupasnenue gocrynom: IPsec

([ MeTtop ayrentudukanun: IIpexBaputensHblii KTIOY

(1 IIpemBapuTenbHbIii KIIOY: BBeNUTE 1O 127 CUMBOJIOB.

Ipynnosasa momuruka:

HE HaCTpauBaTe.

MonyuyeHne faHHbIX NEYATU N HaCTPOEK NPUHTEpa

B mpuBeneHHOM IpuMepe paspelnaeTcs 0OMeH JaHHBIMU [eYaTy ¥ KOHPUTYpaluy IpUHTepa MeKIY
yKa3aHHBIMU CTy>XOaMu.

CraHpapTHas NOMUTHKA:
J IPsec/®unbrpamus IP: Bkmrounts

1 YnpaBnenue gocrynom: 3anpeTuTh JOCTYI

IpynnoBasa nonnruka:

(J BxmrounTs 3Ty IPpynmnoByro NOMMTHUKY: YCTAaHOBUTE (IasKOK.
(1 Ynpasnenne gocrynom: Paspemnrs goctyn

(J Vmamennsrii agpec(ysen): [P-agpec xnuenra

(J Cmoco6 Bei6opa mopra: Vims cmyx6b1

J VIma coyx6br: ycraHoBuTe pnaxxox Ha ENPC, SNMP, HTTP (noxanbhbiit), HTTPS (moxansabrit) 1 RAW
(opT19100).
MonyyeHue gocTyna ToNbKO OT 3agaHHoro IP-agpeca.

ITOT HpUMep obecneunBaeT 3afaHHOMY IP-afipecy HOCTYI K IPUHTEPY.
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CranpapTHas HOMUTHKA:
1 IPsec/®unprpanus IP: Bkiounts

d Vipasnenue gocrynom:3anpeTuTs JOCTYI

IpynnoBasa nonutuka:
(d Bxmrouuth 3Ty IPynnoByro monuTHKY: yCTaHOBUTE (1aXkoK.
1 Ynpasnenue gocrynom: Pazpemuts goctyn

(d Vmanennslit agpec(ysen): IP-afpec kmeHTa agMuHMUCTpaTOpA.

Ipumeuanue:
Hesasucumo om Hacmpoex nonumuxu, Kauenm 6yoem umerns 603MONHOCHIb HACMPOLIKY U 00CHYyNna K npuHmepy.

Hactpounka ceptudukara gna IPsec/punbrpayum IP
Hactpoiite xmenTckuit ceprudukar nyst IPsec/punsrpanym IP. ITocte HacTpoliku cepTuduKara Bbl CMOXeTe
JMCIIOIb30BATh €r0 B KadecTBe criocoba ayreHTndukauyu asa IPsec/dunprpanyn IP. Eciu Heobxoammo

HAaCTPOMUTD LieHTp cepTuduKanyy, nepeianre k paspeny Cepruduxar IC.

1. Boitgure B Web Config u Bei6eprute Bknanky besonacHocts cetn > IPsec/®@unbrpanmsa IP > Cepruduxar
KIIMeHTA.
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2. Vwmmnoprupyiite ceprudukar B Ceprudukar KIneHTa.

Ecnu BBI y>ke MMIIOPTUPOBANU CepTUNKAT, OIyOIMKOBAHHDII LIeHTpoM cepTu¢ukaiym, B IEEE 802.1X win
SSL/TLS, MO>XXHO CKOIMPOBATb ITOT CePTU(UKAT U UCIIONb30BaTh ero fst [Psec/dubrparmu IP. Yto6s!
CKONMpoBaTh cepTuduKar, Bbidepute ero B crvicke Komposars us u menkuure Konup..

EPSON

Stalus Print Scan'Copy Fax Hebwork itk Sacurity Pradud Seqsy Device Management Epsan Open Plaffierm

| 1PseciIP Filtering > Client Certificate

Foaan Cai
Om e Following page, make salings on T CA. cerificale lo varily peer corficales
SELTLE LA Corticale

Bl Cliani Cariizaby

PyacIP Filerng

Elaga

el i Copy Froem Cartifcate for SELITLS ': m
EEES0L1X

&R

CooTtBeTcTBYIOWAA MHpopMaLua
= «Jocryn k npunoxkerunto Web Config» Ha ctp. 28

= Ilonyuenne ceprudukara, nogmucantoro I1C» Ha crp. 88

NMoaknioueHne npuHTepa K cetn IEEE802.1X

Hacrpomnka cetn IEEE802.1X

ITpu HacTpoiike IEEE802.1X Ha puHTEepe ero MO>XXHO UCII0/Ib30BaTh B CETH, IIOfIK/II09eHHOII K cepBepy RADIUS,
Ha KOMMYTaTope JIOKa/IbHOM CeTH MM B KauecTBe TOUKM OCTYTIA.

1. Boitgure B Web Config u Bei6epute Bknanky besomacHoctsb cet > IEEE802.1X > OcHoBHblIe.

2. BBemure 3HaueHMe IS KaXKJOTO 9JIEMEHTA.

Ecnu BBl X0THUTE MCHONBb30BaTh puHTEP B ceTn Wi-Fi, menkunure Hacrpoiika Wi-Fi 1 Bei6epure niu BBefnte
SSID.
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Ilpumeuanue:
Hacmpoiiku cemu mozym coemecmHo ucnonv3osamocs onst Ethernet u Wi-Fi.

3. Haxmute Crnegyrommi.

OtobpakaeTcs 3apocC NOATBEP>KACHUA.

4. Haxmure OK.

Hacrpoiiku npuHTEpa 0OHOBIIEHBI.

CooTtBeTcTBYIOWAA MHopMmauua
= «[ocryn k npunoxkeruto Web Config» Ha ctp. 28
= ITapamerpbr HacTpotiku cetu IEEE802.1X» Ha ctp. 115

= «He yjaeTcs mOMyYnTh JOCTYII K IPUHTEPY WK CKaHepy nocne HacTporiku IEEE802.1X» Ha cTp. 121

MapameTpbl HacTponku cetn IEEE802.1X

EPSON

Status Print Scan'Cops Fax Hetworc Nistaroil Security Praduct Seoury Device Management Epsan Cpen Plafierm

| 1EEEB02.1% > Basic

SELTLES

EEEBIQ 1X (Wi el LAN] Enaiie ¥ Dasatle
Blagic EEEBID 1% (WiF Cdsabia
N ] Conngcion Method WirsaILAN
PascaP Fillering EAP Troe PEAR|MECHAPYE =]
sElagar sl
- o Payywond
EEES0L1X Canlim Password
Garenr 1D
Chert Cerfoate Cerficals Vabdabion Enazie @ Daasle
Adirymidias Mand
Encrypiion S Mk ...J
=N XN
MapameTpbl Hactponkn n o6bAcHeHnA
IEEE802.1X (npoBogHasn MOo>HO BKNIOUUTb MNK OTKAOYMTb NapameTpbl cTpaHuLbl (IEEE802.1X > OcHOBHbIe) gns
NBQ) IEEE802.1X (npoBoaHas ceTb LAN).
IEEE802.1X (Wi-Fi) OTob6parkaeTcsi cocTosHme nogknoveHma IEEE802.1X (Wi-Fi).
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MapameTpbl

HacTponkn n o6bAcCHeHNA

Cnoco6 nogknoyeHus

OTO6paxxaeT MeTof NOAKIIIOUYEHSA K TEKYLLEN CETH.

Tun EAP BblbepunTe napameTp Ana metofa ayTeHTUdMKaLMmM mexay npruHTepom 1 cepsepom RADIUS.
EAP-TLS Heobxoaumo nonyunTb 1 UMAOPTUPOBAaTL cepTudumKar,
nognucaHHbin LIC.
PEAP-TLS
PEAP/MSCHAPv2 Heobxognmo HacTpouTb Naporb.
MpeHTndukaTtop YkaxuTte ngeHtudurkatop (ID) ona ncnonb3oaHua npu ayteHTudurkaumm cepsepa RADIUS.
nonb3oBaTens .
Beegute ot 1 go 128 1-6anToBbix cumonos ASCII (ot 0x20 go Ox7E).
Maponb YKaxunTte naponb Ana ayTeHTMbuKaLmm npuHTepa.

BeeguTe ot 1 go 128 1-6aiiToBbix cumeosnioB ASCII (o1 0x20 go 0x7E).Mpu ncnonbsoBaHum
cepeepa Windows B kauecTse cepepa RADIUS moxHo BBeCTV 0 127 CMBOJIOB.

MoaTteepxaeHue napons

BeeguTe BbIGpaHHbIN Bamy Naposib 418 NOATBEPKAEHMA.

MpeHTtndukatop cepsepa

MoXHO yKa3aTb naeHTidUKaTop cepBepa AN1A ayTeHTUOUKALMKM C ONpeeSIeHHbIM CEPBEPOM
RADIUS.AyTeHTndukaTop nposepset Hanuuume ID cepBepa B none subject/subjectAltName
cepTuduKaTa cepepa, KOTopblii TM60 oTnpasnseTcs ¢ cepsepa RADIUS, nm6o HeT.

BeeauTte o1 0 o 128 1-6anToBbix cumaonos ASCII (ot 0x20 go Ox7E).

MpoBepkKa NogMHHOCTY
ceptTudurkaTos

Mo>kHO 3afaTb NPOBeEpPKY cepTrdMKaTa HE3aBUCUMO OT MeTofa
ayTeHTudmKauun.Mmnoptupyiite ceptnédukar 8 Ceprudpukar LIC.

AHOHUMHOE NMmA

Ecnu Bbi6paHo 3HaueHne PEAP-TLS nnv PEAP/MSCHAPv2 napametpa Metopg
ayTeHTUduKaumm, ana easol 1 PEAP-ayTeHTUMKALMMN HYKHO HACTPOUTb AHOHVMHOE UMSA
BMeCTO ugeHTndmKaTopa nosb3osaTens.

Beegute o1 0 g0 128 1-6anToBbix cumonos ASCII (ot 0x20 go Ox7E).

Kpuntorpaduyeckan
CTONKOCTb

Mo>kHO BbIOpaTb OAVH 13 YPOBHEN, yKa3aHHbIX HIKE.

Bbicokui AES256/3DES

CpegHan AES256/3DES/AES128/RC4

CooTtBeTcTBYIOULAA MHPOpMaLuA
= «Hacrpoiika cetn IEEE802.1X» Ha crp. 114

HacTponka ceptudukara ana IEEE802.1X

Hacrporite kmentckuit cepruduxar s IEEE802.1X.ITpu ycraHoBke Mo>xkHO ucnonb3oBatb EAP-TLS n PEAP-
TLS B xauectBe Metopia ayrenTudukaryu IEEE802.1x.Eciu Heo6x0a1Mo HaCTpouTh cepTuduKar eHTpa
ceprudukanny, nepeiigute K pasgeny Cepruduxar IIC.

1. Boiipure B Web Config 1 Boibeprte Bxnanky BesomacHocTs cetn > IEEE802.1X > CepTudukar KIneHTa.
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2. VYxaxwure ceprudukar B none Ceprudukar KIMeHTa.

MO>HO CKOIMPOBaTh CepTUIKAT, €C/IM OH OIYOINKOBaH LIeHTPOM cepTr¢uKaumu. YTo6bI CKONMpPOBATh
ceprudukar, Boibepute ero B cincke Konuposars us n menkunrte Konmp..

EPSON

Stalus Print Scan'Copy Fax Hebwork itk Sacurity Pradud Seqsy Device Management Epsan Open Plaffierm

| 1EEEB02.1X > Client Certificate

Om e Following page, make salings on T CA. cerificale lo varily peer corficales
SELTLS A Gy

Bl Cliani Cariizaby

PyacIP Filerng

Elaga

sl CpivCrl Capy Fiom Cortificate for SSLITLS -] m
EEES0L1X

&R

CooTtBeTcTBYIOWaA MHpopMmauua
= «[ocryn k npunokeruto Web Config» Ha ctp. 28

= «[lonyvenne u umnopt ceprudukara, nogmucanuoro LIC» Ha crp. 88

NMpoBepka coctoaHna cetn IEEE802.1X

Craryc cetn IEEE802.1X MO>XXHO IPOBEPUTD, pacreyaTaB CTPAaHUIY COCTOAHMA CETU. JJOTTOTHUTETbHYIO
MHQOPMALVIO O IIeYaTU CTPAHUIIBI COCTOSHYSA CeTY CM. B JOKYMEHTAIUN K IPUHTEPY.

UpenTndukartop craryca Cratyc IEEE802.1X
Disable OyHKuma IEEE802.1X BblknoyeHa.
EAP Success AyTeHTndumkauma IEEE802.1X npoLuna ycrnewHo, AOCTYMHO NOAKIIYEHNE K CeTU.
Authenticating AyTteHTudukauyma IEEE802.1X He 3aBepLueHa.
Config Error C6oi ayTeHTUdMKaLMK, TaK Kak ID nonb3osatens He 3afaH.
Client Certificate Error Cboit ayTeHTUdMKALMN, TaK KaK KNMEHTCKNI cepTdmKaT ycTapen.
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UpenTndukarop craryca

Craryc IEEE802.1X

Timeout Error

C6o1 NnpoBepKN NOJIMHHOCTY, TaK Kak HET oTBeTa oT cepBepa RADIUS n/vnu
cepTudurKaTa CETEBOrO KOHLIEHTPATOPa KOMMYTUPYIOLLEro TUMa.

User ID Error

C6oit ayTeHTUdMKaLMK, TaK Kak ID nonb3osatena npuHTepa n/unm ceptmonkat
MPOTOKOJa HEBEPEH.

Server ID Error

C6oi1 ayTeHTUdMKaLMK, TaK Kak ID cepBepa B cepTuduKarte cepaepa u ID cepsepa
He COBMaaloT.

Server Certificate Error

C6oit ayTeHTUdMKALMK, TaK Kak MPUCYTCTBYIOT CriefytoLiye owmnbKy B
ceptndurKare cepeepa.

[ Ceptudukar cepsepa ycrapern.

[ Uenouka cepTudukaTa cepepa HeBepHa.

CA Certificate Error

C6oi ayTeHTUdMKALMK, TaK KaK MPUCYTCTBYIOT CrieflytoLiyie OWmnoKn B
ceptndukare LIC.

(1 YkazaHHbI ceptudukat LIC HeBepeH.
(1 NMpaBunbHbin ceptudumkat LIC He MUMNOpPTMPOBaH.

1 Ceptudukart LIC yctapen.

EAP Failure

C6oit ayTeHTUdMKALMK, TaK KaK MPUCYTCTBYIOT ClieflytoLre OWmnbKy B HACTPOMKax
npuHTEpa.

([ Ecnn gna napametpa Tun EAP 3agaHo 3HayeHne EAP-TLS nnu PEAP-TLS,
cepTUdUKaT KNeHTa ABNAETCA HegoNyCTUMbIM NN UMEET ONpefeneHHble
npo6nembl.

(1 Ecnn gna napametpa Tun EAP 3agaHo 3HaueHne PEAP/MSCHAPvV2,
naeHTMduKaTop Nonb3oBaTensa UK Naposb He ABAAITCA ONYCTUMbIMN.

PeweHne npob6nem, CBA3aHHbIX C paclUMPeHHON

6e30nacHoOCTbIO

BocctaHoBneHune HaCTpoOeK 6e3onacHoOCTN

I[Tpu co3maHuy cpenbl ¢ IOBBIIIEHHBIM YPOBHeM Oe3omacHoCTH, HanpuMep IPsec/¢unbrpanys IP wmn
IEEE802.1X, MOXeT IOHa/JOOUTCS CBA3aThCA C YCTPOICTBAMM BC/IE[ICTBYE HEJOMYCTUMBIX HACTPOEK MU
po6JeM ¢ yCTPOJICTBOM MM cepBepOM. B aTOM ciydae BoccTaHOBUTE HACTPONIKY 6€30IIaCHOCTH, YTOODI
IIOBTOPHO BHECTY HACTPOIIKY Ha YCTPOICTBE MM Pa3pellinTh BpeMeHHOe MCIIO/Ib30BaHue.

OTKnoYeHne (I)yHKI.II/II/I 6e3onacHoCTM C nomMolLlublo NaHeNnm ynpasieHunA

MoxHo orkmountb IPsec/dunbrpanmio IP im IEEE802.1X Ha naHenu ypasieHNs IpUHTepa.

1.

2.

Bei6epure Hactp. > O6mue mapamerpsi > Hacrpoiiku cetu.

Bri6epure PacmpenHsre.
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3. Beibepure ofuH 13 CIERYIOLINX 3IEMEHTOB, KOTOPbIE MO>KHO OTK/TIOUUTb.
1 Orxmrouuts IPsec/ ®unbrpanus IP

d Orxmrounts IEEE802.1X
4. Boibepure [lamee Ha 9KpaHe TOATBEPKIEHN.

5. Ilocme mosBIeHNA COOOIIEHNA O 3aBePUICHNN BbIOepuTe 3aKPhITh.

B ciyuae ecnu BBI He BoiOepeTe 3aKphITh, OKHO aBTOMATHYECKY 3aKPOETCs II0 UCTEYeHUH ONIPEefie/IeHHOTO
BpEMEHN.

Henonagku npun ncnonbsoBaHnum GyHKLNN 3aMTbI CETU

3a6bIT npegBapuUTeNbHbIN KNIOY

CHOBa HaCTpOITe NpeABapUTENbHbIN KoY.

Yro6bI M3MeHUTD K04, oTKpoiite Web Config u Bei6epute Bknasky besomacHocts cetu > IPsec/®@unprpanmsa
IP > OcHoBHbIe > CTaHmapTHaA MOMUTHKA 1y IpynnoBasa nonuTuka.

VsMeHeHMe 061Iero KIo4a IogpasyMeBaeT HaCTPONKY OOLIero KIK0Ya /I KOMIIBIOTEPOB.

CooTtBeTcTBYIOWaA MHPopmaLua
= «Jloctyn k npunoxennio Web Config» Ha cTp. 28
He ypaetca coeguHntbca no nporokony IPsec

YKaxkute anroputm, He noafep>KNBaeMblii NPUHTEPOM NN KOMMbIOTEPOM.

[IpunTep noppep>xuBaeT ciefyomue anroput™bl.lIposepbTe napaMeTpbl KOMIIBIOTEPA.

MeTopabl o6ecneueHnn 6esonacHo- Anroputmbi
cTm
Anroputm wndposaHua IKE AES-CBC-128, AES-CBC-192, AES-CBC-256, AES-GCM-128 *, AES-GCM-192
¥, AES-GCM-256 *, 3DES
ANropuTm NPOBEPKN NOASTMHHOCTU SHA-1, SHA-256, SHA-384, SHA-512, MD5
IKE
AnropuTtm obmeHa Kkntoyamu IKE Mpynna DH 1, rpynna DH 2, rpynna DH 5, rpynna DH 14, rpynna DH 15,

rpynna DH 16, rpynna DH 17, rpynna DH 18, rpynna DH 19, rpynna DH 20,
rpynna DH 21, rpynna DH 22, rpynna DH 23, rpynna DH 24, rpynna DH 25,
rpynna DH 26, rpynna DH 27 *, rpynna DH 28 *, rpynna DH 29 *, rpynna

DH30*

Anroputm wndposaHua ESP AES-CBC-128, AES-CBC-192, AES-CBC-256, AES-GCM-128, AES-GCM-192,
AES-GCM-256, 3DES

ANropuTm NPOBEPKN NOASTMHHOCTU SHA-1, SHA-256, SHA-384, SHA-512, MD5

ESP
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MeTopabl o6ecneueHnn 6esonacHo- Anropuntmbi
cTn

ANropuTm NPOBEPKN NOASTIMHHOCTU SHA-1, SHA-256, SHA-384, SHA-512, MD5

AH

* NocrynnHo Tonbko ana IKEv2.

CooTBeTcTBYIOWAA nHpopmaLus

= I1lndpoBaHHbLL KaHAN CBA3Y ¢ UCHONb3oBaHneM IPsec/unbrpammu IP» Ha crp. 101

HeoxnpaHHan norepa coeanHeHmnA

IP-aApec NPpUHTEepa N3MEHEH NN He MOXeT NCnoJib3oBaTbCA.

Ecnu IP-agpec, 3aperucTpupoBaHHbIIt [AJiA TOKaAbHOTO afipeca B [pynnosas MOMUTHKA, M3SMEHEH WIN He MOXKET
JICIIOZIb30BAThCs, CBsI3b IPsec Oymer HeBo3MoXKHa. OTK/TIOUMTE TPOTOKOT IPSec ¢ MOMOIIbIO TaHe N YIIPaBIeHNUs
IpMHTepa.

Ecnu gannsie DHCP ycrapenn, DHCP-cepsep nepesarpyskaercs uin IPv6-agpec ycrapern nu6o He O6bl IOTy4eH,
TO MOXKET OKa3aTbCs HeHalifieHHbIM [P-afpec, 3apernctpuposannblit oy npunoxenns Web Config (Bknazgka
besomacHocTh cetn > IPsec/@unprpanus IP > OcHoBHble > [pynnoBas nonutnka > JIokanbHbIi agpec
(npunTep)) Ha IpUHTEDE.

Vicnionbsyiite cratudeckuit IP-apgpec.

IP-aApec KOMMNblOTepa N3MEHEH WIN He MOXeT ncnosib3oBaTtbCA.

Ecnn IP-anpec, SapeI‘I/ICTpI/IPOBaHHblﬁI A711 YAa/IEHHOI'O afpeca B erHHOBaH IIO/INTUKA, USBMECHEH UJIN HE MOXKET
UCIIOIb30BaThCA, CBA3b IPsec 6Y,II€T HEBO3MOXXHA.

Orkmrounte npoTokon IPsec ¢ momobro naneny yrnpasneHus IpUHTepa.

Ecmu panubie DHCP ycrapenu, DHCP-cepsep nepesarpysaercs unu IPv6-anpec ycrapen mm6o He 6bUI TOTyYeH,
TO MOXKET OKa3aTbCs HeHalifieHHbIM [P-afpec, 3apernctpuposanHblit Ay npunoxkenns Web Config (Bknazgka
BesonmacHoctb cetu > IPsec/@unbrpanus IP > OcHoBHbIe > IpynnmoBas nonutuka > YaaneHHblit agpec(ysen))
Ha IIpMHTepe.

Vcnionbsyiite cratmdeckuit IP-agpec.

CootBetcTByOWana MUHopMaLmna
= «Jloctyn k npunoxennio Web Config» Ha cTp. 28

= I1ludpoBaHHbLL KaHAN CBA3Y ¢ CHONb30BaHneM IPsec/unbrpamu IP» Ha crp. 101

HeB03MOXHO co3aaTtb 6e3onacHbin nopT nevatu IPP
B kauecTBe cepTudmKata cepBepa ana coeguHeHns SSL/TLS ykasaH HenpaBubHbIN cepTuduKar.

Ecnu YKa3aHHI)II71 CepTI/ICbI/IKaT HE ABJ/IAETCA IIpaBUIbHBIM, CO3JaHME IIOPTa MOXXET 3aBEPIINTDHCA
HeYJIa‘{eI‘/'I.Y6e,HI/ITer B IpaBMJIbPHOCTU UCIIO/Ib3yEMOI'O CCPTI/IQ)I/IKaTa.
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Ceptudukar LIC He MNOPTMPOBAH Ha KOMNbIOTEP, C KOTOPOTO OCYLUECTBAACTCA AOCTYN K NPUHTEpPY.

Ecmu ceptuduxar LIC He MMIIOPTUPOBAH Ha KOMIIBIOTEP, CO3TaHMe IIOPTa MOXKeT ObITh HEBO3MOXXHO. YOeanTeCh,
uro ceprudukar IJC mMnopTupoBaH.

CooTtBeTcTBYIOULAA MHPOpMaLuA

= I1ludpoBaHHbLL KaHAN CBA3Y ¢ MCONb30BaHueM IPsec/dunbrpanyu IP» Ha crp. 101

He yaaetca nogkniountbca nocne HacTtpouku IPsec/punbrpauumn IP

HeBepHblie napameTpbl IPsec/dunbrpayun IP.

Ortxirounrte [Psec/dunprpanuio IP Ha manenu yupasnenns npurrepa.llofkIo04nTe IPUHTEP 1 KOMIIBIOTED U
CHOBa HacTpoiiTe mapameTpsl IPsec/dunprpannn IP.

CooTtBeTcTBYIOUAA MHPOpMaLuA

= I1ludpoBaHHbLL KaHAN CBA3Y ¢ MCIONb30BaHueM IPsec/unbrpanyu IP» Ha crp. 101

He ypaeTtca nonyuntb AoCTYN K NIPUHTEPY WK CKaHepy Noc/ie HaCTPONKN
IEEE802.1X

HeBepHblie napameTtpbi IEEE802.1X.

Orxmounre IEEE802.1X n Wi-Fi Ha manenu ynpasnennsa npunrepa.llogkiounrte npuHTEp ¥ KOMIIBIOTED, 3aTEM
nosTopHO HacTpoure IEEE802.1X.

CooTtBeTtcTBYIOWAA nHopMmaLua
= «Hacrpoiika cetn IEEE802.1X» Ha cTp. 114

Henonapkv npun ncnonbsoBaHnm unpposoro ceptndunkKara

HeBo3Mo0>KHO uMnopTupoBaTb Ceptudukart, nognucaHHbin LiC

Ceptudukart, nognucavubii LIC n nHpopmauuma B CSR He coBnagalor.

Ecmu undopmanys B Ceprudukat, nognucannsiit IIC u B CSR He coBnagator, CSR He ypacTces
uMInopTnposatb.lIposepbTe cregylomiee.

(d VIMmopT ceprudukara BLIIONTHAETCA Ha YCTPOICTBO, KOTOPOE He MMeeT aHaJIOTMYHOI MHpopMannm?

ITposeppre nHpopMaruio CSR, a 3aTeM UMIIOPTUPYIITE CEPTUPUKAT Ha YCTPOIICTBO, KOTOPOE UMEET Ty XKe
nHbOpMAIIO.

[ Tlepesanucan nu coxpanennsiit mpuHTepoM CSR mocie oripaBku CSR B neHTp cepTuduxannm?

IMomyunte cHOBa cepTnduKat, nogmicannsblit 1JC, c momomipio CSR.
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Ceptudukart, nognucavubii L|C 6onbuue 5 Kb.

Hernbas nmnoptuposats ceptudukar Ceprudukat, nognucannsiii LIC pasmepom 6ombiie gem 5 KB.

HeBepHbli1 naponb ANA uMnopTa ceptudunkara.

BBepnure mpaBuibHbIi aposb.Eciy maponb 3a0bIT, TO MMIIOPTHMPOBATh cepTudukaT HeBo3MoxkHO.Eirje pa3s
nonyunrte Ceprudukar, nognucanusiii LIC.

CooTtBeTcTBYIOULAA MHPoOpMaLuA

= «VImmnopt ceprudukara, nogmucanzoro LIC» Ha crp. 91

HeB03MO>XHO 06HOBUTb Camo3aBepAWNI cepTudmnKar

He BBegeH napametp O6wwee nms.

Hy>xHo BBectn O6miee mms.

B napamertpe 06u.|,ee NMA NCnoJib3oBaHbl Henogaep»KnBaembie CMMBOJIbI.

Beepure ot 1 o 128 cumBosnoB uin B popmarax IPv4, IPv6, nmenu xocra, unn B popmare FQDN B ASCII (ot
0x20 go 0x7E).

B 06I.I.|eM MMEHN NCNoJib30BaHbl 3anATaA uin I'IPOGGI'I.

Ecnu BBefeHa 3amsTasi, To O6Lyee MM paspernsieTcsi B 9Toit Touke. Ecmu o mnm moce 3amsAToit BBefieH TObKO
po6es, To BO3HUKAET OIIOKa.

CooTBeTcTBYIOWAA MHPopmaLua

= «O6HOB/IEHNE CAMO3aBePAIero cepTuduKaTa» Ha CTp. 95

HeBo3mo>xHo co3aatb CSR

He BBeaeH napametp O6uee nms.

Hy>xHo BBecTn O6miee mms.

B napameTtpax O6uwee nma, Oprannsauyna, OpraHnsaunoHHoe nogpasgeneHue, HaceneHHbIN NYHKT 1
LWrat/MpoBuHLNA NCNONb30BaHbl HenoaAepKrBaemble CUMBOJIbI.

Beennre cumBonet unu B popmarax IPv4, IPv6, umenn xocta, ninu B popmare FQDN B ASCII (ot 0x20 no 0x7E).
B napametpe O6Lyee nmA NCNOIb30BaHbl 3anfaTasA uav npoben.

Ecnu BBefeHa 3amsTas, To O61yee mms paspernsieTcsi B 9Toit Touke.Ecu o mam mociie 3amstoit BBeieH TOMbKO
npobert, To BO3HUKaeT OUIoKa.

CooTtBeTcTBYIOUAA MHPoOpMaLuA

» «ITonyuenne ceptuduxara, mogmrcanuoro LIC» Ha cTp. 88
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MoaBneHve npegynpexaeHuns, Kacawweroca uupposoro ceprudpmkara

CoobuieHunsa MpuunHa/pencrena ana yctpaHeHns

BeepauTe ceptudukar cepsepa. MpuunHa
He Bbi6paH daiin ana umnopTa.
OencTena gna yctpaHeHns

BbibepuTte dpain n Haxxmute UMnopT.

CepTtndukat LIC 1 He BBeaeH. MpuunHa
Ceptudukat LIC 1 He BBefeH, BBefieH Tonbko ceptudumkar LIC 2.
OencTeBna gna yctpaHeHnsa

WmnopTtupyiite ceptudurkar LIC 1.

Heponyctumoe 3HaueHune BHU3Y. MpuunHa
HenoppaepvBaemble CMBOJIbI cofiepaTtca B NyTu K paiiny n (unu) B naporne.
[encTena gnAa yctpaHeHns

y6e,D,I/ITer, YTO CMMBOJIbl ANA AHHOIO NapamMeTpa BBeAeHbI NpPpaBuJiIbHO.

Heponyctumble gata v Bpems. MpuunHa
[aTa 1 Bpems NpuHTEpa He YCTaHOBMEHDI.
[encTena gnAa yctpaHeHns

YctaHoBuWTE Aaty 1 Bpemsa ¢ nomoubto Web Config, EpsonNet Config nnu naHenu
ynpasfieHUa NpuHTepa.

Heponyctumbin naponb. MpuunHa

Maponb, ycTaHOBNEHHbIN Ans cepTudukata LIC, v BBegeHHbI Naposib He
COBMaaloT.

[encTena gna yctpaHeHns

Beeante npaBunbHbIN Naposb.

Heponyctumbliii daiin. MpuunHa
CepTudukat B popmate X509 He UMNOpTUPYETCA.
[encTena gna yctpaHeHns

Y6enutecn, uTo BbIGPaH NpaBubHbIN CepTUOUKAT, MPUCTAHHDIA HAZEXHbIM
LIeHTpOM cepTrdrKaLmu.

MpuunHa
NmnopTtupyembliii bain cnnwkom 6onbon. MakcrmanbHbii pa3mep daiina 5 Kb.
[HeicTBnAa gnA ycTpaHeHnsa

BbiGpaH npaBunbHbIN daiis, ogHaKo cepTUdUKAT MOXET ObiTb NOBPEXAEH UMK
nogaenat.

MpuunHa
Llenouka, cogepalanca B cepTudrkate, ABNAETCA HeONYCTUMOW.
[HeicTBuAa onA yctpaHeHns

Ana nonyuyeHnsa [ONOAHWUTENBHON MHPOPMaLUK 0 cepTdUKaTe CM. CaiiT LIEHTpa
ceptudurkaymnn.
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CoobueHna

MpuunHa/pencTena gnAa yctpaHeHns

Henb3a ncnonb3oBatb cepTmpukat
cepBepa, BKvalowwuii 6onee Tpex
ceptudukartos LIC.

MpuunHa
Maiin ceptudmkarta B popmate PKCS#12 copepxunt 6onee yem 3 ceptudukata LIC.
AecTBuA pNa ycTtpaHeHNA

BbinonHuTe MMNopPT Kaxgoro ceptudrikata nyTem KoOHBepTaumm 13 popmarta
PKCS#12 B popmat PEM mnun BbinonHuTe umnopT $paina ceptndurkarta B popmate
PKCS#12, koTopbln copepxuT Ao AByx ceptudunkartos LIC.

Cpok pencreua ceptndmrKarta NcTek.

MpoBepbTe AeNcTBUTENBHOCTD
cepTndumKaTta UM 3HaYeHve gata u
BpeMsA B CBOEM MpuHTepe.

MpuunHa

CepTndukart ycrapen.

[JeincTBnAa anA yctpaHeHns

d Ecnu ceptudukat yctapen, To NOAyUYnTe U UMMAOPTUPYIATE HOBbIV cepTUdUKaT.

[ Ecnu ceptudukart He yctapen, To ybenutech, UTo faTa 1 Bpems npuHTepa
YCTaHOBMEHbI NPaBUBHO.

TpebyeTcs 3aKpbITbIN Kitou.

MpuunHa
OTCyTCTBYET NapHbIN CEKPETHBIN KN4 € cepTudrnKaTom.
[encTBna gna yctpaHeHns

d Ecnu ceptudukat npenctasneH B dopmate PEM/DER v nonyuen us CSR npwu
NOMOLLM KOMMbIOTEPA, TO YKaxXnTe dai C CEKPETHbIM KTHOUOM.

1 Ecnn ceptndukat npeactasneH B dopmate PKCS#12 n nonyueH us CSR npu
NoMoLLM KOMMbIOTePa, TO co3panTe daiin, cogepKalinii CEKPETHbBIN Koy,

MpununHa

Bbin noBTOpHO MMNOpPTUPOBaH cepTndmKaT B popmate PEM/DER, nonyyeHHbI 13
CSR npu nomowwm Web Config.

Oencrena ana yctpaHeHnsa

Ecnun ceptnoukar B popmate PEM/DER u nonyuen n3 CSR npn nomowm Web
Config, TO ero MOXXHO MMOPTUPOBATL TONBbKO Pas.

He yAanocCb BbINOJTIHUTDb HaCTpOVIKy.

MpununHa

HeBO3MOXHO 3aBepLUMTb HACTPOIKY M3-3a MOTEPU COEAVIHEHUA MEXAY
NPVHTEPOM U KOMMbIOTEPOM, HEBO3MOXHO CUMTaTb ¢aiin No NpUYMHE BO3HUKLLUX
OoWwmnbOoK.

neﬁlCTBMﬂ ANA ycTpaHeHnA

Mocne npoBepku ykazaHHoro dalina 1 coeguHeHna MMNOPTUPYNTe daiin cHoBa.

CooTBeTcTBYIOWaA NHPopMaLuA

» «O undposom ceprudukare» Ha cTp. 87

Owun6ouHoe yaaneHne ceptudukara, nognmcaiHHoro LIC

Ina ceptudumkara, nognucatHoro LIC, He co3gaeTcA pesepBHOI Konuu.

[Tpu Hanyuuy pesepBHOI Konvy ¢aiiia UMIOPTUPYIiTe cepTU(UKAT CHOBA.

HeB03M0O>XXHO IIOBTOPHO IMIIOPTUPOBATH Ya/leHHbII cepTu(UKaT, eC/ii OH ObUI IomydeH ¢ momoinbio CSR u3
npunoxennsa Web Config.Cospaiite CSR u monyunre HOBBIN cepTudUKar.
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CooTBeTcTBYIOWaA NHPOpMaunA
= «Ynanenue ceprudukata, nopnucannoro 11C» Ha ctp. 93

= «VImuopr ceprudukara, nogrmucanxoro LC» Ha crp. 91
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